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Npeaucnosue

06 UM 3a 70 neT ¢ MOMEHTa MOABMEHUA 3TOMO TEPMWHA HAMWUCAHbI TbICAYN KHUT U
cTaTen. Uctopma 3apoxkaeHua ¢eHomeHa MW Hayanacb MHOro paHblue, U, CKOpee BCero, ee
NCTOKM KOPEHATCA B 3apPOXKAEHMM YeN0BEYEeCKOro 3HaHWA. HemocpeaCTBEHHbIM HAy4YHbIN
dyHaameHT UMW 3anoxkeH, nonarato, B KoHue XVIII Beka pa3Butnem TepmMogMHAMUKK, a yKe
No3e — JIOTMKW, KOTHUTUBHOW NCMXonormm, ¢eHomeHonornyeckom setsn punocopun. 40-e
rogbl MPOLW/Oro BeKa O3HAMEHOBA/IMCb MAEAMWM WCKYCCTBEHHOrO HEMPOHA, NOrMYeCcKux
NaTTepHOB, METOA0B pelleHMA obpaTHbIX 33434 M Np. 3a MHorue rogbl obpa3 UM BnuTan B
cebs MOMEHTbl BOCXBAaJIEHMN UM pPa30o4YapOBaHWUI, Hay4dHbIX nobes W  NPAKTUYECKUX
NOPa*KeHUN, Paf0CTU TBOPYECTBA N NEPEKMUBAHMM MOUCKA.

Mpobnema NN poBonbHO NOAPOBHO paccCMOTPeEHa NUCCAeA0BATENAMM NOL PA3INYHBIMMU
yrnamm 3peHuma. O4HAKO OCHOBHOM aKLLEHT, KaK NpaBu/o, Aenaetca Ha Gopmanm3oBaHHOM,
TEXHOJIOTUYECKOM CTOPOHE. ITO Mano Yem oTamyaeT MM oT aNropuTMUYECKOro MHCTPYMEHTA.
Bmecte ¢ Tem, BCe yvawe CcNeumannCTbl roBOPAT O YENOBEKO-MALMHHOM KOMMJEKCE,
«norpyaa» WU B rMbpUAHYIO pPeanbHOCTb COLMANbHO-TEXHONOMMYECKOTO Pa3BUTUA.
CTaHOBATCA aKTyaNbHbIMW  BOMPOCbl 3TUYECKOro nopAaaKa, npeaynpexaeHuna yrpos
3/10HamepeHHoro npumeHeHusa NA.

B 3TOM KOHTEKCTe NOAroTOBNEHbl AO0KNaAbl, Bowealmne B HacToAWwMA cbopHUK. OHU
HanucaHbl MONOAbIMM YYEHBIMU — NPEACTABUTENAMM PA3NNYHbIX 0B1acTel rymaHUTAPHOrO U
TEXHUYECKOro 3HaHMA. YenoBeK cerogHA He ycneBaeT OCMbICIMBATb BCE acneKTbl MUPOBbIX
TPEHAO0B B 3KOHOMMKE, NOINTUKE, COLMANBHON M HayYHO-TEXHUYECKOM cdepax. Tem BaxkHee
Hana*kKMBaTb COTPYAHWYECTBO CMELMaNnCTOB B PamMKax MEXAUCLUUMNIMHAPHbIX MPOeKToB. B
YaCTHOCTM, 3TO HYXHO ANA OUEHKM KaK MO3MTUBHOrO, TaK U HEraTMBHOIO BO34ENCTBUA,
KoTopoe nocpeactsom MU MmosKeT BbiTb OCYLLECTBNAEHO B MHPOPMALMOHHO-NCUXONOTMYECKOM
npocTpaHcTBe. KaxKabllii YeNoBEK AONXKEH 3HATb HE TONbKO TO, KAK MOYKHO MCNonb3oBaTb NI
Ha No/sb3y 06LEecTBY, HO M BbITb NpeaynpeXaeH O TOM, KakK 3J0HaMepPeHHble CybbeKTbl byayT
TOMY nNpenAaTcTBOBaTb WAM NpumeHATb WU ana  MaHMNynuMpoBaHUA 0OLLECTBEHHbIM
CO3HaHMEeM.

Monopaple uccnepoBaTtenu, Ybm paboTbl BOWIN B COOPHUK, BPOCAIOT CBEXKMIN B3rNA4 Ha
yrpos3bl MHPOPMALMOHHO-NCUXO/TIOTUYECKOM 6e3onacHocTy, obycnoBneHHble
3/10HAMEpPEHHbIM Ucnonb3oBaHnem MW, KOHUEHTPUPYS BHUMAHME He TOJIbKO Ha onbiTe
CeBepo-BocTouHoOM A3mm (4TO 3adPUKCMPOBAHO HA TUTYNE COOPHUKA) — OAHOIO U3 PErMoHOB,
roe MW passuBaeTca Hanbonee AMHAMMYHO, — HO U APYrUX PErMOHOB, B KOTOPbIX MAET ero
BHeApeHWe, BCeraa v Besae BCTpeyas OTK/AUK obuiecTBa.

Ypes3BblYallHO MHTEPECHbIMW NPeACTaBAAITCA COObpaXKeHMAa aBTOPOB CTaTelm o
BO3MOXHbIX BapuaHTax pa3sutma UW. TonbKo B pamKax mexXAUCUUMNIMHAPHOro nogxopna
BO3MOXHO rnybokoe noHumaHue MWW Kak ogHoro u3 pecypcoB, 3PPEKTUBHOCTb
MCNONb30BaHMUA KOTOPOro byaeT 3aBUCETb OT HAMNPAXKEHHOCTU MEXAYHAPOAHbIX OTHOLIEHWUH,
0COBEeHHOCTEM 3JKOHOMWMYECKOM WU NoAUTMYEcKor cuctembl. OpgHo peno, ecam  UA
MCNONb3YyeTCA AEeMOKPATUYECKMMM NPaBUTENbCTBAMU B MUPHO HACTPOEHHOM TpaKAaHCKOM



obLiecTBe, M COBCEM APYroe — €C/IM OH CTAaHET PEeCypCOM aBTOPUTAPHbIX UKW TOTA/IUTaPHbIX
CUCTEM, KaKMMW 6bl HaMMEHOBAHMAMW OHU He MPUKPbIBAAU CBOK aHTUYE/OBEYECKYHO
CYLLHOCTb.

B 3aBepweHue xoTen 6bl CKa3aTb, YTO MOKA YTO Mbl MMEEM AE€/0 C TaK Ha3blBaEMbIM
cnabbim (y3kum) U, KOTopbIi MOXKET TONbKO Pacno3HaBaTb, MPOrHO3MPOBaTb M OTBEYATb Ha
BONpocbl. EMy HeAoCTyMHbl YyBCTBA, MblAEHUE, MOHUMaHUE, 0BbACHEHME M MOCTaHOBKaA
npobnem. Ho yxe BWAHbI KOHTYpbl cuabHOro MWW, KoTopbld, cKopee Bcero, 6yaer
npeacraBnaTb cobol rmMbpuaHyo cuctemy. B 3Ty cuctemy 6yayT 06s3aTeNbHO BK/KOYEHDI
YyesoBeK M OOLECTBO KaK aKTMBHO BAMAOWME HA CUTyauuio akTopbl. MpyM nocTpoeHuu
cunbHoro MU npuHMMalOTCA BO BHMMAHWE ABNEHMA KOMJIEKTMBHOrO 6ecco3HaTesbHoro,
du13myeckoro ayanmsma, TePMOANHAMUYECKUX U PENATUBUCTCKUX 3PPEKTOB M MHOrOro TOro,
4yero NPUHUMUNUANBHO HE MOMKET 0XBaTUTb COBPEMEHHbIN y3kuit MU, o co3aaHma CUNbHOro
MW, no Bcel BUOMMOCTH, elle Aaneko. Bmecte ¢ Tem, no mepe ABUKEHUA K HEMY, OTBETbI Ha
camble pasHble BOMPOCbl B3aumogencTema nogenn ¢ MU, 3aTpoHyTble B MHOTMX O0KNaAax,
6yayT CTaHOBUTbLCA BCE Bonee 3HaUMMbIMK. [oTeHUMan cTaTtelt cOopHMKa NO3BONAET CyaAUTb,
YTO Y MOJIOAEHKM €CTb PECYPC OCUNINTL PeLLeHMe TaKMX BONPOCOB B ByayLiem.

Monarato, c6OpHUK ByaeT noneseH 6onbWIOMY KPYyry untatenen, 1 oCObeHHO TeM, KTO
enaet pa3obpaTtbCs, KakMe BbIrogbl U PUCKM HeceT B cebe noBcemecTHoe BHeapeHue N,
YTO OHO O3HayaeT AnA chep HaUMOHANBbHOM U MeXAyHapoAHOW H6e30macHOCTM cenvac U B
JanbHenwem.

[LOKTOp TEXHMYECKMX HayK, npodeccop,

PYKOBOAUTENb LLEHTPA MHTENNEKTYaNIbHbIX TEXHONOTMI

HaumoHanbHoOro ueHTpa umdpposoi skoHommnkn MY um. M. B. JlomoHocoBa,
BeAyL NI Hay4YHbIN COTPYAHUK

NHcTuTyTa npobaem ynpasneHnsa nm. B. A. TpanesHukosa PAH,

[ encTBUTEeNIbHbIN rOCYAapPCTBEHHbIM COBETHUK Poccuinckon Pepepaumm 3-ro Kiacca,
naypeat npemuu MNpasutenbctea Poccuiickon ®epepaumm B 061aCTV HAYKU U TEXHUKK

AnekcaHap Hukonaesuy PalikoB

15 HoAbGpAa 2021 .



BeBepgeHue

HactoAawmi c6opHUK HBbla NOArOTOBAEH MO UTOraM ABYX Hay4YHbIX CEMMHAPOB MOJIOAbIX
nccneposateneit us BoetHama, UHgun, Kybbl n Poccumn. CemuHapbl npownn 27 oktabpsa B
CaHKT-lNeTepbyprckom rocygapcTBEHHOM yHuBepcuTete M 25 Hosbpa 2021 r. B
Aunnnomatnyeckon akagemmn MWL  Poccum B pamKax nNpoOeKTa «3/110HaMepeHHoe
NCNONb30BAaHNE UCKYCCTBEHHOrO MHTENNIEKTA U BbI30Bbl MHPOPMALMOHHO-NCUXOIOTUYECKOM
6e3onacHoctn B CeBepo-BocTouHoM Asnm», 3annaHnpoBaHHoro Ha 2021 — 2022 rr. MpoekT
peanusyetca Hay4yHbIMM KonnektuBamum wu3 Poccum n BbeTHama Ha OCHOBe rpaHToB
Poccuiickoro ¢oHaa pyHAAMeHTanbHbIX nccnegoBaHuit (npoekt Ne21-514-92001, KOHKypc
BAOH_a) n BbeTHamcCKoM akagemum obLecTBEHHbIX HayK COOTBETCTBEHHO. B MpPOEeKTHbIN
KONNEKTUB BXOAAT aBTOPbl pAafAa NpeacTaBfieHHbIXx B cbopHuke paboT (KOpuii Konotaes,
Hdapba MaTawoBa 1 EKkatepuHa Muxanesuy).

[naBHaa Uenb NPOBeAEHHbIX CeMMHApPOB —  BbIACHUTb  MHEHMEe  MOS0oAbIX
nccneposatenen o6 yrposax WUIMB, obycnosBneHHbIXx nonagaHnem TtexHonormn U B pyku
3/10HAMEpPEHHbIX aKTOPOB (NPEecTynHbIX, B TOM 4YUCNe TEPPOPUCTUYECKUX, OpraHu3auummn,
HEYMCTONNOTHbIX MOAUTUYECKUX U BU3Hec-cybbekToB U T. 4.). B ycnosuax rmbpuamnsaumnm
MeXAYHAaPOAHbIX npoueccoB n becnpeueaeHTHOM UMPPOBU3ALMMN NPAKTUYECKM BCex chep
KM3HU YeslOBEKA TaKMe aKTopbl CNOCOOHbI HAHOCUTL cepbe3Hbin yuwepb obuiecTsy B xoae
acMMMeTpUYHoro  npotmeobopcTtBa € HAUMOHANbHBIMWM M HaAHALUMOHANIbHbIMMU
NPaBUTENbCTBEHHBIMM  CTPYKTypamu, ucnonblys UMW B  nponaraHge, BepboBKe,
AEe3MHPOPMALMOHHBIX KaMMNaHMAX, NPM PACNPOCTPAHEHUW KNEBETbl, HaHocAWeN yuwepb
penyTaunmM  OOLWECTBEHHbIX, TOCYAAPCTBEHHbIX, OU3HEC-CTPYKTYpP, MeXAyHapOoAaHbIX
opraHmsauuni. OTaenbHble BUAbI Yrpo3 NpeacTaBaAoT UHOOPMALMOHHO-NCUXONOrNYECKUNE
nocneacTeuns B3noma MM B cuctemax ynpasneHma ¢usnyeckmmm obbekTammn (NponssoacTso,
TPAHCMOPT M T. A4.), @ TaKXKe KaMnaHWW, HanpaB/ieHHble Ha AUCKpeauTaumio camoro MU u
BHEAPAKOWMX €ero CTpyktyp. Ha ¢oHe pacTywern mexayHapoaHOW HAMNpPAXKEHHOCTU He
UCKNOYEHO ucnonb3oBaHne WU ansa pectabunmsaumm WUMNB nNpoTMBHMKA He TO/bKO
HEerocyAapCTBEHHbIMM AKTOPAaMM, HO M TOCYAAPCTBEHHBIMW WAW HaLHALMOHANbHLIMU —
NPOTMB SKOHOMMYECKOrO KOHKYPEHTA UAN NONNTUYECKOrO OMMOHEHTA.

MpoTuBOAENCTBME  YrpoO3amM  3/I0HAMEPEHHOrO  MCMONb30BAHMA  UCKYCCTBEHHOMO
nHTennekta (3UNN) B coepe UMB TpebyeT CKOOPANHUPOBAHHbLIX AENUCTBUIN CNELMAINCTOB B
pasHbIX 061acTAX 3HaHWUA (MHXEeHepoB, NPOrPaMMMUCTOB, NOAUTONOrOB, KOPUCTOB, NCUXONOrOB
M Ap.), a TaKXe YKpenneHus MexAyHapoAHOro CcOoTpyAHu4yecTBa. B cuny aTtoro npu
NoAroToBKe ceMMHapoB M cbopHWKA OONblIOE BHUMaHWE YAENsnocb obMeHy naesmu c
3apybeKHbIM KOo/Ieramun, NPeAcTaBAAOWMMM KaK TEXHUYECKME, TaK U TYMaHUTApHbIE HayKK.
MpeacTaBneHHble AOKNaAbl OXBaTblBAlOT pa3Hble BuAbl M acnekTbl 3N B chepe UMB un
onbiTa NPOTUBOAENCTBUSA EMY.

Lenvin pag paboT B AaHHOM COOPHUKE COAEPHKUT OLEHKM yrpo3 UMB Ton unm nHou
CTpaHbl UK perMoHa, obycnosneHHblx 3UNN. TaK, KONNEKTUB KYOUHCKUX UccnenoBaTenemn
(PaHen Batucta, XaBbep MaTtnac u Omap Poapwurec) akueHTUpyeT BHUMAHME Ha yrpose
ncnonbsoBaHma UM gna ocywecTBaeHUs reonoamTUYECKoro BAMAHMA NyTeM aTaK Ha Ky/lbTypy



NaTUHOAMepPUKaHCKoro obuiectsa. KybuHCKMe aBTOpbl aHaIM3UPYIOT MacluTabHble KamnaHum
cTpaTernyeckor pagesmHbopmaumMm B COYeTaHUM C  KubepaTakamm Ha ocHoBe WU,
OCYLLECTB/IEHHbIE B XO4€E BblOOPOB B JIaTUHCKOM AMepuKe, rae NposBUIUCE MaHUMyAALUK
KYNbTYPHbIMM YyCTaHOBKaMK rpaxkgaH. HOpuii KonoTtaeB onpegenseT B CBOEM [AOKAade
WKMPOKMIN cnekTp TexHonornnm 3UUWN, npumeHaembix B HactoAuwee Bpema B Cesepo-
BocTouHoOlM A3uu, BblAENAs NOAUTUYECKUE M SKOHOMMYECcKMe (aKTopbl pocTa maclitabos
3NN cTaB ogHUM W3 NepenoBbiX LEHTPOB Pa3BUTUA LUPPOBLIX TEXHOJIOTMM, PEruoH
coxpaHseT B cebe MHOXKEeCTBO KOHM/IMKTHbIX 04aroB pa3HOW CTENEeHU UHTeHCMBHOCTU. OauH
M3 TakMx o4yaroB — TaMBaHb, YbA NONNTUKA KMbepbesonacHoOCTU B acnekTe 6opbbbl ¢ 3NN
CTana npeamMeToM aHanui3a B AoKnage Lapbu MaTAwoBOM, OXBaTMBLUEM BHMMaHWEM He
TONbKO MPaBUTENbCTBEHHbIE WHULMATUBLI, HO M BbI30Bbl OOLWECTBEHHOMY [AOBEPUID K
TaNBaHbCKMUM MHCTUTYTaM ynpaBaeHusa, cnocobHble cnposoumpoBaTtb 3UNN.

NHauiickmn B3rnag Ha npobnemy 3UUUN B chepe WUMB npeactasun Kannakypwu
PaaxakpulHa, KOTOpbIM Ha npumepax Ae3nHOOPMAUMOHHBLIX MOJUTUYECKMX KamnaHWui B
MHaMM poKa3blBaeT aKTyasbHOCTb 60pbbbl € rMOPUAHBIMKU  YrPO3aMK, YCUNEHHbIMU
nocpeactsom MU, B 0cobeHHOCTM B Nepuoabl KPU3MCOB, YCUANBAOLWMX SMOLLMOHANBHOCTb
BOCNPMATUA MHPOPMAUMM TrparkaaHamu. HryeH MuHb TblOHr Bblaensetr B cBoen paboTte
npobnembl, aKkTyanbHble AnAa BbeTHama, cpean KOTOPbIX He nocnegHee MecTo 3aHMMaeT
3aBUCUMOCTb MOJIOAEKN TO KOMMbKOTEPHbIX WrP, 4YacTo ycuamearowasaca «bnarogapa»
ymesioMy ncnosibzoaHuto MM mn cHuxarwasa cnocobHOCTb K KPUTUHECKOMY MbILLTEHWIO.

KpaliHe akTyanbHa npobiema MCNosb30BaHUA B MAaHUMNYAATUBHbLIX LLENAX TEXHOA0Mu
rnybokui deinkos, nnu aundeiikos (deepfakes), pasnnuHblie acnekTbl KOTOPOWN aHANU3UPYIOT
HeKkoTopble aBToOpbl cOOpHMKA. Banepua bynBa oueHWBaeT yrpo3y 3/10HaMepPeHHOoro
ncnonb3oBaHua aundenkoB Ha ¢GoHe ¢GaKTopoB, YycuaMBalOWMX WMHGOPMALMOHHO-
NCUXONOTMYECKOe BO3AENCTBME HA YesoBeKa: W3ObITOYHOCTM MOTOKA MHpopmauuuy,
«bunbTpylowero nysbipsa» (nogdopa anropyMTMamm OHMAMH-KOHTEHTA Ha OCHOBE aHanu3a
AaHHbIX O NO/b30BaTesie, K MPUMEpPY, MECTOMOJIOKEHNA N UCTOPUN MOUCKOBbLIX 3aMpOCOB),
CO34al0Wero NuWb WAN3uto cBoboabl M HeorpaHWYyeHHocTM Bblbopa MHPopmauum B
undposoii cpeae. EkatepuHa Muxanesuy, aHanmsmpys cutyaumto B Cesepo-BoctouHom Asmm
¢ ocobbim BHUMaHMeM K KHP, BblgenseT Takue yrposbl, 06ycnoBieHHbIe 3/I0HaAMEpPEeHHbIM
ncnonb3oBaHMem AuNEnKos, Kak, K npumepy, ywepb penytaumm BU3HEC-CTPYKTYP U AaXKe
NPaBUTENbCTBY CTPaHbl nx 6asnposaHma. /Ilobosb LLImaTKoBa Ha OCHOBe aHanM3a UCTOYHUKOB
EBponenckoro coto3a U ero rocyaapcTB-4€HOB AAeT XapaKTePUCTUKY Yrpo3 UCMO/b30BaHMA
aungenkos, npusHaBaembix B EC nepBocTeneHHbIMM, — OT OHJAWH-NPECTYNNEHUA B
OTHOLLEHUN AeTelr A0 BAUAHNA HA Pe3ynbTaTbl paccneaoBaHUN.

Hoknap Onera ®dunatoBa, nocBaweHHbIM noaxoay HATO Kk npotusoaenctemio 3UNMN,
3aTparmBaeT KpanHe BaxHyl npobnemy ucnonb3oBaHua UM BoeHHbiIMM BaoKamu, KoTopoe
NpPM HapacTaHMW MPOTUBOPEYUIM HA MEXKAYHAPOAHOM apeHe MoXeT npuobpectun
310HAMEpPEHHbIN XapakTep. ITO He TO/MIbKO CO343eT BOEHHYK OMACHOCTb, HO WU HaHOCUT
ywepb WMNB, no meHblelh mepe, cnocobcTBya HarHeTaHWO B 0b6LWECTBE CTpaxa nepeg
BOEHHbIM KOHG/IMKTOM. Ha NOMCK OTBETa Ha BOMPOC, KaK CTpaxu, obycnosneHHbie 3UNU,
MOTYT U3MEHUTb HAUMOHANbHbIA U MeXKAyHapoaHbIM naHawadT 6e3onacHocTn, BNAOTb A0
rnobanbHbIX TpaHchoOpMaUMA MUpPONOPsAAKA, HanpaBAeH TeopeTMyeckuit aoknag Cepres
CebekuHa.



OnbIT npoBeAeHUA Hay4dHbix cemuHapoB B CM6MY u [OMnaomaTvyeckoM aKagemuum
NMoKasan, 4YTo B MCCNeAOBATE/IbCKOM coobWecTBe pacTeT CTPemeHMe K MOMCKY nyTen
npeogonenna yrposd 3UNN n noHMMaHME BaAXKHOCTU MEXOUCUMNAMHAPHOrO noaxoga W
MeXAyHapoAHOro COTpyAHWYeCTBa Ha 3TOM HanpasaeHuu. lNpeacrasBnsaeTca, YTO AOKNAAbI,
onyb/nMKoBaHHble B AaHHOM COOpPHMKE, CTaHyT LWAroM Ha NyTU K yrnybaeHuto HayyHoro
COTPYAHMYECTBA POCCUMCKUX U 3apyberkHbIX MON0AbIX UCCAea0BaTeNEN.

[LOKTOP NOAUTUYECKNX HaYK,
BeAyLWMI HayYHbIM COTPYAHMK MHCcTUTYyTa EBponbl PAH

Hapba KOpbeBHa ba3zapkuHa



Challenges of Al-Powered Cyberattacks for Political Stability and
Psychological Security in Latin America

Raynel Batista, Javier Anias, and Liomar Rodriguez

Introduction

Al is active in many aspects of our society. The emergence of the big data paradigm has
drawn even great attention to computational social science. Data revolution is pushing
information-based society to a cognitive new era. Data is creating a global cross-cultural
society, supporting the idea of cultural competency as a mechanism of social influence, and
setting the distribution of power as an indication of security from a socio-cultural perspective.
Disruptive technologies are shaping a new world order and democratic institutions are
witnessing the rise of a new way of governance (Barnett and Duvall, 2005). Al-based
predictive analytics and prognostic weapons are such technologies to influence public
consciousness. Al-based technologies interact with people’s cognitive assumptions and
provide any individual, group, organization or nation-state to influence on public
consciousness as a new kind of weapon in the global system.

The critical role of culture in technology transformation allows to understand how Al-
driven technologies are used as a geopolitical weapon targeting people culture to influence
regional political stability (Batista et al., 2020). The rise of Al-powered cyber-attacks
combined with social media propaganda manipulation in Latin American politics and national
economies are dramatically changing the regional balance.

Cyber autonomy and cross-cultural psychology

Cognitive automation and robotics are modelling people assumptions, affecting
cognition and handle cultural models (Pashentsev, 2020). Cultures drive technological
development and technologies are absorbed into the lives of people, affecting their culture
and way of life. However, perceptions and understandings of Al are likely to be profoundly
shaped by local cultural and social contexts (Cancialosi, 2018). Cross-cultural psychology looks
at how cultural factors influence human behavior and offers alternative explanations for how
identities and cultures interact. The fundamental belief in cultural psychology is that not only
do human beings shape their cultures, but that cultures also shape human beings. Cultural
psychology draws from psychology, anthropology, and sociology, among others, to better
understand how people are both shapers of and shaped by their individual cultures.

Recent episodes (2016-2021) in Brazil, Argentina, México, Venezuela, Nicaragua,
Uruguay, Panama and Cuba are proofs that Al-based chatbots applying sentiment analysis
and machine learning techniques are related to cyber security threats and political stability in
Latin America regional balance. However, what makes it different from other regions is a
massive cross-cultural based strategic disinformation campaign combined with Al-powered
cyberattacks to influence people cognitive assumptions.
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According to Al developing race in region, internet penetration, economies growth
perspectives and power distribution patterns, most threats to international psychological
security caused by the MUAI are, but not limited to:

e Automated disinformation campaigns;

e Automation of social engineering advertisement practices;
e Automation of hacking;

eRobots’ users or fake people;

e Automating influence campaigns.

However, last elections in Mexico, Colombia, Argentina, Venezuela and Brazil are a
lesson on digital disinformation spread strategy to change political stability (Radu, 2019). The
rise of fake news, cyberattacks and social media manipulation in Latin American politics and
national economies are proofs that a new automated propaganda machine is driving politics
by leveraging automated emotional manipulation (Bazarkina and Pashentsev, 2019). Big data
surveillance meets computational psychology (Davos World Economy Forum, 2020).

Cybersecurity and International cooperation

Advancement in digital technologies produces changes in how information is
disseminated. Regional Internet penetration is almost 70% of population and over 90% is
connected by mobile devices. The Latin American region is the fourth largest mobile phone
global market and the second interest region for Al-powered cyber-attacks up to 2018 (ESET,
2018). Almost 90% of corporate cyberattacks targeted Brazil (56,25%), México (22,81%) and
Colombia (10,20%) by adware, phishing, ransomware, malware, man-in-the-middle (MitM),
denial-of-service (DOS). Almost 66% of cyberattacks targeted two of three Latin American
companies in 2020 (CEPAL, 2020). However, cybercrime rates are growing faster in Costa
Rica, Guatemala and Panama since 2020.

In the first half of 2020, approximately 39 million of human-initiated cyber-attacks
originated in Latin America. On the other hand, in the same period, 35 million automated bot
attacks were registered as coming from the region. Furthermore, attack rates in Latin
America were 24% higher than the global average across all channels in 2019 (Konkel, 2019).

However, just few countries (Colombia 2011, Panama 2013, Paraguay 2017, Chile 2017,
Costa Rica 2017, México 2017) have a national cyber security strategy, which indeed exposes
the region to possible attacks and cannot stop growing Al-powered cyberattacks to one of
four Latin American companies. Leading companies in providing Internet protection services
are outsider region and cover almost 60% of companies and public from Peru, Brazil,
Colombia, Chile, Mexico, Venezuela and Argentina. The articulation of cybersecurity with a
military focus is evident if one looks at the profile of the companies that are dedicated to
providing these services, generally also linked to intelligence or arms sales. Cybercrimes cost
rate was up to 90 billion US dollars in 2016 mostly at same countries with missing data
protection acts and national cybersecurity strategy. Financial cybercrimes are mainly from
Brazil and Mexico, where most of regional FinTech are located (Pashentsev and Bazarkina,
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2020). Some countries such as Argentina, Ecuador, Bolivia, Nicaragua, Guatemala, Brazil,
Cuba, Peru, are working to enhance actual legislation (Bojalil and Vela-Trevifio, 2019).

United Nations initiatives like the Governmental Group of Experts (GGE) and the
Internet Governance Forum (IGF) have been established to address issues related to internet
governance and cybersecurity (Pantserev, 2020). Regional efforts are closer to succeed due to
cultural ties, but Latin states are claiming for funding, investment or capacity building.

Cyber-diplomacy has been recently recognized as an international cooperation
instrument to neutralize the proliferation of cyber-attacks and sustain the peaceful use of
digital technology in the digital age. However, Latin American countries have differences in
interests and application of internet norms and cyber-governance.

The Community of Latin American and Caribbean States (CELAC) was the first regional
mechanism to permanently group all 33 countries in Latin America (without the United States
and Canada), which have put cybersecurity on the trade cooperation’s agendas. However,
Latin states already developed a regional cybersecurity strategy in 2004. China-CELAC Summit
in 2018 welcomed Belt and Road initiative with benefits to Venezuela, Argentina, Bolivia,
Nicaragua, Ecuador, Cuba, becoming China the region’s second-largest trading partner.
Furthermore, EU-CELAC 2021-2023 Strategic Roadmap declared Cybersecurity as a vital
element in building trust in the digital environment.

Progress for the region as a whole has been slow ever since, likely due to a combination
of factors — the lack and uneven levels of digital penetration; the low urgency for
policymakers to coordinate their cybersecurity responses due to a lack of regional high-
profile attacks; the lack of financial means to invest in digital security on a national level; a
lack of expertise with policymakers and IT professionals. Cybersecurity industry in Latin
America expects to receive 12 billion US dollars in investments over the next few years
(Konkel, 2019). Perceptions and understandings of threats to international psychological
security caused by the MUAI limit nations’ efforts to support multilateral model or cyber-
sovereignty common strategy.

The Cuba Files: #S0SCuba

Fake news, disinformation propaganda campaign and Al-powered cyber-attacks fueled a
series of protests “seemed” against the Cuban government and the ruling Communist Party.
Cuba digital landscape became as a special case of hybrid warfare since July 2021. #SOSCuba
was just the origin behind that day’s trending hashtag.

Almost two million tweets in just two days (July 10 and 11) fueled an “echo chamber”
effect in social media by a swarm of bots with a fake user’s profile. Therefore, the background
or potential threats of repetition of these practices, connected with psychological warfare
operations that come to manipulate public opinion to the benefit of certain interests, have
alarmed analysts, political leaders and even the security world.

Cuba is ongoing to develop a national cybersecurity strategy and include issues in
several interrelated fields:
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elegal: the new Constitution Act elected for Cuban people include principles for
international relations and a Data Protection Law is coming soon;

ePolitical: last Congress of PCC (Cuban Communist Party) identified these threats as
national security priorities;

eTechnical: several platforms are implemented to protect national sovereignty (NOVA
Operating System for PC and mobile devices, declaration of Telecommunications as public
exclusive industry sector, creation of national universities network to cooperate and support
Government strategies (devices, infrastructure, operating systems, educational programs,
etc);

eEducation: Cuban educational programs are focused to promote best practices on
develop and use of digital technologies with social responsibility since early stages. Public
must be aware of these threats. A new four years educational program of Cybersecurity
Engineering started at Universidad de las Ciencias Informaticas;

eSocial: Cuban media, TV broadcast system, newspapers, journals, are given special
concern to fake news analysis, cyber-attacks and other threats in order to promote a
cybersecurity-based culture and safe Al.
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Malicious Use of Deepfakes as a Threat to Psychological Security

Valeriia Bulva

Deepfakes conceived with the use of Al boosts the development of society. As
Pashentsev (2020, p. 13) points out, this technique could serve for developing art, promoting
education and treating persons suffering from certain disease. At the same time, a
reactionary bellicose state may use deepfakes to influence people consciousness for
antisocial purposes (Palmer A., 2020). One of the threats created by synthetic Al product is
the harmful treatment of deepfakes aimed at influencing public consciousness. The technique
of deepfakes is based on the modification and creation of images, videos and sounds with a
view to simulating a real person. The danger consists not in the technology itself but in
deliberate attempts to use it for misleading the audience, creating political tensions and
undermining personal security. Thus, resorting to deepfakes often leads to the creation of
artificial reality, in which the individual is just a puppet ruled by manipulators.

Today, the manipulation of public consciousness has reached a qualitatively new level,
which was largely facilitated by scientific and technological progress (Afolabi and Balogun,
2017). For example, modern chatbots employ systems to synthesize the voice of a real person
(Pashentsev and Bazarkina, 2020, p. 160). This make a ‘fake’ more credible and convincing.
Though the voice simulation itself is not harmful, the malicious use of deepfakes undermines
psychological health of a nation.

The malicious use of deepfakes is compounded by the establishment of conditions for a
more active manipulative influence on human consciousness through electronic sources.

First, there are quantitative and qualitative changes in the information environment.
Consequently, the amount of information becomes immeasurably large; while on the Internet
the user can receive not only a set of information, but also compressed analysis and diagrams
on the subject of interest. All this reduces a person’s ability to think critically and rationally.

Secondly, the virtualization of the information dissemination space is taking place at a
tremendous speed, as a result, now, reality is mixed with fictional images. In such conditions,
the vulnerability of a person’s consciousness increases, since (s)he cannot distinguish reliable
information from fiction. Moreover, a lie is sometimes presented in such a way that it seems
more believable than the hidden truth.

Thirdly, the number of contacts is growing, intercultural communication is developing
thanks to the universal possibilities of information and communication technologies. The
participation in international communication does not know the exclusion of any group,
involving terrorist and criminal ones. Moreover, technologies’ anonymous nature allow them
to remain unnoted.

Various factors increase a person’s vulnerability to suggestion. Enormous importance is
assigned to his or her personal characteristics (lack of critical thinking, conformism, low self-
esteem, etc.). The excessive flow of information, the time and environment chosen for the
transmission of information, the technical means that are used in this case, play an additional
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role in enhancing the influence on human consciousness. In addition, today it is almost
impossible for a person to get out of the “filter bubble”. The illusion of an active Internet user
is growing, while, in fact, even when a user tries to independently search for information,
Internet sites issue a request based on the analysis of data about the user (his/her location
and search history, which determines his/her main preferences).

Today misuse of Al to create dangerous deepfakes poses threats to both national and
personal security. Chinese government pays close attention to their dissemination for
creating political tensions and sparking instability in a country (Yang, Goh, and Gibbs, 2019).
The leadership of Japan focuses on countering porno deepfakes (Bazarkina et al., 2021). The
whole world community is concerned with the plausible application of the deepfake
techniques by terrorists to promote their ideas and attract new members.

Such a use of deepfakes facilitates the consolidation of the post-truth world, “in which
objective facts are less important for the formation of public opinion than appeal to emotions
and personal beliefs” (Cubidadi, 2021). In this regard, it is high time to protect ourselves from
destructive information and psychological influence through ill-designed ‘fakes’.

The formation of a secure information and cybernetic environment is possible only with
an active participation of the state. Control of social networks, prevention of the spread of
propaganda (including extremist and terrorist content) are under the jurisdiction of state
bodies. In accordance with the new “Fundamentals of the State Policy of the Russian
Federation in the Field of Information Security” approved by Russian President Vladimir Putin
on 12 April 2021, when developing cooperation in the field of information security, the state
relies on interaction with the private sector (President of the Russian Federation, 2021). In
the context of countering destructive psychological influence, the formation of the Alliance
for the Protection of Children in the Digital Environment on the initiative of nine large Russian
companies and the adoption by them of “Voluntary Commitments” is of great importance.
One of the areas of activity outlined in the document is the development of content that
reflects the main values and foundations of society (constructive content). Such business
initiatives have been supported by the state.

The formation of the information culture of society on the basis of high humanitarian
technologies seems to be especially important. Close attention should be paid to the
observance of ethics in the information environment, since rash, radical publications can lead
to an aggravation of the situation. It is necessary to develop the ability of citizens to actively
counteract dangerous technologies of communicative influence. Fact checking, forming one’s
own opinion, critical thinking are essential prerequisites for ensuring the safety of an
individual in a digital society.
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Mpaktukn wucnonb3oBaHna WU pna npoBegeHUs KamnaHuUM no
v 1
ynpasaeHUIo BocnpuaTuem u nponaraHabl B Cesepo-BocTtouHoun Asum

KOpuin Konotaes

KamnaHuu no ynpaB/ieHuIo BOCNPUATUEM ABAAIOTCA COCTaBHOM YacTbiO COBPEMEHHOIO
MHPOPMALMOHHOTO  npocTpaHcTBa.  CyllecTBylolMe Ha  MeXAYHapoaHOW  apeHe
NPOTUBOPEYMA  MOTMBMPYIOT  Pa3/IMYHbIX  AKTOPOB  npuberatb K aKTUBHOMY
MHPOPMALMOHHOMY BO3AENCTBUIO AN MNOAAEPXNKAHUA CBOEW MNO3ULMU UAU UCKAXKEHUS
NO3MLLMKN ONMNOHEHTOB. MICTOPUYECKM NCUXONOTNYECKoe BO3AENCTBUE M NponaraHaa ABAAAUCD
COCTAaBHOM YacCTbl0 BOEHHOr0 WAM MOJIMTUYECKOro MPOTMBOCTOSHUA MeXay cTpaHamu. Ha
CEeroAHAWHNN AeHb Nogo6Hble AENCTBUA NONYYUIN HOBYH MAOCKOCTb ANA BOMJIOWEHUS —
undppoBoe NPOCTPaHCTBO.

CounanbHble CETU U ApYyrue OHNANH-NAATPOPMbl aKTUBHO NPEBPALLAIOTCA B OPYKME MO
BCEMY MMPY, CTAHOBAICb MHCTPYMEHTOM A/151 BepbOOBKM, paguKanmsaumm u MHPOpPMaLNOHHO-
ncuxonoruyeckoro npotnsobopctea (Marcellino et al., 2020). OTaenbHble pernoHbl MMpa Npu
3TOM MMeT OCOBEHHO 3HaYMMbIM MNOTEHUMan Ccpeacts Mo YNpPaBAEHUIO BOCMPUATUEM.
CeBepo-BoctouHana Asma (CBA) sBnAeTcA Ha CErogHAWHMA AeHb OAHUM M3 NepeaoBbIX
LEHTPOB pPa3BUTUA UMOPOBbIX TeXHoNOrnm. lpu 3TOM cam pernmoH coxpaHAaeT B cebe
MHOECTBO KOHQ/IMKTHbIX O4aroB Pa3HOM CTENEHM WHTEHCMBHOCTWU. BOABbLWMHCTBO CTpaH
MLWYT cnocobbl 3aKpenuTb CBOE MOJIOKEHUE B KOHTEKCTE pPerrMoHasibHbiX MPOTUBOPEYUN U
[enalT cTaBky, B 4yacTtHoctM, Ha WUWU (Asia Pacific Foundation of Canada, 2019). Takum
obpaszom MW CTAaHOBMTCA COCTAaBHOM YacTbl MOJUTUYECKOrO BAUAHUA U KOHP/IMKTOB B
pervoHe.

Ha cerogHAawHMin peHb UMW  asnsetca He ToNbKO Haubonee nepcnekTMBHOM
TEXHO/NOrMen, onpeaensiowlelr pPasBUTUE «YETBEPTOM WHAYCTPUANbHON  PEBONOLLUMY
(Doorsamy, Paul & Marwala, 2020), HO ogHUM U3 Haubonee yaOOHbLIX UHCTPYMEHTOB ANA
MaHunynaunin. CinsHue coumanbHbIX CeTer M aHanusa H6oNblWMX AAHHbIX Ha ocHose WU
CTAaHOBUTCA WMCTOYHUMKOM JAnA HoBbIXx (Gopm nponaraHAabl, obpeTatowmx Bce 6onbliee
npumeHeHne. K HMM oOTHOCATCA MHPOPMALMOHHbIE KamMnaHWM, OCHOBAHHblE Ha MMUKPO-
TApPruTeHre W runepnepcoHanunsaummn, NPoPamamHre U CermeHTaumMm aygutopumn, a TaKKe
aundenkax  (Kertysova, 2018). MNopobHble ¢dopmbl  ucnonb3oBaHua WU ana
MHOOPMALMOHHOro BO3A4EeNCTBUA 0CODEHHO MOABEPraldT COBPEMEHHOrO Ye/N0BEKA Yyrpo3e
ObiTb  AE3UHPOPMUPOBAHHLIM UM  CTaTb KEPTBOM MaHUNyNAUUM 4Yepe3 OCHOBHbIE
MHPOPMaLMOHHbIE KaHasbl. BmecTe ¢ Tem, obuwaa coBokynHocTb dopm 3NUU 3HaunTeNnbHO
npesbillaeT 0bo3HauYeHHble MHCTpyMeHTbl (Bazarkina & Pashentsev, 2020). 3UMN moxket
nepexoamTb B CMeXHble cdepbl, CTAHOBACb Yrpo30i He TO/IbKO MHPOPMALMOHHOIO, HO U
¢dun3nyeckoro NnpocTpaHcTea. 7o genaet npobaemy 3NN ocobeHHO akTyaNbHOM B CTpaHax C
BbICOKMM ypoBHEM pa3BuUTUA NN, K KOTOpbIM TaKXKe OTHOCATCA 1 rocyaapctea CBA.

! NccnepoBaHuMe BbINOAHEHO NpU PUHaAHCOBOM nogaepxke PODOU B pamKax HaydyHoro npoekTta Ne 21-514-
92001.
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KoHTekcT CBA paét npumepbl pasaunyHbix Gopm MHPOPMALMOHHOINO BO3AENCTBUA.
Ncxoas u3 nonntuyeckom o6CTaHOBKM MOXKHO BblAE€NUTb NPUMEPbI BHYTPEHHUX U BHELLIHUX
KamnaHui no ynpasneHuto Bocnpuatnem (Corcoran et al., 2019). MNpun 3Tom, xapakTep
pacnpocTpaHAEMOM Yepes CouManbHble CETU NMponaraHabl 3aBUCUT OT KOHKPETHOM CUTYaLUW.

Hanbonee xapakTepHble npumMepbl BHYTPEHHUX KamnaHUA  UHGOPMALMOHHO-
NCUXONIOTMYECKOrO BO3AENCTBMA MOXKHO HabnwogaTe B Kutalickon HapogHon Pecnybauke
(KHP), a Takxe B Pecnybnuke Kopes. B Kaxaon us ctpaH MHGOPMALMOHHbIE KaMNaHUK —
COCTaBHAA 4acTb MHPOPMALMOHHOro nona. Bmecte ¢ Tem, ecam B KHP OCHOBHOM MCTOYHMK
noaobHbIX KamnaHu — 3To KommyHuctnuyeckas naptma Kutasa (King et al., 2017), kKoTtopas
CTPEMUTCA K PAaCcnpOCTPAHEHUIO €ANHON NAPTUMAHON NAMHUKN B MHGOPMALMOHHOM Mose, TO B
Pecnybnnke Kopea cuTyauua ¢ nponaraHaon M WMHOOPMALMOHHBIMM MAHUNYAALMAMMU B
6onblen cTeneHn AeueHTPanM3oBaHa, T.K. TeHepPUpPyeTca PasIMYHbIMU CTOPOHAMMU BHYTPU
Kopenckoro obuiectsa B npouecce BHyTpunoautuyeckor 6opbbbl (Feigenbaum & Nelson,
2021). CnepoBaTtenbHo, BHYyTpu cTpaH CBA HabnwopatloTca KamnaHWM MO YNpaBAEHUIO
BOCMPUATMEM KaK B COCTA3ATE/IbHOM, TaK U B HEKOHKYPEHTHOW NONUTUYECKON Cpeae.

BHelwHee BO3aeNCTBME B PErMOHE NPOUCXOAMT Yalle B OTHOWEHMW TAaKUX aKTOPOB KaK
TanBaHb (KuTaickas Pecnybnuka), a Takxe [oHkoHr (Cohen et al.,, 2021). Kntouesow
CTOPOHOM, OKasblBalowen noaobHoe AasneHWe okasbiBaeT KHP, nmbiTadacb pacnpocTpaHUTb
CBOE MHPOPMALMOHHOE BAMAHME HA CBOKO WUCTOPUYECKYID cdepy WMHTEPECOB B PeErnmoHe.
[pyrue cTpaHbl, Kak, K npumepy, Kopeinckas HapogHo-emokpaTtuyeckaa Pecnybanka (KHAP)
TakXe npuberaloT K pacnpoCcTpaHeHMo nponaraHabl NPOTMB KAKOYEBbLIX COMEPHUKOB B
perMoHe, O4HAKO Yauie couuanbHble cetu BbicTynatoT ana KHAP BcnomoratenbHbim
cpeAcTBOM B npouecce Knbep-passeakn (Cohen et al., 2021). Bmecte ¢ Tem, Ha cTpaHbl CBA
HabnogaeTcA BHelWwHee BO34ENCTBME, MCTOYHMKM KOTOPOrO HaxogATcAa 3a npegenammu
pernoHa. Ocoban akKTMBHOCTb OTMeYaeTcs co CTopoHbl CLUA 1 eé coto3HMKoB no 610Ky HATO.
Hannune amepmKaHCKMX MHTEPECOB B perMoHe obycnaBaMBaeT aKTMBHOE BMELLATENbCTBO B
npoucxogAwme npoueccbl NpyM NOMOWM MHPOPMALMOHHDBIX KaMMNaHUW, a TaKXe BOEHHO-
NoAUTUYECKOro B3ammoaencteua ¢ AnoHuneint n KOxHoin Kopeeir (Mybun, 2018). Mpu aTtom B
Hanbonee aBHoM ¢opme nopobHbie AencTBMA HanpasaeHbl npoTuB KHP, anstoweiics
NPAMbIM U Hanbonee ABHbIM KOHKypeHTOM CLUA B Bonpocax rnobanbHOro U permoHasabHoOro
BAnaHuA (BapTasapoBa u KobpuHckas, 2018). MoaobHoe conepHMYECTBO NPUBOAUT K TOMY,
YTO BHeLHee BO3AeNCTBME Ha cTpaHbl CBA nponcxoguT Kak OT rocygapcTB BHYTPU PErMOHa,
TaK M OT CTPaH, UMeIoLWMX CBOM MHTepecbl B CBA, HO Haxo4AWMXCA TEPPUTOPUANBHO B APYTrUX
yactax cBeTa. HoBble TexHoNormm no3BonAT H6onee 3GPEKTUBHO NPOBOAUTL LUMPOKUE
MHOOPMALMOHHbIE KAMMNAHUM, BHE 3aBUCMMOCTU OT reorpadpuUyecKkoro pacnosioXKeHus.

BmecTe ¢ Tem, BaXKHO OTMETUTb, YTO HE KaXKAblA Npumep MHPOPMALMOHHbIX KaMMaHUM
B CBA BKatovaeT B ceba npumeHeHne UN. TexHonorum MU B pasHOM cTeneHn pa3BuTbl B
cTpaHax pernoHa CBA. Cpean Hambonee akTUBHbIX B 3TOM Mo/sie aKTopoB Haxoautcsa KHP,
obnagatoWwnii 4OoCTaTOYHbIM YPOBHEM Pa3BuTuA MU 1 npeTeHayOWMM Ha INAEPCTBO B 3TOM
obnactu (CNews, 2020). Ho nomummo KHP, WU Takke saABNAeTcA NOTEHLMaNbHbIM
MHCTPYMEHTOM  MHPOPMALMOHHbIX  KamnaHui  CLIA, obnagarowmx  O0CTaTOYHbIM
NOTEHLUMANOM A/ UCNO/Ib30BaHMA ycuaeHHoM MU nponaraHabl.

HecmoTps Ha Hannume AByX CTOPOH, CMOCOOHbIX K aKTUBHOMY NpumeHeHuio NN B Lenax
ynpaBieHns BocnpuaTmem, B UHGOPMALMOHHOM NPOCTPaHCTBE NpeobaagaeT akLEHT Ha TOM,
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4yTo MmeHHO ¢ KHP cBs3aHbl Hanbonee NpoaBMHYTble KamnaHWW B gaHHoM cdepe (Kumar,
2020). OpgHaKo nocnegHue rogbl NPOAEMOHCTPUPOBAAM U NOTEHUMAN aAHTUKUTAMCKUX
MHOOPMALMOHHDBIX KaMMaHUM, CBA3AHHbIX C NpoucxoxaeHnem uHodekumm COVID-19 (The
Global Times, 2021). B noaob6HbIXx KamnaHWAX OCOOEHHO aKTUBHYK pPOJb 3aHUMaAIOT
nHGopMaumoHHble KaHanbl CLUA, pacnpocTpaHAwwmMe anbTepHaTUBHbIE CBeAEHUA O
npouncxoxxaeHna COVID-19 kak BHyTpu CBA, TaK 1 3a eé npegenammu.

TexHMYeCcKn ycoBepLleHCTBOBAHHbIE HAa OCHOBE MW KamMnaHUW CTPOATCA HE NPOCTO Ha
npumeHeHun 60TOB, a Ha WMHTerpauum B MHOOPMALMOHHOE MPOCTPAHCTBO AMUNPENKOB U
CO34aHNEe «KOHTeHT-pepm» ANA TeHepauuMm KOJOCCANbHOMO KOJIMYeCcTBa TEKCTOBOW
nHdopmaumm (Insikt Group, 2020). Mpu 3TOM KOMMNAHUM MO YMNPaBAEHUIO BOCMPUATUEM
YCNOXKHAIOTCA M CTPOATCA Ha 6onee ycoBepLIEHCTBOBAHHbIX ceTax. K npumepy, y co3aaHHbIX
ANA PAcnpOCTPAaHEeHMA nponaraHAbl aKKayHToOB B npodune HaxopAtca doTtorpadmm He
HaCcTOALWMX NKoAen, a creHepupoBaHHble MW, 3TO NO3BONAET YCNOXHWUTb MOUCK ceTeun
pacnpocTpaHeHuna pae3nHGopMaLMn WUAN KaKUX-NMbo Apyrux cBeAeHWi, T.K. nogobHble
n3obpaxkeHna Moryt UAeHTUPUUMPOBATLCA CUCTEMAMM MO PaACNO3HAHUID  (PENKOBbIX
aKKayHTOB B KayecTBe YHWKa/bHbiXx doTorpadumin Hactoawmx nonb3osatenen (Carmichael,
2021). Takum o6pa3om co3aatoTca TaK HasblBaemble, pelKoBble N0/Ib30BaTENMN.

YCTaHOBUTb peasnibHble MPaKTUKU npumeHeHua MU B KamnaHMAX NO ynpas/ieHUto
BOCNPUATUEM C NPUBA3KOMN UX K KOHKPETHOMY MCTOYHMKY YacTo ObiBaeT 3aTPYAHUTENBHO (T.K.
6onblan 4acTb UCXOAHbIX AAHHbIX MOXeT OblTb onyb6/MKOoBaHa aHOHMMHbIMWM METOoAaMM).
Ho, B ycnoBmax HapacTatowero KOHG/MKTa MHTepecoB cTpaH 3anaga u KHP, Kaxpas w3
CTOPOH YKa3blBaeT Ha MNpuMMeHeHue KOHKypeHTomMm UMW pana nponaraHabl. AMepuKaHCKue
Habnopgatenn Bce vauwe obpawatoTca K npumepam MHPOPMALMOHHbIX KamnaHui KHP B
oTHoweHun TamsaHAa M FoHKoHra (National Security Commission on Artificial Intelligence,
2021). Hanbonee KpynHaa cBsA3aHa C Npe3naeHTCKMMK Bbibopamun Ha TaliBaHe B 2020 r., a
MMEHHO C AUCKpeauTaumen paencteytowero npesnaeHta Kutainickon pecnybamkm Lan
NHB3Hb. MpeanonoXmTenbHO MCNONb30BaIOCb CoYeTaHUe MHGOPMALMN, TEHEPUPYEMON Ha
KOHTEHT-pepmax, ¢ NoTeHUManom Hanbonee NonynApHbIX Ha TamBaHe COUMANbHbLIX CETEN U
MaCCOBOro MOCTUHrAa MHPOPMALMNOHHBIX CO0OWEHNA. [OHKOHI TaKXe HaxoauTcAa noA
AABNEHNEM aHANOTUYHbIX MHPOPMALMOHHBLIX KaMMaHUW, HaMpaBAEHHbIX, OAHAKO, Ha
pa3obLeHne NPOTECTYIOWMX N CHUKEHNE UX NOAAEPKKMU. [TpU 3TOM aKTUBHO NMPUMEHSAIOTCA
60Tbl, CNOCOBHblIe aBTOMATMYECKM paccbinatb MHbopmaumio (National Security Commission
on Artificial Intelligence, 2021).

CeBeaeHut o npumeHeHnn U B pamkax MHGOPMALMOHHbIX KamnaHui co ctopoHbl CLLA
B CBA B 3anagHbiXx MHGOPMALMOHHbIX pecypcax 3HauyuTeNbHO MeHblwe. OgHaKo MaclTabbl
MHPOPMALMOHHbBIX CREKYyNAUMN Ha Temy npoucxoxaeHna COVID-19 TaKike yKa3blBalOT Ha
noteHumanoHoe npumeHeHne WM co ctopoHbl CLLUA wn wmx coto3HukoB npotus KHP. B
KUTANCKNX WHGOOPMALMOHHBIX pecypcax (Hanpumep, Baidu) B maTepuanax Ha Temy
BpaXaAebHOM aHTUKUTAMCKOM nponaraHAabl HauyMHAeT y4yuTbiBaTbCA WM NpumeHeHne UN. B
YaCTHOCTW, yAenseTca BHMUMaHMe uHTerpaumm MU B chepy HaumoHanbHoM 6e3onacHoOCTH
CLUA, npexae Bcero B pamKax BefeHNAa MHPOPMALMOHHbIX BOWH 1 npoTusogeinctemna um (A
THAHESSR, 2019). Taknum o6pasom, n CLUA, n KHP HaunHaoT GUKCMPOBaTb MPOHMKHOBEHME
MW B NpakTUKy MHGOPMaALMOHHOro NnpoTnsobopcTaa.
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Apyrmne ctpaHbl CBA TaKKe CTaZIKMBAKOTCA C NOTOKOM Ae3MHGOpPMaLMM U nponaraHgbl,
HO B HUX NpucyTcTBue MM Ha JaHHBIM MOMEHT PErMCTPUPYETCA B MEHbLLEW CTENEHU, ECIN HE
6paTb B pacyét 60ToB AN delrikoBble N306paAKEHUA PA3IMYHONO KayecTBa. ITO MOXKET ObITb
obycnosneHo npuoputeTamum Hambonee NpoaBUHYTbIX UrPoKoB B obnactm MU B pervoHe.
Kpome TOro, KOMnneKcHbie KamnaHuMM MO YMNpaBAEHUD BOCMPUATUEM CBOWCTBEHHbI ANA
oAHux ctpaH (KHP u KHAP) B 6onbwen crteneHu, yem ana gpyrux (Anonua, Pecnybnuka
Kopesa). 3710 o06ycnoBneHo Heob6XOAMMOCTbIO aAKTMBHO OTCTaMBaTb a/ibTEPHATUBHYIO
MHPOPMALMOHHYIO NOBECTKY MNEePBOM rpynne CTpaH, B TO BPEMA KaK MeHee aKTUBHbIe B 3TOM
OTHOLWEHMN  ToCydapcTBa MAYT B KOHPOPMUCTCKOM  KAOYEe C  CYLLECTBYIOLLMM
MHGOPMALMOHHBIM Nofem, TMb6O OrpaHMYMBALOTCA Pa3BUTUEM CBOE COBCTBEHHOM MOBECTKM
Ha HAaUMOHAaNbHOM YPOBHE.

B pervoHe cyliecTByeT TEHAEHUMA K YCOBEPLUEHCTBOBAHUIO UHTENNEKTYa/IbHbIX CUCTEM
npv NPOBeAEHUN KaMNaHWI NO yNpaBieHUIO BOCNpUATMEM. BaxkHYO ponb UrpaeT noTeHuman
CTpaHbl B pa3Butum MM, 4yTo roBOPMUT O BO3MOMKHbIX AUCNPOMNOPLUUAX B MHGOPMALMOHHOM
NPUCYTCTBUN TEX MM WHbIX aKTOpPOB. TakMm obpasom, nuaepctso B cpepe UM byaeT BO
MHOrOM onpeaensTb AMNAepPcTBo cTpaH B CBA u gpyrux pernoHax B uenom. CnenosatesnbHo,
CBA OeMOHCTpUpPYET TO, KaK B pPaMKax PEerMoHasibHOM CUCTEMbI MOMKET pacnpesensAtbCcs
MHPOPMALMOHHOE BAUAHMNE, U KAK OHO MOXKET YCUIMBATBLCA Npu nomowm NN,

OpgHako UMW Takxe MOMKeT MPUMEHATbCA U B X04e MHPOPMALMOHHbLIX KaMMaHUW,
NPOBOAMMBIX M3-3a NpeaenoB pernoHa. B Tekywmx ycnosuax nogobHble KamnaHwuu
HanpaBAeHbl NPOTMB KOHKPETHbIX CTPaH, B ocobeHHocTM KHP, npeTeHaytowen Ha NonoXeHNe
nmpepa B coepe WU. UHTepecbl CLLUA u corwo3HuMkoB B CBA npmBoAAT K 0b6OCTpeHuto
MHOOPMALMOHHOWN KOHPPOHTAL MK, CTUMYAMPYIOLWEN NnpuMmeHeHne MW B nponaraHge.

DanbHenwn nHtepec Kk MM Bo mHorom byaet onpegenatb cutyaumto B CBA n Bo Bcem
Mupe B 06/1aCTU MHGOPMALMOHHOIO BAMAHUA. KntouyeBoM 3agayert CTpaH CTAHOBUTCA
AanbHenwee BbiABneHne NpakTnk 3NUUU, a TakKe HeZoNyLWEeHUA TEXHUYECKOM MOHOMNOAUM
OTAENbHbIX CTpaH. o 3TOM nNpuUYMHE BaXHbIM ABAAETCA YCOBEPLUEHCTBOBAHWE KakK
COBCTBEHHbIX MHTENNEKTYaNbHbIX CUCTEM BHYTPM CTPaHbl, TAaK M MNOMUCK BO3MOXKHOCTEN ANA
rnobanbHOro perynmpoBaHua chepbl npumeHeHnsa M. Ho, BHe 3aBMCMMOCTM OT nporpecca B
obnactnm mexayHapoAaHbIX AOrOBOPEHHOCTEN, NpUMep MHPOPMALMOHHbIX KamnaHuii B CBA
AEMOHCTPUPYET HeobX0AMMOCTb CTpaH bbiTb rOTOBbIMWU K HOBbIM, YCOBEPLUEHCTBOBAHHbIM
dopmam nponaraHgbl U UHPOPMALMOHHO-NCUXONOFMYECKUX ONEPaLLUA.
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MUAI Threats in Taiwan’s Cybersecurity Policy: Problems,
Vulnerabilities, Prospects (Socio-Psychological Aspect)®

Darya Matyashova

The recent years are characterized by an emerging focus on cybersecurity in Taiwan.
The compelling sights of this process include growing government investments in the field of
cybersecurity (ITRI, 2020); applying the “Cybersecurity is a National Security” strategies in
2018 and 2021 (Ya-Chun, 2021), promoting normative initiatives — the “National Cyber
Security Programs of Taiwan” of 2017-2020 and 2021-2024 (National Information and
Communication Security Taskforce, Executive Yuan, Republic of China (Taiwan), 2021) and the
Cybersecurity Management Act; the Global Talent recruitment program (Carnegie
Endowment for International Peace & Feigenbaum, 2020) and so forth. The key features of
these initiatives are the shared business-state responsibility and the reliance on the
international cooperation.

Nonetheless, the given steps reflect the “narrow definition approach” to the
cybersecurity. For instance, in the “National Cyber Security Program of Taiwan” Al is regarded
in the context of data leakage and hacking, while the communication aspect is omitted
(National Information and Communication Security Taskforce, Executive Yuan, Republic of
China (Taiwan), 2021). Another case is one of Cybersecurity Management Act that is
dedicated to preventing cyberattacks and rising resilience of the critical infrastructure
through modifying software and hardware (Cyber Security Management Act — Article Content
— Laws & Regulations Database of The Republic of China, 2018). Meanwhile the political
situation around Taiwan requires an emphasis on psychological security and its
vulnerabilities.

The international situation around Taiwan is determined, firstly, by its place in the
global US-Chinese confrontation in the context of the United States’ Relations Act, the
Chinese initiatives on Taiwan isolation (Carnegie Endowment for International Peace &
Feigenbaum, 2020) and the American initiatives to “employ counter-propaganda tools” while
raising military capabilities in the region (Gould, 2021) and military rapprochement to Taiwan
in the form of weapon contracts and military officials dialogue (Carpenter, 2020); secondly,
by the Japanese security steps — parliaments-level talks on possible military cooperation in
August 2021 (Reuters, 2021) and work of the “Taiwan’s Project Team” seeking to strengthen
relations between Japan and Taiwan “amid growing pressure from the side of China” (The
Diplomat, 2021); thirdly, by the aggressive information surrounding — in particular, while the
US accused China in hacking operations (8, 2021) and spreading fake news, the PRC
condemns the USA for “launching a propaganda plan” and spreading false information about

China in social media in a global scale (X : EXN T ENEERWITHEXNEH | EEH|
XEES|ERE_FRES_FEM, 2020).

! The reported study was funded by RFBR, project number 21-514-92001.
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The domestic political landscape in Taiwan is shaped by two divergent trends of
democratic consolidation and deconsolidation. On the one hand, 2000s and 2010s were the
period of gradual democracy maturing, enhancement of democratic institutions and
procedures as well as of consensual decision-making procedures for Taiwan. Rapprochement
of the Kuomintang (KMT) and Democratic Progressive Party (DPP) positions on domestic
issues making consensus real and establishing more inclusive mixed electoral system in 2005
contributed to the raising quality of the Taiwanese democracy (Lee, 2018). On the other
hand, the row of factors tends to delegitimize formal consolidated institutions, exclude
destitute citizens and minorities from collective decision-making and rise preferences of less
democratic governance systems (Chull Shin, 2020). These factors include growing political
polarization due to the issues of identity (in 2018 approximately 60% regarded themselves as
Taiwanese, 34% as Chinese Taiwanese and 3% as Chinese) and rapprochement to the
mainland China supported by the KMT (Chatham House et al., 2019); the socio-economic
problems — primarily unemployment and wages level. The situation of 2019 was
characterized by the “continuing dissatisfaction” caused by “stagnating wages and high youth
unemployment” (Chatham House et al., 2019). The situation with unemployment
deteriorated — while the general unemployment level in 2019 was 3,7%, it reached around
4,2% in 2020 and 4,76% in the middle of 2021 (Trading Economics, 2021). These determinants
are able to challenge the public trust to the Taiwanese governance institutions, which
provokes threats to the democracy as a significant element of the Taiwanese identity.

The cybersecurity landscape of Taiwan, despite the initiatives to resolve these problems,
is still vulnerable and facing the threat of cyberattacks — including Al-made ones. According to
the report of the Netherlands Enterprise Agency, only 14% of Taiwanese businesses have an
advanced level of protection from attacks (ITRI, 2020). This vulnerability is critical in the
psychological context due to the positioning Taiwan as an economy based on cutting-edge
digital technologies.

In the context of the detected vulnerabilities the prior Taiwanese targets of MUAI in
information-psychological field include

1) the reputation among potential regional and global partners;

2) the image of democratic institutions and hence politicians and political processes
associated with the efficient governance;

3) the identity of the Taiwanese defined through the history, democratic regime,
language, etc.;

4) the image of cybersecurity systems robustness.

The first three targets are closely interrelated with the last one since guaranteeing
cybersecurity on the national level reflects the resilience of international partner and the
efficiency of government initiatives and investments of the recent years as well as the ability
of the Taiwanese society to self-identify in the modern world.

The relevant cases of MUAI in Taiwan can be referred to the first (Army University Press,
2020) and the second targets (Macdonald-Laurier Institute, 2020). The basic technologies in
this context are Al texts generating, bots spreading fake news and technologies modifying
social media algorithms — also due to fake news promotion (Chen & Wen, 2019; Sherwell,
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2020). Recently the trend of the malicious use of Search Engine Optimization (SEO) tools is
also being established (X, 2021), aiming at critical information infrastructure and thus
challenging the fourth target. This trend is certain to continue in the near future owing to the
dynamics of partnership-building in the region as well as the character of local democracy
against the global democratic decline. Nonetheless, these targets choice can provoke an
active resistance in technologically advanced societies of Taiwan and Japan with the following
criticism of the malicious Al user as an irresponsible political actor. Thus, the shift to the third
target and more active focus on the fourth one is possible in the near prospect in case of
failing the current tactics.
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TexHonorna gundeink Kak Bbi3oB MUHGOPMaALUOHHO-NCUXONOTMYECKOMN
v 1
6e3onacHoctu KHP u CeBepo-BoctouHou A3nm

EkaTtepuHa Muxanesuy

C ¢opcmpoBaHHbIM pa3sutMem B CeBepo-BoCTOYHOM A3MM TaKMX TEXHOJIOTUW, KakK
MHTeNNeKTyaNibHble KoMmnbloTepHble nporpammsl, UKT, UMW v T.4., paclumpatoTca nepcrnekTusbl
UX NPUMEHEHUA B 3KOHOMWKE WM MPOMbIWNEHHOCTU. BmecTe ¢ Tem, yBennymBaeTca 4YUCNO
BbI30BOB W yrpo3 WMB (basapkuHa, Oam, NaweHues, ®aH u MaTtawosa, 2021) Kak ans
OTAEeNbHbIX TOCYAAPCTB U UX FPaXAaH, TaK U AJ1A BCEro pernoHa B UesiIoM. Takaa TexHo/1orua
Ha ocHoBe MW KaKk gundernk, npumeHaemas aHTUCOLMANbHbIMU aKTOpPaMM, CNOCOOHa OKasaTb
3HauMTeNbHOe BAWAHWE Ha (opmMMpoBaHWE OOLLECTBEHHOIO AMCKYpca NyTem CO34aHuUA
NIOXKHbIX HOBOCTEM M UMHPonoBoaoB. «®Pelk HblOC», 3/10BpeaHble MHOOPMALMOHHbIE
«BOPOCHI», Kpaxa NepCoHanbHbIX AAHHbIX WHTEPHET-No/b30BaTeielh cnocobHbl NoA0pPBaTh
obwecTBeHHOE A0BepUe, CTaTb NOBOAOM A/1A LWAHTA)Ka rocyAapCTBEHHbIX YAHOBHUKOB U T.A4.
B obwem, coBpemeHHble TEXHONIOMMM ABAAIOTCA BeCbMa 3PPEKTUBHBIM MHGOPMALMOHHBIM
MexXaHM3MOM AecTabunmsaumm Kak CouManbHO-MOAUTUYECKOM CUTYaLMU BHYTPU OTAENbHO
B3ATOro rocyapcTBa, Tak U MeXKAyHapoAHbIX OTHoweHul (Bazarkina and Pashentsev, 2019).

PaccmaTpuBaemblii  perMoH npeacTaBleH rocyAapcTBamu, KOTopble  AMHAMWYHO
passuBatoT cpepy UKT M conepHUYaloT 3a NpeBOCXOACTBO HAa AAHHOM HanpaB/ieHWM, a,
cnenoBaTenbHo, NOTEeHUMANbHO obnagator BO3MOKHOCTAMM MCMNONb30BaHMA
MHPOPMaALMOHHBIX TEXHOOMMI C Lenbio gectabunmnsaumm UMB B cTpaHax-conepHMKax.

Cama no cebe TexHonornsa gunpenkos He npeacrtasnaeT cobomn sbizoB UIMb. M3HavanbHO
nofo6HbIM anropuTm paspabaTbiBancAa B pas3BieKaTeNbHbIX Uenax (npeplwecTBeHHUKOM
TEXHOI0MMM MOMKHO Ha3BaTb cneudddeKTbl, aKTMBHO UCNONb3yeMble B KWHOMHAYCTPUMK ¢ 80-X
— 90-x rr. npownoro Beka). Cam TepMuUH «anndemnk» noasmaca nocne nonagaHuns TEXHONOMMM
B PYKM aHTUCOUManbHbIX cybbekToB. [laHHaa TexHonorva npuBaekaeTr Bcé 6onblee
BHMMaHME CNeuuannuctoB no WHGOPMaALMOHHOM 6e30nMacHOCTU U MeXKAyHapoAHbIM
OTHOLWIEHMAM, TaK KaK ee WCNONb30BaHWE B 3/I0HAMEPEHHbIX LenAx — uvalle BCero B
OMHAHCOBbLIX MaxMHaUMAX, LaHTa)Ke MONUTUYECKMX aeaTenei, co3gaHun anblmnBbIX
HOBOCTEM — NpeAcTaBAseT coboI peanbHy yrpo3y mexayHapoaHon UNMB.

NccnepoBaHne, nocBsilLleHHOe BAMAHUIO AMndenKkoB Ha gosepue obuiectea K CMMU,
MoKasano, YTo, C OAHOW CTOPOHbI, CO BPEMEHEM NOAM Ha COBCTBEHHOM OMbITe y4yaTcs
OTAnYaTb (enKoBble HOBOCTM U M300paKeHUA OT peasibHbIX, C APYroM — 3HaAHMEe, 4TOo
Anndernkn moryT NPOHUKHYTb Aake B HOBOCTHblE CBOAKM rOCyAapCTBEHHbIX areHTCTB, AaeT
obpaTtHbIft 3dpdeKkT: ypoBeHb aosepus obuwectea CMWU ¢ TeyeHnem BpemMeHU HEYMOAMMO
cHmkaeTtca (Vaccari and Chadwick, 2020).

BarKHEMWMM  COLMANbHO-NCUXONOTMYECKMM  BO34ENCTBMEM AUNGENKOB ABAAETCA
M3MEHEHWE Ye/IOBEYECKOro BOCNPUATHUA, Yallle BCErO HEOCO3HAHHOE A8 CaMOM JIMYHOCTU, Ha

! NccnepoBaHuMe BbINOAHEHO NpU PUHaAHCOBOM nogaepxke PODOU B pamKax HaydyHoro npoekTta Ne 21-514-
92001.
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KOTOpYylO 3TO BO3AelcTBME HanpaBneHo. OQHO HedaBHee MCCAeAOBaHME MNOKas3ano, 4yTo
Bo3aencTBne PpenKoBbiX BUAEO C M30OPaAKEHUAMU MONUTUYECKUX OeATenei 3HauYUTeNlbHO
YXY4LWWNO OTHOWEHWE 3/1eKTopaTa K AaHHbIM anyHoctam (Dobber et al, 2019). Mpobnrema
noTepu AOBEPUA K NOJUTUYECKUM NuaepamM CTaHOBUTCA 6osiee aKTyaslbHOM, €CNU YyYecTb, YTO
bENK-KOHTEHT pPacnpOCTPaHAETCA MNPEeUMYyLLEeCTBEHHO (M 3a4acTyl0 HEOCO3HaHHO) uvepe3
coumanbHble ceTu O0b6bl4HbIMM MOAb30BATENAMM — MOUCK MNEPBOUCTOMHUKA JIOXKHOM
MHPOPMaALMN CTAHOBUTCA MPAKTUYECKN HEBLINOSIHMMOW 3aga4en, U Npu 3TOM GENK MOXKET
TPaKTOBaTbCA /MOAbMM MO-pa3HOMY, obpactas HOBbIMM nogpobHOCTAMKM, BBOAA B
3abnyaeHne Bce bonee WKMPOKME Kpyrn nonb3oBatenei. Bce ato npuBogut K aedonty
aosepusa U Hurunmnsmy (Levine, 2019) — cutyaumum, Koraa obWECTBO HACTONbKO MPUBLIKNO K
NOCTOAHHOMY 0OMaHy, YTO cTapaeTca ¢MAbTPOBATb BCIHO MOy4aemytd MHPOPMAUUIO U He
[0BePATb AarKe opnLUMabHbIM UCTOYHMKAM.

KuTanckoe npunoxkeHue Zao, co3gaHHoe B 2019 r. n B pekopAaHble CPOKN OKa3aBsLueecA
B TOMe CKauMBaHUMW WHTEPHET-NO/Nb30BaTENAMM, BbI3BAJIO HEKOHTPO/NIMPYEMYIO BOJIHY
co3gaHuA AnndenKkoB, HayMHaA OT, Kasanocb 6Obl, 6€306MAHOro0 KOHTEHTA C /AUUAMMU
Nnosb30BaTeNie, MNOACTAaBAEHHbIX B Buaeodanibl BMECTO KUHOrepoeB, M 3aKaH4MBaA
co3faHueMm, No cyT1, Komnpomara Ha nepsbix aunt, KHP (ZAO N A X, 2019). OgHO U3 CBOWCTB
TAKOM CUTyaunM, KOTOPOE BO MHOIMX UCC/eA0BaHMAX OocTaeTca 6e3 A0MKHOro BHUMAHUA, —
ncnonb3osaHne ¢oTo- UAM BUAeou3obparkeHMAa NNYHOCTM 6e3 ee cornacua. YuuTbiBas
BO3MOXHOCTM BW3YyaNIbHOTO WM3MEHEHWUA KOHTEHTa, a TaKXe OCOBEHHOCTU BOCMPUATUA
4ye/IOBEKOM NOAOOHOro martepuana, O4eBMAHO, YTO AMNPENK MOXKET OKasaTb narybHoe
B/IMSIHWE HA Kapbepy U NIMYHYIO XU3Hb XKepTebl (Hancock, 2021).

Ewle oAHOWM CKpbITOM ONAcHOCTbO, KOTOpyl HeceT B cebe Zao, ABNAETCA yTeyKa
KOHPUAEHUMANbHbIX AaHHbIX Mo/sb3oBaTenei. Mcxoas m3 ycnoBUI NONb30BATENbCKOrO
cornaweHusa, paspabotumkam nporpammbl  nepexoauno  beccpoyHoe NpaBo  Ha
6e3803me34HOE N0J/Ib30BaHNE KOHTEHTOM, CO34aHHbIM M0/Ib30BaTENAMM, @ TaKKe Ha GOTo- U
BMAEOMaTePMAN, 3arpy*Kaemblit Monb3oBaTeNAMM B MPOrpammy C Lenblo noc/ieaytollen
06paboTKM. Kpome TOro, CoriacHo yc/ioBUSAM NONb30BaTEIbCKMX COrNaeEHNN, pa3paboTumKu
Zao MMenun npaBo NepeaaBaTb PaspeLleHMe Ha NOJIb30BaHWE KOHTEHTOM TpeTbell CTOpPOoHe

6e3 yBeJOMNEHWA U AONONHUTENBHOMO paspelleHuna nonb3osatens (MG | 2R ZIAZA0
APP, 2021). [laHHble NYHKTbl NPAMO HapyLwakT 3aKoHoaaTenbctBo KHP B 0bnactu 3awmthl

nepcoHanbHbix AaHHbIx (N AE BRIPIZEF, 2021).

Mocne ckaHAana B KUTAMCKOW Npecce, pa3pa3unBLLIEroca No NoBoAYy BO3MOXHOM YTEYKU
NepPCOHaNbHbIX AAHHbIX U MX MCNONbL30BAaHUA B 3M10HAMepeHHbIX uenax (ZAOHZE, 2021),
KomnaHma Momo, ocyuwecTemBWwan penms Zao, W3bANa MNyHKTbl, NpPOTUBOpeYalme
3akoHogaTenbcTBy KHP, M3 nonb3oBaTenbCKoro cornaweHus. Tem He meHee, nonynApHas
coumanbHasas ceTb (a MO COBMeCTUTENbCTBY M naaTexkHas cuctema) Weixin (WeChat),
pacnpocTpaHeHHas He Tonbko B KHP, Ho 1 B HOxHoM Kopee, AnoHuun, Poccun n paae gpyrux
CTpaH, Ha4vana ypaneHve ¢GENKOBOro BWAEOKOHTEHTA CO cBoeu nnatpopmbl  AnA
npeaynpexaeHna BO3MOXHbIX PUCKOB 6e3onacHocTU. KpynHenwana B MUpe nnaTexHas
cuctema Alipay, nonb3oBaTenaMM KOTOPOM ABAAKOTCA BCe CTpaHbl CeBepo-BocTouHoM A3um,
3a uckn4yeHnem CesepHont Kopeu (Bcero 6onee 900 MNH. YENIOBEK), TaKKe HE MOrna He
oTpearnMpoBaTb Ha CKaHaan. Mpeacrasutenam Alipay npuwnock 3aBepuTb NONb30BaTeNEN B
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6e3onacHOCTM NPOBOAMMbBIX NiaTexen 4Yepe3 cmapTdOH, ANA 4Yero AOCTAaTOYHO /NLWb
nocmoTtpeTb B Kamepy. Mo 3aasneHuto Alipay, cuctema Mcnonb3yeT COXKHbIE aNrOPUTMbl Ha
ocHoBe WU, KoTopble pacno3HatT ¢erikosble GOTO M BUAEO M GAOKMPYIOT npoBedeHue
nnatexa (ZAOHEE, 2021). Peakuma Alipay aBnaeTca NpUMepoM ynpexaatoLlelt KpUsmncHow
KOMMYHWKaLNK, LieSib KOTOPOM — BOCCTAHOB/IEHWE NOLIATHYBLUENCA penyTaumu.

Kpome narybHoOro BAMAHWMA Ha penyTauuilo camux KuTamckux IT-ruraHtos (Alibaba,
WeChat, Baidu), akTnBHoe n 6ecKoHTponbHOe pa3sutne aunderikos B8 KHP oTpuuatenbHo
CKa3blBaeTCA Ha AOBEPMUN MEXAYHAPOAHbIX KOMMNAHMM K CTpaHe. YpoBeHb A40BepPUA 3anafHbIX
MHBECTOPOB (KaK K KUTAMCKMM KOMMAHUAM, TaK U K npaButenbctBy KHP — nockonbky Bnactu
noka He B cunax npeceyb 3NNUN) B nocneaHee aecatunetne 3HauutTenbHo cHusmunca (Nash,
2021). 3To NpMBOAMT K OTTOKY MHOCTPAHHbIX MHBECTULMA U3 KUTas U COKpaLLEHMUIO YMcAa
NoNb30BaTe/IEN KUTAMCKUX MPOrpamm, Kak CNeacTBME — CHUXKEHUIO BAMAHMA Kutaa Ha
uMdpoBYO SKOHOMUKY CTpaH-NoTpebutene ero ycayr (Ohara, 2021).

JKCNepTbl NPUXOAAT KO MHEHWIO, YTO 3/1I0HAMEPEHHOE WUCNO/b30BaHWe AUNGENKOB B
xo4e WHPOPMALMOHHBIX aTaK NPeACTaBAAET CEpPbe3HYK yrpo3y BCEMY MEXAyHapoaHOMY
coobuwectBy (MaweHues, ®aH n Aam, 2020). IT-aHAaNUTUKK CUUTAIOT, YTO AUNDENK MOXKET
OKa3aTbCA camoWn onacHon TexHonornen WU 3a nocnepHue pecatunetma. B obnactm
NONUTUKN AUNPENKM MOryT ObiTb MCMNONb30BaAHbl B KAYeCTBE OPYKWMSA NPOTUB OTAE/bHbIX
Aeatenen, NapTUii, NPABUTENBLCTB C LLENb0 MAaHMNYAMPOBAHMA 06LWECTBEHHbIM BOCNPUATUEM
N MHeHnem. XaHu @Papua B KayecTBe OAHOM0 U3 CambIX APKUX MPUMEPOB NPUMEHEHUA
TEXHONIOTUM AMNPENK B 310HAMEPEHHDIX LLEeNAX Ha3blBAaeT BUMPYCHbIA BUAEOPONK, repoem
KoToporo ctan [oHanbg Tpamn, 3aABAAKOWMK, YTO NPUMEHWUA ALEPHOE OPYKUE NPOTUB
CeBepHolit Kopeun. «HapesaHHble» 3BYKOBble AOPOXKKM M3 NybAWYHbIX peyer ObiBLIero
npesngeHta CLUA, HanoxeHHble Ha BUAeodparMeHT OAHOro M3 BbICTYM/IEHUIM, Bbi3BANM
KPAaTKOBPEMEHHYIO UCTEPUIO Cpean rparkaaH ctpaH CeBepo-BocToyHOM A3mm, NOKA AaHHaA
HOBOCTb He 6blna odMUMANbHO pa3BeHYaHa HOBOCTHbIMM areHTcTBamu (Experts fear face
swapping tech, 2018).

AnpeKkTop ueHTpa meaua-KpUMMHAAUCTUKKM Npun YHusepcutete Konopago s CLUA
KatanunH T[puropac 3aABuMA, 4YTO 3KCNepTbl B 0061aCTM  KPUMWMHANAUCTUMKKM  obnapgatoT
AOCTAaTOYHbIMM 3HAHMAMM WU TEXHONIOTUAMM, YTOObI 33 KOPOTKMM MPOMENKYTOK BPEMEHMU
OT/INYNTb NOALENbHbIA BbICOKOTEXHO/IOTMYHbLIA KOHTEHT OT peanbHOro msobpaxkeHua. B To
e BPeMS, HYXXHO yuYnTbIBaTb TOT PaKT, 4To TexHonornm N TakKe He CTOAT Ha mecTe. HoBble
npoayKtbl MM obnapatoT NOTEHLMANIOM CMHTE3a HOBbIX BbICKA3biBAHMW, KOTOPbIE YENOBEK
HMKOrga He NPOM3HOCKMA, HAa OCHOBE /Wb HECKOJIbKMX 3BYKOBbIX AOPOXKEK C ro/IOCOM
(Experts fear face swapping tech, 2018). B HacTosilee Bpems, MNO MHEHUIO
nNpo¢$ecCcMoHaNbHbIX KPUMUHANUCTOB, BbISIBUTb 3BYKOBbIE NOAAE/NIKM HAMHOTO C/IOXKHEE, YeM
rpaguyeckue.

Y106bI CHU3NTb MHPOPMALMOHHO-NCUXONOTMYECKOEe BO3AENCTBME TEXHOOTMKN AnndenK
Ha obuecTBo, HeoH6x0aMMO BblipaboTaTh pAL pekomeHaaunn. CambiM NepPBbIM LAroM B 3TOM
HanpaB/IEHUN AOJ/IKHO CTaTb MPOCBELUEHUE TParKAaH: HeEOOXOAMMO BHEAPATb B Mnpouecc
0byuyeHusn B yuebHbIX 3aBegeHUAX 3aHATUA NO ULMGPOBON rPAMOTHOCTU U LUPPOBOMY STUKETY,
Ha rocygapCTBEHHOM YpPOBHE — MPOBOAUTb MponaraHAy OTBETCTBEHHOrO MNOBeAEeHWUs B
NHTepHeTe, NOBbIWAaTb OCBEAOMNEHHOCTL 06OLLECTBA 0 Ae3nHPOPMALLMM U PACNPOCTPAHEHUM
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annderkos. Kpome 06pa3oBaTesibHO-MPOCBETUTENLCKON AEeATENbHOCTU, BAACTU LOMXKHbI
334yMaTbCA 00 Y)KeCTOYeHMWM 3aKOHOAATeNbCTBAa B 006NACTM XpaHEHMA W UCMNONb30BAHMUA
NnepcoHaNbHbIX AaHHbIX. Kpome Toro, cdepa WU, He CMOTpPA Ha aAKTUBHOE pPa3BUTUE
TEXHOJIOTUI, NPAKTMYECKM HEe peryanmpyetcAa 3aKoHoZaTeNbHO. Bonpoc, KTO AOMKEH HecTu
OTBETCTBEHHOCTb 33 GAKT 310HAMEPEHHOro NCNONb30BaHMA MW, ocTaeTcA OTKPbITbIM. Tem He
MeHee, B pAge pernoHoB KHP B KauecTBe sKcnepMmeHTa BBOAATCA B AEMUCTBME JIOKANbHbIE
HOPMATUBHO-MPABOBbIE aKTbl, peryampyrowme GyHKUNOHNPOBaHME NN C TOUKM 3peHMA STUKK
M 3aKOHHOCTU. TaK, B LLUsHbYk3He B ntone 2021 r. 6611 NPUHAT CBOA NPaBUA MCNONb30BaHUA U
pa3BUTMA TEXHONOrMM Ha ocHoBe WU, npeaycmaTpuBaloWMK peanbHble CaHKUMK 33 UX
HapyweHunsa (Koty, 2021). LUsHbYMKIHb CYMTAETCA KUTAUCKUM nuagepom B obnactu UMW,
cnepoBaTeNibHO, €ro NpMMep, B C/y4ae MOJIOKUTENbHbIX pe3y/abTaToB anpobaunun, moxkeT
OKa3aTb B/IAHNE HA YCTAHOBNEHME €4ANHOT0 CTaHAAPTA Ha TEPPUTOPUN BCEN CTPAHDI.

B 3aKknoyeHue cnepyer OTMETUTb, YTO PA3BUTME HOBbIX TEXHONOIMI Ha ocHose WU,
TaKUX Kak Anndenk, U BO3MOMKHOCTb UX MPUMEHEHMA B 3/IO0HAMEPEHHbIX LEeNax AUKTYHT
HeobxoanmocTb 6osiee BHUMATENbHOrO M3y4yeHMA NoTeHuMana Camux TEXHONOTMIN U nyTen
HeWTpanM3auMm HoBbIX yrpos. Hannuo TeHaeHums, Koraa TexHonornn UWN, cosgasaemble B
LenAx YCKOPeHUs TeXHONOrMYeckoro Mnporpecca, CTaHOBATCA OPY)KMEM MPOTUB obLliecTBa.
JKcneptam  CTOMT  BbIpaboTaTb  MHCTPYMEHTbI M MNPOTOKO/bI  NpeaynpeKaeHus
MHPOPMaALMOHHbIX BEPOCOB M HayunTbCA 3PPEKTUBHO M CBOEBPEMEHHO PEArMpPOBaTb Ha HUX.
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Malicious Use of Artificial Intelligence — New Psychological Security
Risks: An Indian Perspective

Kallakuri Radhakrishna

“We are living through the largest unregulated social experiment of all time — a
generation of youth has been exposed to extreme content online.”
Michael Seto (Aiken, 2017, pp. 16-17)

While analyzing the threats to psychological security caused by MUAI both at a national
and international level, these threats can be considered at three levels. The first level is
directed towards generating a feeling of negative attitudes to the development of Al where
the aim is to slow down the progress of its development, which can also consist of creating a
malicious image of institutions and professionals involved in the development of Al
technology. The second level of threats directly involves the MUAI, where the main goal is
not an attack on public consciousness but the goals are more direct and kinetic like using of
unmanned aerial vehicles by terrorists, using Al to increase the effectiveness of cyber-attacks
leading to direct threats to cyber infrastructure. Crypto currency manipulations by
supranational organizations may lead to artificially induced changes to crypto currency
markets (Pashentsev and Bazarkina, 2020).

Threats emanating from MUAI designed primarily to cause psychological damage is the
third and highest level of PS threats. Using tactics and strategies from psychological warfare
may lead to significant amplification of perceived threats leading to public responses
becoming spontaneous and irrational. Using of Al based technologies in psychological warfare
makes covert perception management campaigns more dangerous.

Serious damage to the reputation of people, organizations or even country can be
achieved through using Al-based phishing, use of deepfakes and smart bots in psychological
warfare campaigns (Pashentsev and Bazarkina, 2020).

With China and Russia, leading actors in the research area of MUAI and PS, India can
pursue joint research activities along the BRICS framework where policy documents state
readiness for joint build-up of capacity and capability to counter threats from MUAI. The
more practical solution and likely scenario taking into consideration current geopolitical
challenges faced by India, bilateral agreements with individual countries may play the leading
role for development of artificial intelligence cooperation amongst BRICS countries.

Based on current capability analysis done by leading experts in the field of MUAI and
international PS, current national regulation pertaining to Al and policies to counter its
malicious use are at fledging state in most countries. Due to the complex nature of
technology and its dual use characteristics current lack of regulation may lead to significant
challenges to the PS of people. This makes it a matter of urgent concern for each of BRICS
member states to develop international cooperation and share their experiences.

The most significant threats to public consciousness arise during crises with longer the
crisis the more difficult it becomes to defend against threats from aggressive actors. As seen
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during the current pandemic, misinformation designed using the time tested methods of
classical psychological warfare were amplified using the new available tools provided by Al.
Experts have widely documented the use of deepfakes and smart bots by various state
sponsored actors to highlight their country’s response in a positive manner while showing the
others in a negative light.

Targeted psychological warfare campaigns designed to destabilize the decision making
process were always present, it is the new dimension provided by Al which makes these
campaigns very swift and decisive. These Al-based psychological warfare tools provide
significant advantages to those who decide to employ them as both speed and efficiency are
delivered at a very low cost. The current coronavirus pandemic has led to a major downturn
in global economic output, which were last seen during the great depression. Targeted
information warfare campaigns in such an atmosphere leads to amplification of risks which
could bring current socio-political tensions under even more strain. When seen from the
perspective of Al-based emerging technologies the current coronavirus pandemic has
necessitated the transition to distant forms of working undoubtedly leading to many
advantages. However, what remains poorly studied is the new opportunities it provides to
actors with malicious intentions.

One such recent attack which could have been more dangerous had it been integrated
with Al-based technologies is that of fake letter circulating on social media allegedly written
by national security advisor Ajit Doval (NDTV, 2021). The fake letter crucially timed during the
holy Kumbh Mela* celebrations appreciates the performance of Uttarkhand chief secretary in
successfully organizing the festival at Haridwar. The fake letter compliments his performance
and ends by saying that his efforts have helped maintain order and promote Rashtriya
swayamsevak sangh’s ideology®.

The MUAI in this case may help provide aggressive actors to portray government
institutions as torchbearers of a certain political ideology trying to guarantee the interests of
one community, which when employed on a mass level may lead to social tensions amongst
various communities. Usage of deepfakes and other such applications in my opinion provides
an array of new opportunities that will add to India’s asymmetric warfare capabilities, but to
protect the larger public consciousness increase in regulation is very much necessary. Despite
significant threats posed by malicious use of Al-based applications such as deepfakes, there
are wide range of positive applications such as creation of false targets for criminals and
better identifying potential victims (Pashentsev and Bazarkina, 2020).

Conclusion

As Great War’s in the current world will lead to end of humanity, the focus has shifted
to hybrid warfare. The integration of MUAI with traditional psychological warfare will be very

! Kumbh Mela is a major pilgrimage and festival in Hinduism which attracts millions of people.

2 Rashtriya Swayamsevak Sangh (“National Volunteer Organisation”), abbreviated as RSS, is an Indian right-
wing nationalist organization. The ideological focus of RSS has been to strengthen the core ancient Indian
values, which celebrates unity in diversity. To achieve this RSS has continued to strengthen and build
relationships with their allies who all face a common enemy.
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decisive to win these battles. Indian security apparatus should continue to build their capacity
and capability in this regard.
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CTpax nepea  MCKYCCTBEHHbIM  MHTENANEKTOM  KaK  daKrtop
MHPOPMaALMOHHO-NCUXONIOrMYecKom aectabunusaumum

Ceprei CebekuH

NossneHune n06OIM AM3PYNTUBHONM TexHonormn', Kak nNpaBuno, BAEYET 3a COBOW
CyLLeCTBEHHbIE W3MEHEHWss B KM3HM O0OWEecTBa: KapAWHANbHO MEHSATCA CUCTEMDI
NPOM3BOACTBA M YNPaB/iE€HMA, SKOHOMMKA, COUMANbHAA XWM3Hb W MOJUTMKA, @ MHOrA4A WU
XapaKTep MEeXKrocy4apCTBEHHOro CTpaTerMyeckoro conepHuyectsa. ApPKMM MUCTOPUYECKUM
NPUMEPOM MOABNEHMA AU3PYNTUBHOM TEXHOJIOTUM CTANO MNOABNEHME AOEPHOrO OPYXKMUA.
MmeHHO TO, YTO AZepHbIM opyKuem obnaganu cHayana gsa rocyaapcrtsa — CCCP mn CLUA —
onpeaennno pPacCTaHOBKY CUA M OMMNONAPHOCTb CUCTEMbI MEXAYHAPOAHbIX OTHOLIEHUM
nocne BTopoM MWMPOBOM BOWHbLI. [lBe CTpPaHbl MOAYYMIN MOLLHbIE pPblYarn BAWAHUA HA
MWPOBYIO MOAUTUKY. HO, 4TO Gonee BaKHO, B pe3yabTaTe 6blna chopmupoBaHa cucTema
B3aMMHOIO COEpHUBAHUA, KOTOPAA OCHOBbIBA/IaCb Ha MCUX0/02UYECKOM CMpaxe B3aUMHO-
rapaHTMpoBaHHoro yHuuytoxkeHus (Kennan, 1947; Rothschild, 1995, p. 58). CaepuBaHue
AEeNCcTBOBaNO (M AeCTBYET) B CO3HAHMM cTpaTermyeckmx conepHumkos (Nye, 2017, p. 53).

Mpeanonaraetca, YTo AM3PYNTUBHOM TexHonoruen asnsetca n UN. MNpesnageHT Poccum
B. B. MNyTMH yXe HeOAHOKPATHO 3asABAANA O TOM, YTO CTpaHa, AobwuBLAACA AuMaepcTBa B
co3paHum UU, «bypet BnactennHom mupa» (TACC, 2019). BeposTHO, KakK U B cay4dae C
AAepHbIM opyxuem, obnagaHme MM cnocobHO BbI3BaTb €CTECTBEHHOE YYBCTBO CTPaxa U
OMaceHua y TOro, KTO OTCTAaeT B PA3BUTUW [AHHOW TEXHOJIOTUM WMAN BOBCE HE CMOMXKET
obnapatb enn. Takmm obpasom, yxKe cerogHs, Ha CTaanu akTUBHOM pa3paboTkm, MU cnocobeH
OKa3aTb HEraTMBHOE BAMAHWME Ha CNOXKMBLUYIOCA AapPXMUTEKTYPY CTPATErMYECKON CTabUAbHOCTH
B CWMNY CAaMMX OMACEHWM, YTO OH CMOXKET CYL,EeCTBEHHO M3MEHUTb PACCTAHOBKY CWUA Ha
MeXAyHapoaHoM apeHe. Cam cTpax nepepg, Hanuumem y Koro-nmbo nepeposbix cuctem UAU
cnocobeH pectabunansMpoBaTb CTpaTerMyecKkyto CTabuAbHOCTb AaxKe BHe YCN0BUMW €ero
peanbHOro AeCTPYKTUBHOIO NPUMEHEHMA.

MpeameTom pAaHHOro AoKknaga 6yayT He KOHKpeTHble npoasneHuns 3UUU npoTtms
mexayHapoaHoin UMB, a To, K Kakum nocneactenam gna aton UMB, u, Kak cneacrteme, Ans
COBPEMEHHOI0O MUPOMOPAAKA WU CAOXKMBLUENCA CUCTEMbI CTpaTerMyeckom crtabunbHocTH,
MOXET MPUBECTU MMEHHO cmpax oT obnagaHua M NOTEHUMANbHOrO 3/10HAMEPEHHOro
npumeHeHna N B BOEHHO-NOAUTUYECKUX LENAax.

OCHOBHbIe cTpaxu U Tpesorn B oTHoweHun 3NN cBA3aHbl C TEM, YTO OAHO WK rpynna
rocyapcTB B ONpenenéHHbli MOMEHT NePBbIMU NOAYYAT AOCTYN K NepenoBbiM CUCTEMAM
NN, nnbo npeBoCXoAAWMM aHANOrM B APYrux CTpaHax, "Mbo BOBCE YHWKa/NbHbl B CBOEWN
coepe. [lpyrme CcTpaHbl CTAHYT ayTcangepamm, YTo CEroAHs Bbi3blIBAET OCHOBHYK TPeBOry B
cuny paga  ¢aktopos. CrpaHa ¢ cambim nepegosbim MU nonyumt cywectBeHHoe

! AuspynTuBHble TexHonorn (oT aHrA. «disruptive» — noapblBHO) — TEXHONOTUM, KOTOPble MPUXOAAT Ha
CMEHY «KNAaCCMYECKMM» TEXHOIOTMAM M BAEKYT 3a COBON KOPEHHble M3MEHEHWA CUTyauun B MNOAUTUKE,
3KOHOMMKE, MEKAYHAPOAHbIX OTHOLWEHUAX U T.4,.
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TEXHO/I0TMYECKOEe NPEeMMYLLEecTBO, a, CNefoBaTebHO, CNOCOBHOCTb 3HAYUTENBHO U3MEHUTb
6anaHc cun — Kak B o6OpoHe, TaK M B HACTYM/IEHWM — YTO HE MOXKEeT He BbI3blBaTb
NMCUXONOTUYECKOM TpeBOrn y Apyrnx. Yto 6onee BarKHO, KaK MOKa3blBAae€T UCTOPUS, CTPaHbl,
nepBbiIMM MONYYMBLUME [O0CTYyN K HOBOW AU3PYNTMBHOM TEXHONOTMM W 3aKpenueliMe
«MoOHoOMNoAuo» Ha obnagaHue eto, 3a4at0T «MpPaBUIa UIPbI» B CAMOM UCNO/Ib30BaHNUM HOBOW
TexHonoruu. NMepsonpoxogeL, Nosy4yaeT NPaBo HA NepBOOYepegHOEe HOPMOTBOPYECTBO B 3TOM
cdepe. Mocne Btopon mmposon BonHbl CLUA n CCCP, nepBbiMK CO34aB AOEPHOE OpPYXKUeE,
cbopmmpoBann HGMNONAPHBLIAN MUP. BONBLIMHCTBO K/AHOYEBbLIX COrNALIEHUN, COCTABAAIOLLMNX
OCHOBY CTpaTernyeckomn ctabmabHocTH, 6bIAN NOANUCAHBI MU XKe.

CoOTBETCTBEHHO, T€ CTPaHbl, KOTOPblE HE Noay4YaT A0CTyn K TexHonornm UU nnam byayt
obnapatb 6onee cnabbimm UN-cuctemamm, pUCKYHOT NPEBPATUTHCA M3 CyObEKTa B OOBEKT
MUPOBOMN MOJUTUKU UNIN }Ke BOBCE YTPATUTb CTATyC BE/IMKON AeprKkaBbl (€CnM TaKoM y HUX
UMencsa) U AUWNTBCA pblyaroB rnobanbHOro BAMAHMA. 34eCb CHOBA YMECTEeH Mnpumep C
AnepHbim  opyxuem: B CoseT 6e3onacHocth OOH B KayecTBe MOCTOAHHbIX Y1EHOB,
06/1a4atoWmNX NPaBoOM BETO, BOLW/IN MMEHHO CTPaHbl «AAepHOM NaTépKn». COOTBETCTBEHHO,
Te, KTO He obnagan, He Bownun. Mo 3TOM NpUYMHE Takue cTpaHbl, Kak CLUA, Kutan n Poccus,
cerogHa cTpemaATca paspabotatb npoasuHyTble WUU-cucTembl, 4TOBbI HE NPOCTO CTaTb
nMaepamm OTpacan, HO U co3paTtb cebe onpenenéHHble MexaHM3Mbl BAUSAHUA Ha MUPOBYIO
NONINTUKY. IDTO HE MOMXKeT He BbI3blBaTb TPEBOrM Yy APYrUX CTpaH: ayTcaihaepbl 6yayt
BbIHYXAEHbl NACCMBHO NPMHUMATbL NPABM/IA UTPbl, HANUCAHHbIE MHCAAEPaAMMU.

B ycnosusax pacmyuweli mexdyHapoOHOU HanpaMeHHoCMu NUAEepPCTBO onpeaenéHHoro
rocyaapcrea MamM rocygapcts camo no cebe MorKeT OKasbiBaTb HEraTUBHOE NCUXON0rNYecKoe
BAUAHWE Ha HaUMOHANbHOM W rnobanbHO-cTpaTernyeckom ypoBHAX. Kakue nocnencrteus
MOeT MMEeTb CTaTyC ayTcanhaepa ANa CTpaHbl B cdepe MHOOPMALMOHHO-NCUXONOrMYECKON
CTabUNbHOCTM Ha HaAUMOHANbHOM YypoBHe? TaKoe MONOMKEHME MOXKET CNOXKUTbCA B
CEeroAHALWHNX cBepxaeprkaBax, ecnam WU obecneunt uX CcOMEpHMKaM KayecTBEHHOoe
NPEeMMYLLECTBO B 3KOHOMUKE, BOEHHOW U APYrnx chepax.

Mpn coxpaHeHUN MeXAYHAPOAHOW HaMpPAXEHHOCTU HeNb3A WCKAYUTbL, YTO Te U3
COoNnepHUYaoLLMX FOCYAAPCTB, KTO MepBbIM NONYYUT Nepenosble TexHonornn MW, nonbitatotca
(B TOM uucne yepes cneucnykbbl) MCNONb30BaTb €ro B 3/10HAMEPEHHbIX AECTPYKTUBHO-
ncuxonorMyecknx uenax. B Oyaywem BepoATHO nposeAeHMe  LWMPOKOMACLITabHbIX
AECTPYKTUBHO-NCUXONOTMYECKMX KaMMaHUMA NPOTUB TPa*KAAH CTPaHbl-CONMEPHUKA — KakK
OTAENbHbIX rpynn (Monoaexb, NEHCUMOHePbI, NPeacTaBUTENUN ONpefenéHHbIX npodeccui,
KUTENN OTAENBbHOTO PErmoHa U T. 4.), TaK U NPOTMB BCEr0 HACENEHUA C CaMbiMM Pa3HbIMU
LeNAMM, BNAOTb A0 CBEPXKEHWUA NPaBUTENbCTB. [OCYAapCTBO-CONEPHUK MOXKET MCMNO/b30BaTb
He[0BONIbCTBO HAcesieHWA MO onpefenéHHbIM BOMPOCamM BHYTPEHHEW MNOAUTUKMK, 4TODbI
cnpoBouUMpoBaTb Bo/IHEHMA. Hanpumep, B Poccum xutenm Cnbmpun obecnokoeHbl BbipybKoW
necos. Kak Ha Hux nosauaeT aundenk, Ha KOTOPOM rnaBa OAHOIO U3 PErvMoHOB OrialaeT
YyKas, no3sosAlowWMin BblpybaTb nieca B ewWwe OonblimMx macwTtabax, nanm unsobparkeHus,
creHepupoBaHHble MW, Ha KOTopbix AKOObI 3MAKOT MyCTOWMW Tam, A€ paHblie 6bln NecHomn
Maccua?

OauH 13 GyTYPUCTUYHDBIX CueHapueB — rMbpuaHan aTaka, Npu KOTOPON onpeaenéHHas
4acTb HaceNeHMsA NomellaeTca B MHPOPMALMOHHBIN BaKyym, TepAs AOCTYMN K NPUBbIYHLIM
HOBOCTHbIM  pecypcam, 4Tobbl 3aTem TPaHCAMPOBATb WHGOOPMALMOHHbIE  MOTOKM,
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CcreHepupoBaHHble NOCPEACTBOM MCMO/Ib30BaHUSA TOM XKe ANndenK-TeXHONOrnKN. YiKe cerogHa
60Tbl Ha ocHoBe MW nNpoAaBUratoT B COLMA/bHbIX CETAX NMOBECTKY AHA U MHEHMUA, BbIrOAHbIE
CBOMM pa3pabotumkam. [emopanusaums MOXKeT NPoUcxoauTb U NOCPeacTBOM BbiBOAA U3
CTpOs WM B3ATMA nofd KoHTponb MWW, ynpasnawowero ©¢usnMyeckMmmn obbeKTamu.
HeBO3MOXKHOCTb A5 CTPaHbl MPOTUBOCTOATb 3TOMY HE NPMOABUT ONTUMM3MA FPaXKaAaHam.

[pyroii ypoBeHb — rnobanbHO-CTpaTerMyeckumii. Crpatermyeckaa cTabuabHOCTb BO
MHOTOM 3aBUCUT MMEHHO OT CTEMEeHM MCUXONOrMYECKON TPEBOrM MO MOBOAY BO3MOXHOCTU
NPUMEHEHUA KaKOW-IMBO TEeXHONOTMM B 310HAMEPEHHbIX LUENAX, W, COOTBETCTBEHHO,
BKNOYaeT B ceba noseaeHyeckne ¢akTopbl (noBegeHue CyObEKTOB MOAUTUKM B
onpeaenéHHon cutyaumm). ToTanbHOE HepoBepue K CTpaTermyeckoMy COMEPHUKY W
NOCTOAHHbIE OMACeHWs Mo MNOBOAY HaAMuMA y Hero nepegosoro UM moryT npusectu K
MaccoBOMYy McuMx03y, Kak 3To 6biio B CLIA BO BpemeHa «KPacHOW UCTEPUNY.
«Pa3gparkEHHbIN» CYOBEKT, KaK MpaBWiO, CKNOHEeH 6onee MMMY/NbCMBHO pearnposBaTb Ha
yrpo3bl 6e30nacHOCTM, KaK peasibHble, TaK U MHUMble. bonee Toro, nogobHoe HepoBepue
NPUBOAUT K WMHPOPMALMOHHON W30MAUMU, HeKenaHuo obmeHuBaTbca MHbOpMauMeln B
obnactn MU mexay ctpaHamu. Takan TPEBOXKHOCTb YpPeBaTa HOBOM KTOHKOW BOOPYMKEHUI» B
chepe NN, a ogepKUMOCTb B CTPEMIEHUN K CTPATErMYECKOW MHULIMATUBE MOXKET NOoA0PBaThb
CTpaTernyeckyr ctabuibHOCTD.

Niobaa An3pynTMBHAA TEXHONOMMA — 3HAYMMbIN (GaAKTOp B CUCTEME CTpaTernyeckom
cTabunbHocTn. MU cnocobeH cTaTb eweé OAHUM WMHCTPYMEHTOM caepkmBaHua (Geist and
Lohn, 2018), nogopBaB CYLLECTBYHOLLYIO CUCTEMY CTPaTErMyeckom CTabuibHOCTU, rapaHTOM
KOTOPOW ABNAETCA AAepHOe caeprKmBaHme. OnaceHna OAHMUX, CBA3aHHble C Hannumem UN y
APYrMX, NOBbIWAKT PUCK MPUHATUA BOEHHO-MOJNUTUYECKMM PYKOBOACTBOM TOM WMIN WMHOWM
CTpaHbl HEOHAYMAHHbIX PELUEHWNI, YTO MOXKET NPUBECTU K CEPLE3HOMY KPU3MCY.
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3n10HamepeHHOe WCNO0/Ib30BaHME MCKYCCTBEHHOr0 WHTeN/IeKTa BO
BbeTHame B VIHd)OpMaLI,MOHHO-I'ICVIXOIIOI'W-IECKOM dCnekKkTe

HryeH MuHb TbIOHT

B coBpemeHHOM Mupe UMW npucyTcTByeT NPaKTUYECKUM BO BCeX 00NaCTAX KU3HMU
YyesloBEKa N ABNAETCA KNOYEBbIM 31€MEHTOM NMPOMbILW/IEHHOM peBontounn. MM Bo BoeTHame
MONYyYUN Pa3BUTME B PALE IKOHOMMYECKUX U coumanbHbix obnacten. B 2020 r. BbeTHam
3aHAN 76-e mecTto M3 172 cTpaH no uHaekcy passutma MU, B Hayane 2021 r. npaBuUTenbCTBO
onyb61nKkoBano HauMoHanbHyO CTpaTernio UCCnefoBaHUI, pa3paboTkm n npumeHerns N go
2030 r. (MaweHues, ®aH 1 am, 2020).

BbeTHam 3aHMMaeT BaXKHOe reocTtpaTernyeckoe MnonoXKeHne B COBPEMEHHOM Mupe.
Pacnonaraacb Ha BaXKHEMLWMX TPAHCNOPTHbIX MAapLUPyTaX, MOPCKMX NyTAX, BbeTHam anAeTcA
OAHOM M3 CaMblX 3KOHOMMWYECKM aKTUBHbIX CTPaH B A3UKM, CTPAHOM € 6ONbLWIMM NOTEHLMANOM
B 0O4HOM M3 Hambosee AMHAMUYHO PA3BMBAOLLMXCA PETMOHOB B MUpe. B nocnegHee Bpems ¢
6bicTpbiM  noabemom Kutasa, ysenmdeHumem npucytctena u poam CLUA nonuTtudyeckas
cuTyauma n naHawadT 6esonacHoctm B KOxHO-KnuTanckom mope ctanm Bcé 6onee CNOXKHbIMM.
MpucyTCTBYET KOHKypeHUMAa mexay BbeTHamom, Kutaem wn gpyrumum cTpaHamu BOKPYr
cnopHbIX ocTpoBoB KOxHO-KuTarickoro mopa (Hoa Nguyén, 2020).

B cuny yctpemneHmin passnMyHbIX aHTUCOLMANbHbIX aKTOpoB, MW MOXKeT cnyxuTb Bce
bonee 3¢PEKTUBHbBIM WHCTPYMEHTOM 3/10HAMEPEHHOrO MCMOAb30BaHMA, B TOM u4ucne
OKasblBaTb  AECTPYKTMBHOE BO3A€elNCTBUE Ha NHOOPMALMOHHO-MCUXONOTNYECKYHO
6e3onacHocTb UMb nytem LeneBoro BO3AeNCTBUA HA CO3HAHME rparkgaH. Cpeam BO3MOXKHbIX
yrpo3s 3NN ana UMB Bo BbeTHame MOXHO Ha3BaTb cneaytouwme (Bo6 KH&CN, 2021):

3n0HamepeHHoe ucronb3osaHue enyboKux elikoe (oungelikos). TMpPUNONKEHUA
Avatartify, Reface, ocHoBaHHble Ha rnyboKom 0by4eHMH, LUIMPOKO UCMOb3YOTCSA BO BbeTHame
ANA co3A4aHMA GaNblUMBbIX BUAEOPONMKOB C «y4acTUEM» peasibHbIX Ntoaei. Obuien yepToin
3TUX NPUIOKEHUIN ABNAETCA WCMNONb30BaHME TEXHUKU AMNOENKOB ANA COBMELLEHUs nunua
OZHOro YesioBeKa C Bblpa*KeHWem nLa U ronocom apyroro. Bo BbeTHame mHorue ntogu no-
npe’KHemy HebpeXKHO AenATca ANYHbIMU doTorpadpuamMM C AMLAMU KPYNHbIM NAAHOM U B
XOpoLem paspeLlleHnn B COLMaNbHbIX CeTAX, pasmellasn UX B OTKPbITOM gocTtyne. MNpoucxogut
3TO M3-3@ PACNpPOCTPAHEHHOTO MHEHMA, YTO 3/IOHaMEepPeHHOoe UCMo/ib30oBaHMe AMndeNnKoB —
HeYTo Aasiekoe, U He 3aTparnsatollee 1ebs NNYHO, MOTOMY YTO Tbl HE 3HAaMeHUTOCTb (Tap chi
dién t&r Théng tin va Truyén thong, 2020). Ho Takaa onpomMeT4YMBOCTb MOXeT 0b6epHyTbcA
pa3sHoobpa3HbiMM yrpo3amm gns obuwectsa. B  Hactosuwee Bpems 3/10HaMepeHHoe
ncnonb3oBaHue aundenkos B OCHOBHOM OCYLLECTBASAETCA A/1A CO34aHUsA nopHorpadmnyeckoro
KOHTEHTA, ANCKPeANTaL MU, OCKOPONEHUI, NpecnenoBaHNs U LLAHTaXa.

3noHamepeHHoe ucnoav3osaHue 6omos. BOTOB ANA couuanbHbIX CeTell MOMKHO
MCMONb30BaTb B Pa3/IMUHbIX 6€306MAHbIX AN BPEAOHOCHbIX Lensx. B uenom 60Tbl, Kak
npasu/o, CNeLMannsnpyroTca Ha 0O4HOM U3 Tpex 3aJauy:
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a) YBenmyeHune Konuyectsa noanmcumkos. Camble NpoCTbie akKayHTbl 6OTOB cieasT 3a
APYTUMUM M0JIb30BaTENAMM, YTOObI MOBLICUTb UX MOMNYNAPHOCTb. T BOTbI KOMMEPYECKU
AOCTYMHbI, XOTA MOKYMNKa MNOAMWUCYMKOB ABJIAETCA HapyLEeHUEeM YCNOBUN OBCNYKMBAHUSA
H6ONbLWNHCTBA CcOUManbHbIX ceTei. MHorne obuiecTBeHHble geaTenn umeroT bosblumne 6a3bl
nocsenoBaTenei-60ToB B COLMA/bHbIX CETAX, HO YacTO HE 3HAlT, KTO KOHTPOJIMPYET 3TUX
60TOB.

6) PacnpoctpaHeHue uHbopmauumm wn  aesnHbopmauum.  boTbl cNOCO6HbLI
pacnpocTpaHaATb MHPOPMAUMIO M CO34aBaTb JIOXKHbIN KOHCEHCyc. XOTa Bce o06LWecTBo
nbiTaeTcA cnpaBuTtbcA C nNaHgemuen COVID-19, oTaenpHble MWMHAMBMAbLI W TPyNMbl
AEMOHCTPUPYIOT 6e3pasnunumne K 601 gpyrux ntoaen, pacnpocTpaHaa Ae3nHopmMaLnio paam
NINYHOM BbIrogbl. Te, KTO pacnpocTpaHAeT ¢enKoBble HOBOCTU, MNPUUYMHAIOLWLME Bpen WU
BbI3bIBalOLME MAaHUKY B 0OLLECTBE, HE TO/NIbKO HapyLIAlOT 3aKOH, HO U MMEKT MOpPasibHbie
HeOO0CTaTKu.

B) B3aumopgenctene c apyrumu nosb3oBatensimu. Hekotopble 60Tbl MOryT pasyMHO
pearvpoBaTb U BAWATb Ha NoBeaeHWe yenoseka. OTaenbHOe MccnegoBaHMe MOKas3ano, vTo
60Tbl MOrnu BbIABAATL MOJIb30BaTeNEN COUMA/bHbLIX CeTer, HeLO0BO/IbHbIX KOppynuuen B
npaBUTENbCTBE, U MPUBAEKATb UX K onpeaeneHHbIM gencteuam (Phu Lir, 2020). boTtbl gna
COLMaNbHbIX CeTell MOryT NPUMHECTU NoAb3y OOLWECTBEHHOCTM, HO WX TaKXKe MOXHO
MCNOAb30BaTb B 3/I0HAMEPEHHbIX MNOAUTUYECKMX Uuenax. Ecanm npeanpuatMa manoro wm
cpeaHero 6M3Heca MOryT NOAHATb MONYAAPHOCTb 3HAMEHMUTOCTEN, TO OHWU MOTYT YKPENUTb
aBTOPUTET AWMKTATOPOB; OHU MOTYT PACNPOCTPAHATL WMCTUHY, HO TAKKe U JI0Xb; MOryT
nNpoAaBaTb NPOAYKTbI, HO TaKXe U UAe0N0r 0.

3NN 8 KomnetomepHoix uepax. C nomowpto ¢ppermBopka General Video Game Al
Tenepb UrPOKKN NOAYYAOT AOCTYN K WMPOKOMY U, B NPUHUMNE, HEOTPAaHUYEHHOMY AMaNa30Hy
urp ¢ npumeHeHnem M. KoHKkpeTHO, dpeliMmBOpK pewaeT npobaemy pa3paboTkun anropmutma,
KOTOPbI/ MO3BONAET MUrpaTb B /IIOOYI0 WUrpy, Oa*Ke ecan urpa HeusBecTHa anpuopu. 3Ty
061acTb UcCNeaoBaHM MOXKHO paccMmaTpmMBaTb Kak NpubanxkeHue K obwemy NN, B KoTopom
O4YeHb Mano MecTa ANA 3BPUCTUKM, 3aBUCALLLEN OT UTPbl.

Urpbl yXe [aBHO ABAAKOTCA NONyAApHOM cpedon ana npumeHenua WU, Muorue
nccneposBaTenn M3yydanu anropuTMbl M MeToAbl ANA TOro, 4Tobbl ONTMMM3NPOBATb
KOMMbIOTEPHbIE WrPbl, TaKME KaK LWaxmaTbl, aBTOMOOWAbHbIE TOHKM, «Mucc MakmaHy,
cTpaTtermm B peanbHom BpemeHu (RTS) n “Super Mario Bros”.

BknaZ, BHECEHHbIW WCCNEA0BAHUAMM KOMMBIOTEPHbIX WrP, KpaHe BaXXeH AnA
NOHUMaHUA npobnem UMB BaxkeH. Cam XapaKTep COPEBHOBAHWUI B KOHKPETHbLIX UFpax, WX
HeoTbemnemas  CTPYKTypa  MOXeT  C€034aBaTb  onpegeneHHble  UHPOPMALMOHHO-
NCUXONOTMYECKME PUCKU: OO/BbLUMHCTBO MpeasiaraeMblX PelieHUit MMerT y3Kyt obnactb
npMmeHeHuna. lpyrmmum cnosBamm, XxapaKTep Bbi3oBa, 6pocaemoro Urpoky, nam camon 6opbobI
3a nobesy B COpPEeBHOBAHMAX MNOOYXKAAeT Y4aCTHWMKOB [AEWCTBOBAaTb B COOTBETCTBUM C
aNropMTMOM C TWATENbHO NPOAYMAHHOW 3BPUCTUKOM, KOoTopas 6yaeTr paboTaTb TO/NbKO B
urpe. TakK pa3paboTyMku urp MmMoryT noBbICUTb 3OPEKTUBHOCTb MHPOPMALMUOHHO-
NCUXONOTrMYECKOro BO3AENCTBUA, OCODEHHO Ha AOEeTCKMe WM MNOoApPOCTKOBble ayautopun. B
HacTosllee BPeMs MrpoBas 3aBUCMMOCTb, OCOBEHHO OT OHNAWMH-UTP Cpeau MONIOLENM,
HEYKNOHHO pacTeT, YTO MPUBOAUT KO MHOTMM HEeraTMBHbIM NOCNEACTBUAM ANA XKU3HU
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yenoseka. MOMMUMO TOro, YTO OHJIAMH-UTPbI OTHUMAIOT Y IK0AEN BPEMSA N SHEPTULO, HE BCeraa
KOMMNEHCUPYA WX MNONE3HbIMW HaBblkamMu PaboTbl C KOMMbIOTEPOM MAM 3MOLMOHANBbHOM
Pa3rpy3Kon, Urpbl TaKXKe HaANPAMYIO BAUAIOT HA U3MEHEHWE 3MOLMA U MbICNEN, Ha Apyrue
acneKTbl COLUMAaNbHOM *KU3HU (3TO BANAHME MOKET ObITb U KpailHe HeraTuBHbIM) (Long, 2020).
Bnacth BbeTHama AaBHO nogHMManu npobnemy  3aBUCMMOCTM  MOAPOCTKOB  OT
KomnbtoTepHbix nrp (Ngoc Anh, 2010).

KoHTponb Hag pa3sutuem texHonornini UM — ato geno scero obuiectsa (OT rocyaapcTsa
10 YacCTHbIX KommMaHun). /llogam HeobxogMmo NOBbIWATL CBOM 3HaHMA 06 UU. Takxke
HeobXxoAMMO COBMECTHO pa3BMBaTb 3aKOHOAATE/NbHYIO 6a3y M TeXHUYEeCKMe HOPMaTUBbI 4NN
NaNbHENLLIEero WCNonb3oBaHUA U pas3sutMa MW, BmecTe c Tem nNoBbiWaA CMOCOBHOCTb
obuwecTsa NPOTUBOCTOATb KOHKPETHbIM yrpo3am WUMB.
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HeaTenbHoOCTb HATO no 6opbbe co 3/I0HaMepeHHbIM
ucnonb3oBaHnem UU: TeHAEHLUU N NPOTUBOPEUUA

Oner ®unaros

3Haunmoctb MM Ha cerogHAWHUMA OeHb TPYAHO nepeoueHuTb. B BoeHHOM cdepe ero
BHEAPEHME MOXKEeT 3HauuTeNbHO CnocobCTBOBATb CHUMKEHWUIO 4YenoBeydeckux notepb. K
npumepy, B BOEHHOM pa3Beake MM ymeHbllaeT HE0BX0AMMOCTb y4acTUA Ye/I0BEKA B OMACHbIX
ONA XU3HM 3agaHuAax. NMpumeHeHne UWN npum pacnosHaBaHWM uLener MoBbiaeT TOYHOCTb
aencTesnin aptunnepumn u asmaumn. C gpyroi ctopoHbl, MM cnocobeH 3ameHUTb YenoBeKa BO
MHOrnx céhepax, YTo YpPeBaTO COLMANbHbIMU KpuUancamu rnobanbHoro macwraba (Catania,
Ganga, Milardo, Morabito and Mursia, 2018). 9To 1 MHOroe Apyroe roBOPMUT Ham O TOM, YTO
pa3sutne MM gonKHO UMETb KOHTPOMPYEMbIM XapaKTep.

Mmea oaHy M3 Hanmbonee MHOrOYMC/NEHHbIX apMUA, BOEHHbIM 610K HATO akTMBHO
MOAEPHM3NPYET CBOM BOOPYKeHHble cunbl (Willemo, 2019). XapakTepuctuka sHeapeHuns MU
B AesatenbHoctb HATO noapobHo npeactaBneHa B AoKnage 3amectutens rnasbl HATO no
BOMpocy WHHoBaumi SaBapaa Kpuctm (2020), KOTOpblId Ha OCHOBe K/aaccudpuKaumm
MuHuctepctBa obopoHbl CLUA noapasgenset MU Ha Tpu KaTeropumu: a) KopnopaTusHbii MU —
aBTOMATM3UPOBAHHbIE CUCTEMbI YyNpaBAeHUA GUHAHCAMM M MEPCOHANOM, NPUMEHAEMbIE B
CTPOro KOHTPO/MPYEMOW cpege, B KOTOPOWM HeraTMBHble MNOCNAEACTBMA BO3MOXKHbIX
TEXHUYECKNX CO0EB MWHUMA/bHbI (C TOYKM 3PEHUS BO3SHUKHOBEHWA Yrpo3bl A5 KU3HU U
NOTEeHLUMaNbHbIX KepTs); 6) onepaTuBHbIN M — aBTOMATM3MPOBAHHbIE CUCTEMbI, KOTOPbIE
MOryT ObiTb MPUMMEHEeHbl B pamMKax 60eBbix OeNCTBUIA, TO €CTb B 3HAYUTE/IbHO MeHee
KOHTpoAnpyemol cpege (nocneactems TexHUYeCKUX cboeB M OWMOOK MOryT MPUBECTU K
KPUTUYECKUM NOCNEeACTBUAM U KepTBam Cpean IMYHOro CoCTaBa) Hanpumep, CTauMoHapHble
KOMMJEKCbl BOOPY)KEHUA uan becnunotHaa TexHUKa;, B) WU obecneyeHna muccuis
(NnpumeHAeTCcA KaK B KOHTPONMPYEMOW, TaK U B HEKOHTpOAMpyemon cpeae) — cuctembl MU B
chepe NOrncTUKK, TEXHUYECKOTro 06CNYyKMBAHUA, Pa3BeaKM.

Onupaacb Ha noaxon 3. Kpuctu, HATO ocywectBnser malwunHHoe obyyeHne WU
(Christie, 2020). CornacHo pecypcy Crpaternyeckoro KomaHgosaHua HATO no
TpaHcdopmauum, BHeapeHue UMW B BOeHHOM O610Ke NPOUCXOAMUT B PaMKax MPOEKTA
«MeXKHauMoHanbHaA KaMnaHUA NO Pa3BUTUIO NoTeHumana». MHnumatmea ncxogmt ot CLUA um
HanpaB/eHa Ha yNpoLweHMe B3aMMOLENCTBMA MEXKAY Pa3/IMYHbIMK FPYNMMPOBKAaMU BOMCK B
Xoae coBMecTHbix onepauun HATO. MNMomumo WNW B pamKax nNpoeKkTa npepnonaraercs
npoBefieHMe MoAepHU3aLUUM  BOOPYXKEHHbIXx cun  HATO nocpeactBom  macwtabHom
aBTOMaTM3aLMKM ceBepoaTnaHTuyeckoro BIMK 1 akTuBHoro sHeapeHua pobototexHuku (NATO
Allied Command Transformation, 2020). MpnopuUTETHbIMM HanNpPaBAEHUAMU A1 BHEAPEHUA U
pa3BUTMA BbllleyKa3aHHbIX TexHonorun ans HATO asnatotca pas3paboTka U NpUMeHeHue
3N1eKTPOMArHUTHOro opy*Kua, cuctembl MBO mn MPO, norncTnka, KOCMMUYECKOe NPOCTPAHCTBO,
KMbepnpoCTpPaHCTBO, BOEHHO-BO3AYLIHbIE, BOEHHO-MOPCKUE N CYyXOMYyTHbIE BOMCKA.

HecmoTps Ha sHTy3na3m HATO B pa3sutnm UM, AaHHbIN NPOLLECC MOMKET 3aTAHYTLCA UK
npPoucxoanTb HepaBHoMepHO. OAHOM U3 Hanbonee OYEBUAHBIX MPUYUH ANA ITOFO ABNAETCA
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CYLLEeCTBEHHAA PA3HULLA B PAa3BUTUM BOOPYKEHHbIX CUA MeXAY CTPaHAMMU-YNEeHaMU aNbAHCA
(Thiele, 2020). HecmoTps Ha TO, YTO 3HAuYMTeNbHaA 4YacTb rocygapcte HATO obecneuymBatoT
CBOM apMWKM BOOPYKEHMEM aMEPUKAHCKONO M COBCTBEHHOro NPOM3BOACTB (Hanpumep,
Bennkobputanua, ®panums, Utanuma, lepmaHua), ctTpaHamm, NPUCOeANHUBLLUMMUCSA K anbaHCY
B pPaMKax MATOM BOAHbI W pganee, 4O CUX MOP WUCNONb3yeTCA BOOPYXKEHWE COBETCKOro
NPOM3BOACTBA, COXPAHMBLUEECA CO BpemMeH npebbiBaHMA p[aHHbIX rocygapcts B OB/,
(Bonrapusa, PymbiHuA, BeHrpus, Yexusa, NMonbwa). MNepexog Ha BoopyKeHWe ctaHaapta HATO
conpsaxeH ¢ 6onbwMmn GUHAHCOBLIMM 3aTPaTaMm ANA HOBbIX YIEHOB a/sibAHCA, 3TOT Pa3pbIB
NpenATCcTBYeT TaKKe BHegpeHuto M. B KayecTBe BTOpPOW, HE MeHee 3HAYMMOM MPUYUHDI
3aTArMBaHma moaepHusauymm HATO, moxkHo HasBaTb 3NUU (Kasapoglu and Kirdemir, 2019).

HATO ypenuna 3HauuTenbHoe BHUMMaHue npobneme 3UNU. Tak, 3 utoHs 2020 r. Ha
odMUMaNbHOM canTe anbsHca 6blno onyb6aMKoBaHO 3asBieHMe CeBepoaTNaHTUYECKOro
COBETa O 3/IOHAMEPEHHbIX KNGEepPHETUYECKMX AEMNCTBMAX B PaMKax NaHAEMUU KOPOHaBupyca.
B AaHHOM 3aABNEHMM aNbAHC OCyXAaeT KubepaTaku, HanpaBieHHble Ha AecTabuansaunto
paboTbl MEAVUMHCKUX YYpPEeXAEHWN U HapylweHMe MOCTaBOK HeobXOoAMMbIX JIeKapCTB.
Mommmo 3TOro, coBeT 3aABnAAeT O TrOTOBHOCTM OKa3biBaTb MNOMOLbL rOCYyAapPCTBAM,
NoCTpaAaBLWMM OT AaHHbIX aTak. B none 2021 r. HATO o6BuHUA KnTait BO B31oMe cepBepoOB
Microsoft Exchange. Pag opraHusaumii, HaxoAAWMXCA Ha TeppuTopun cTpaH EBponelickoro
Coto3a, CLLUA n BennkobpuTaHMM MNOXKa/NoBa/JMUCb Ha B3/1IOM M aTaky H6OTOB Ha MOYTOBbLIN
CEPBUC CO CTOPOHbI HEWU3BECTHbIX XaKepoB. B pe3ynbTaTe penga KOMMNAHMWU MNOHEC/U
3KOHOMMYecKue notepu, a gosepue K Microsoft 6bin0 nogopsaHo. B orBeT Ha 3to HATO
TaKXe BbINYCTUN 3aABNeHME, oOcyxaatlouwee KuTall m Bblparkaloliee COAMAAPHOCTb MO
OTHOLUEHMIO K NOCTPaLaBLLNM.

Tak MAKn MHaye, roBopsa 0 mepax, NnpumeHsemblx ana 6opbbbl ¢ 3NN, cTOUT cKazaTb, YTO
Ha OAHHbIK MOMEHT B OTKpPbITbIX UCTOYHMKax HATO orpaHuumnBaeTcsa npeaynpexaeHnamm m
NMUCbMEHHbIMM 3aaBaeHnAMU. OgHaKo 06 03aboyeHHOCTM JaHHOM NPO61EMON CO CTOPOHDI
aNbAHCA roBOPUT TOT PaKT, YTO Ha AaHHbLIM MOMEHT B €ro pamMKax NpoaoaxKaeTca pa3paboTka
Ctpaterum no WW. To 3asasneHnam npeactasutenen HATO, uenb crTpatermm -—
CTaHgapTM3auma mucnonb3oaHma NN, OdunumanbHas nybamkayma aonxHa bbina coctoAaTbeA
3TUM neTom, HO 3amecTtutenb eHepanbHoro cekpetapa HATO Mwupua [K0aH3 3aABUA, UYTO
paboTa Hag AOKYMEHTOM MO-MPEeXXHEMY BeAETCA.

Ob6cyxaenune yrpo3bl 3NN B chepe UMB BeaeTcs Ha ypoBHe EBponencKkoro LeHTpa no
NPOTUBOAENCTBMIO TMOPUAHBIM Yyrpo3am, coBmecTHoro opraHa EC n HATO. [aHHblA BbI30B
CTan O4HOM M3 rNaBHbIX TEM ANA 0bCyXKAeHUA Ha BCTpeYe 3KcnepToB no KubepbesonacHocTH
B ¢eBpane 2020 r. B xome [aHHOM BCTPeEYM 3KcnepTbl obcyamnm HeobxoammocTb
obecneyvenuns 3awmTtbl oT 3UNN B TaKUX KU3HEHHO BaXKHbIX 0b6nacTAX, Kak meguuMHa WU
3HepreTuKa, a TakXe narybHble nNocneacTBMA, K KOTOPbIM MOXKeT npusectn besgencrsue.
30ecb Ke 3KcnepTbl OTMEYatoT BO3HMKHOBEHWME KaCKagHoro sddekta U nepeTeKkaHue
nocneactsnii 3MNU 13 oagHom cdepbl B gpyryto.

B BoeHHOM cdepe ocoboe BHMMaHue 3kcneptoB HATO u EC Bbi3biBaeT noTeHUMan
NPUMEHEHUA APOHOB, 3HAYUTENbHO MEHAKOWMIA NpeacTaBieHne O TPAAULMOHHbIX MEeToaax
BeaeHuA 6oeBbix aencteuin. OTcyTcTBME HEOHXOAMMOCTM MNOCTOAHHOIO YeN0BEYEeCKOro
KOHTPONA YyBE/NMYMBAET TOYHOCTb YAAPOB, CBOAUT Ha «HET» BAUAHUE YeN0BEYECKOro
daKTOpa, a TaKXKe NPUBOAMUT K YMEHbLIEHUIO IIOACKUX KEPTB AN NPUMEHAIOLWEN CTOPOHDI.
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Momumo 3TOro, AaHHOE BOOPYKEHUEe BeCbMa AOCTYNHO U AeleBo B npounssoactee. C apyroi
CTOPOHbI, peweHna NN He cTpoATcA Ha MOPasibHO-YE€0BEYECKUX COODpPaXKEHUAX, YTO Mo
MHEHUIO 3KCMEPTOB, MOMKET OKa3aTb 3HAYUTE/NbHOE BMAHME HE TOJIbKO Ha TPaAWMLMOHHbIE
cTpaTerMm KOHGAMKTOB, HO W HA HOPMATUBHO-NpaBoBble 6as3bl (gobaBum — KU Ha
NCUXONOTrMYECKME YCTAHOBKM OMNepaTopoB APOHOB).

HakoHeu, ewe ogHon yazsumon ansa 3NN cdepoir, oTmevaemor 3KCNepTHOM rpynnown,
ABnsaeTcA MHOOPMALMA, TAe BbIAENAKOTCA CMNAM-PACCbI/IKM, @ TaKXKe TEXHONOrMu Aundenk.
[aHHble TEXHONOrMKN NO03BONAKT 3QPEKTUBHO BANATb HA OOLLECTBEHHOE MHEHWE B MHTEPECAX
NPMMEHSAIOLLEN UX CTOPOHbI. OTAENbHOr0 BHMMaHUA 3aCNy)KMBAeT TOT GaKT, YTO B KayecTse
CTpaH, aKTUBHO NPUMEHAIOLWMUX AaHHble TexHonormu, akcneptol HATO n EC otmeTtnan Poccuto
n Kutan (Hybrid CoE Trend Report, 2021).

Ha ypoBHe 3aABAEHMN anbAHC OTPULLATENbHO OTHOCUTCA K arpeCCUBHOMY NMPUMEHEHUIO
TexHonornm NU. OpgHako 34ecb BO3HMKAET ABHOE MPOTUBOpPEeYMe, CBA3AHHOE C Tem, 4TO
OAHUM M3 NPUOPUTETHLIX HanpasaeHnn gna sHegpeHua U B HATO, onmpascb Ha AaHHble
yKasaHHoro Bbiwe CTpaTerMyeckoro KomaHpoBaHua HATO no TpaHcdopmaumm ABnatoTcA
BOOPYXKEHHbIE CU/Ibl, BKNKOYAA KaK UX 0OOPOHUTENbHDBIN, TAaK U HACTyNaTeNbHblI KOMMOHEHT B
TOoM uucne cuctembl MBO mn MPO (Hill and Marsan, 2018) BBC n BMC. [laHHble cucTemMbl
npumeHatotcA CeBepoaT/iaHTMYECKMM  aNbAHCOM Ha GOHEe W B KayecTBe CpeacTs
arpeccMBHOro OTCTAaMBAHMA CBOMX FEeONOJIMTUYECKUX WMHTEpecoB Ha Tepputopum Esponbl,
HaumHaa ¢ 2007 r. Cuctema PO HATO c TOro momeHTa npeTepnesna 3HayuUTesibHOe
pacwmpeHne u NpoaoKaeT MOAEPHM3UMPOBATLCA, B TOM YuMCAe NOCPeaCTBOM AKTUBHOrO
BHeapeHua UN.

Apyrum npumepom NPOBOKALMOHHOrO npumeHeHua cpeacts MM co CTOpPOHbI anbAHCa
ABNAETCA CO3[aHMe M Pa3BUTUE CUCTEMbI BO3AYLIHOW pa3BenKkun n HabnwoaeHns AGS (Alliance
Ground Surveillance). B pamkax AaHHOM cUCTEMbI yrKe 3aKynaeHo 5 BMJ/IA HoBOro nokosieHus,
a TaKXe npoBegeHa MOAEpPHM3auUMA HA3EMHOr0 M KOCMMYECKOro pasBenblBaTesibHbIX
CermeHToB, KoTopble b6yayt obecneumBaTb paboty pJaHHOM cuctembl. [poekt AGS
npegnonaraeT NOCTOAHHOE MNATPY/IMPOBAHME AAHHbIX BECNUNOTHUKOB B MEXAYHAPOALHOM
BO34YLWHOM MNPOCTPAHCTBE U B NPUrpaHMYHOM BO3aywHOM npoctpaHctBe HATO. YuntbiBan
perynspHble naTpy/ibHble nonetbl camonetoB AWACS B6/iM3M OT POCCUIACKMX TpPaHUL,
CO34aHNe M 3aKpenneHne elle ogHOM pa3BeablBaTe/IbHOM CUCTEMbBI, AEMUCTBYIOLLEN, K TOMY
e, Ha ocHose WU, moxeT BHECTU AOMNOJHUTENIbHble BOEHHble PUCKU. Takxke 3To maet
Bpa3pe3 ¢ no3muymen HATO oTHocUTeNbHO NpumeHeHna MU ana [oCTUKEHUS NMONUTUYECKUX
MHTEpPEeCOoB.

Tak nam mHave, CeBepoOaTNAHTUYECKMI ANIbAHC CKOpee MOJIOKUTENbHO BOCNPUHUMAET
BHeapeHue NN, KOTopbI HaXOANTCS B CNUCKE «HOBbIX U NMPOPbIBHbIX TEXHONOTNIAY, HAPaBHE C
aBTOHOMHbIMMU W KBAHTOBbIMU TexHoNOrMAMMU. NOMMMO 3TOro, peanmsyroTca pass/inyHble
NPOEKTbI anbsAHCa No BHeapeHUto MU B duHaHCOBYIO chepy, NOFMCTUKY U BOEHHYIO oTpacab. C
APYron CTOPOHbI, B 3TOM rogy Ha4vanacb paborta no nogrotoskn Crpatermn UWN, uenbto
KoTopol aBnsetrca GOpMUPOBaAHME «NPABUN» MPUMEHEHUS OAHHOrO HOBLUECTBA, a TaKXe
npotnsoaenctana 3MNU co cTopoHbl NOTEHLUMANBHbIX MPOTUBHUKOB. MpK 3TOM, HECMOTPSA Ha
HeraTUBHOe OTHOWEHMe K WUCNONb30BaHUK  TexHonormn WU ana  AocTuXKeHwms
BHeLHenoAnTnyecknx nHrepecos, HATO HepegKko npuberaet K gaHHOMY CpeacTBy, B TOM
yncne ANA BbINOJHEHUA CBOUX reONO/IMTUYECKUX 3a4au.
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Aundenkn KaKk  yrposa MHPOPMaALMOHHO-NCUXOIOrMUYECKOIA
6e3onacHOCTM IMYHOCTU U obecTBa: B3rnag EBponeiickoro cotosa

Mo6osb LLUImaTKoBa

TpaAUUMOHHO nog AMNPEeNKOM MOHMMAOT TEXHONIOTUI0 CO3A4aHMA C nomollbio UU
PEeanuUCTUYHOro ayamo- U BUAEOKOHTEHTa. B camom NOHATUM OTparkeHa KOMbMHauua AByX
TEepMMHOB: «rnybokoe obyuyeHune» (deep learning) n «nopaenka» (fake). MepBoe asnsetca
NoATUMNOM MALWWMHHOIO 0by4YeHWA, B PaMKax KOTOPOro WMCKYCCTBEHHble HEWPOHHble CeTu
obyyatoTca Ha 6bonbwmnx 0b6bemax AaHHbIX, BTOPOE YKa3blBAET Ha XapPaKTepPUCTUKY UTOTOBOro
NPOAYKTa.

HecmoTpss Ha TO, YTO TEXHOJIOrMA SBASAETCA OTHOCUTE/IbHO HOBOM W MCNONb3yeTcs
NPEVMYLLECTBEHHO AR CO34aHMA PEKNAaMHOIo W pPa3BAEKaTeNbHOTO0 KOHTEHTa, LWMPOKO
obcyKpaeTca NpaKTUYEeCKM NOoJse3HbIM noTeHuman aunderkos ana apyrux obnacten. K
BO3MOXHbIM chepam NMPMMEHEHUA OAAHHOM TEXHOIOTMK OTHOCAT obpasoBaHue (Hanpumep,
HarnAagHoe NpeacTaBNeHME UCTOPUYECKUX CODObITUM B pamMKax LIKOAbHOMO OOy4eHWA Wau
MOAEeNMpoBaHNE YeN0BEYECKOro NoBeAeHMA MPU U3YYEHUU COLMANbHbIX HayK), UCKYCCTBO
(npexxae Bcero, B 06/1acTM KMHEmMaTorpadmumn u catmpbl), MeanumHa (HayyHble uccaenoBaHums
6MoTeXHONOrNI), counanbHan chepa (419 PEKOHCTPYKUUM UL, UAU CO34aHMA COBCTBEHHOTO
rofoca y ntogen, Nofy4ymBLUNX YBEYbE MM CTPASAIOLWNX HEKOTOPbIMM GOpMaMKn napanmya)
(Chesney and Citron, 2019).

OpHaKo co3gaHue anndeinkoB Bce Yallle pacCMaTpMBaETCA Kak oAgHa U3 NOTEHLMaNbHO
Hanbonee onacHbix popm 3UNN. I3TO cBA3AHO KaK CO cneumMPrKOM camomr TEXHONOMMU, TaK U C
ocobeHHOCTAMM COBPEMEHHOro MHGOPMALMOHHOrO pa3BuTUA. Bo-nepsblX,
becnpeueaeHTHOMW CKOPOCTbIO nepeaayn MHpopmaumMm B COBPEMEHHOM mMupe: bnaroaaps
6bicTPOMY U gocTynHOMY WHTepHeTy o0bmeH coobWeHMAMMU MNPOUCXOAUT MNPAKTUYECKU
MrHOBEHHO. BO-BTOpbIX, BbICOKMM YPOBHEM OXBaTa: COLiMaNbHble CETU U MeCCeHXKepbl
obecneunBaloT  pacnpocTpaHeHne  UHPopmaumnm  cpeanm  AECATKOB  MWUIJIMOHOB
nonb3oBartesien. B-TpeTbux, obbemamun nepepaBaemon MHPOPMaLMWU: HAAMYME MNJIOTHOrO
NOTOKa NMOCTOAHHO OOHOBAAKLWMXCA HOBOCTEM CHMXKAET CNOCOOBHOCTb 6ObLIMHCTBA toAen K
X KPUTUYECKOMY BOCMPUATUIO. B TO Ke BpemaA KayecTBO M AOCTYNHOCTb MHCTPYMEHTOB AN
co3gaHua AundeinkoB NpoaonkKaeT noBblwaTbcsa. Kak cneacteue, TexHonorma aundenkos
AB/IAETCA YrPO30M He TONIbKO OTAENbHbIM N0AAM, KOTOPble MOTYT CTaTb epTBamu obmaHa,
HO 06LWEeCcTBY M rocyaapcTBy B LE/IOM, TaK KaK YUCNO BBeAEeHHbIX B 3abnyxkaeHue ntoaen
MOXKET BbITb KPUTUYECKM BEJTUKO.

Kpome TOro, Kak oTmevaeTcA B JOKNafde HuaepnaHackoro WMHctutyta Patenay,
TeXHoNOrMA aMndenKoB He TONIbKO ABAAETCA NOTEHLMANbHO OMACHOM Ha Pa3HbIX COLMANbHbIX
YPOBHAX (MHAMBUAYANIbHOM, OPraHM3aUMOHHOM, HALMOHAJIbHOM), HO U HECeT PUCKMU
NPUYMHEHUA Bpeaa Pa3HOro XapaKTepa: NCUXoNornyeckoro (Kneseta, 3anyrmpaHue, nogpbis
nosepua), GUHAHCOBOrO (BbIMOraTeNbCTBO, KpaKa JIMYHbIX [AAHHbLIX, MOLUEHHUYECTBO,
pPenyTauMoHHbIN yuwepb), coumanbHoro (yuepb sKOHOMMYECKOM CTabUNbHOCTU, AEMOKPATUM,
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npaBoCyAMio, HaUMOHaNbHOM 6e30MacHOCTU, MeXKAYHapoAHbIM oTHoweHusam) (Tackling
deepfakes, 2021).

Bcé 3TO OTKpbIBAaET BO3MOMHOCTb A1 COBEpLUIEHUs pada 3/710ynoTpebneHnin u
NPOTMBOMNPABHbIX AEWCTBUIM C MOMOLLbID PacCMaTPUBAEMOMN TEXHONOTMU: OT HapyLUeHuA
aBTOPCKUX MpPaB A0 pPa3KUraHusa coumanbHbiX BonHeHM. CornacHo aHanusy EBponeiickoro
nonuvueinckoro arentctea (EBponon), MOMKHO BbIAENUTb HECKONbKO MNOTEHLUMaNbHbIX
cueHapueB MUCNO/Ib30BaHMA AuNGEnKoB AnsA NpoTuBonpasHbiX uenel (Malicious Uses and
Abuses, 2020).

Bo-nepBblx, 3TO NpuUMeHeHWe  AuNPenKoB  ANA  NPOBeAeHUs  KamnaHui
Ae3nHOopMaunMK, a TaKKe C LeNblo BMEeLaTeNbCTBa B BblOOPbI, Pa3’KMUraHMA COLMANbHbIX
KOHGNMKTOB MM 06LWecTBEHHbIX becnopsaakos. Mpumepamn Takoro UCMob30BaHMA MOXKET
CAYWUTb  KamnaHua  Ae3nHbopmaumm C  MOMOLLbD  MACCOBOrO  PacnpoCTPaHEHMUIO
npaBAonoao06Horo danbwmBoro ayanoBM3yasibHOro KOHTEHTa C yyactvem
BbICOKOMOCTAB/IEHHbIX FOCYAaPCTBEHHbIX YAHOBHUKOB.

Bo-BTOpbIX, BO3MOXHO OCYLLECTB/IEHME KPYNHOr0 MOLIEHHMYECTBA C LEHHbIMMU
bymaramu, Hanpumep, C Wcnonb3oBaHMeM GanblMBbIX BUAEO- M ayAnmo3anucen c
PYKOBOAUTENAMMW KPYMHbIX KOMMNAHUM, YTO MOXKET NPMBOANUTb K Pe3KMM KonebaHus LeH Ha
doHpoBon Guprke. Kpome Toro, ¢anblimBble ayaMo- M BMAeO coobLEeHUA moryT 6biTb
MCNOMb30BaHbl NPECTYNHUKAaMW ANA MOYyYeHUA KOMMEPYECKOM TalHbl KOMMAAHUW WK
KOHOUAEHUMANbHbIX AaHHbIX MNyTeM BBeAEeHWAs B 3abAyKAeHUA COTPyAHWKOB. byayuum
onyb/inKoBaHa, Takaa yKpageHHas MHPOPMaAUUA MOXKET CEPbe3HO MOBAMATL Ha CTOMMOCTb
aKuMM KomnaHun. MacwTtabHoe ncnonb3oBaHUN ANNGENKoB MOWEHHMKAMWN MOXKET HaHEeCTH
Cepbe3Hy yrpo3sy ctTabuabHOCTU MUPOBOM PUHAHCOBOM CUCTEMDbI.

Ewe oaHOM popmMOi NPOTUBONPABHONO MCMNO/Ib30BAHMNA TEXHO/IOTUN AUNDENKOB MOXKET
CTaTb COBEPLUEHME OHNANH-NPEeCcTYNNIeHNUN B OTHOWEHUN aeTei. HecmoTpsa Ha Hanuume Ha
MeKAYHAapPOAHOM YPOBHE KOHCEHCyca O HeobXOAMMOCTM COrNacoBaHUA MeXAYHapoAHbIX
MEexXaHM3MOB 3allMTbl AeTel OT Haubonee W3OWPEHHbIX Yrpo3 OHNAWH (Hanpumep,
CEeKCyanbHOM 3KcnayaTaumm wu OynnuHra), apdeKTuBHble Mepbl MNPOTUBOAEUCTBUSA ISTUM
npectynieHnMam Bce ewe paspaboTtaHbl. Wcnonb3oBaHue AnNdEnKoB CyLECTBEHHO
MOBbIWAET PUCKM B I3TON cdepe: BO3MONKHOCTb T[EHEPUPOBAHUSA KOHTEHTA MNyTem
npeobpa3oBaHUsA B3POCAbIX ML, B AETCKME MOXKET MUCNONb30BaTbCA ANA LAHTA)Ka, a TaKXKe
3aTpyAHseT NpuBAEYEHME K OTBETCTBEHHOCTM NPECTYNHUKOB.

Kpome Toro, cepbe3Hoi NOTeHLMUaNnbHOM yrpo3oi asnaetcs 6onee cnoxHaa dopma
BbIMOraTenbCTBa, KOraa nog Yrpo3ol pacnpoCTpaHeHus noAanenibHOro BWAEO, KOTOpoe
MOKET HaHeCTH yuepb penyTaunm }KepTBbl, NPECTYNMHUKM MOJy4atoT BOSMOXKHOCTb TpeboBaTb
He TONbKO AEHEXHbIA BbIKYN, HO U UEHHY MHbopmauuto. ITa dopma BbiIMOraTenbCTBa
MOXKeT OblTb COBMELLEHa C aTakon nporpammbl-BbiMoratens. B cayyae, ecam pedb naet ob
yrpo3ax B OTHOWEHUM NYyO6AMYHOU GUrypbl UM TOCYAapPCTBEHHOro AeATens, noc/ieacTBus
MOTYT UMeTb r106anbHOe 3HaYeHue.

AyanoBM3yanbHbIA KOHTEHT, CO34aHHbIN C MNOMOLWbD Aundenkos, MOXKeT bObITb
3/10HAMEPEHO WCMONb30BaH B KayecTBE [0Ka3aTeNbCTB A8 BAWSHWUSA Ha pes3y/bTaTbl
YroJIOBHOrO paccsiefoBaHua u cyaebHoro pasbupatenbctsa. PacnpocTtpaHeHuMe nNogo6HbIX
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danbwmBbIX MaTepuanos byayT CTaBUTb NOA COMHEHWE ayaMoBM3yasibHble A0KA3aTeNbCTBA
KaK Lenyto KaTeropuio.

CneanyeT, 04HAKO, MPUHATbL BO BHMMaHMe, YTO pe3y/bTaT BO3AeNCTBMA AUNEKos,
0CO6EHHO MCNONb3yeMbiX B Lenax Ae3nHGopmauumn, He ABAAETCS OONTOCPOYHbIM U MMeeT
KPaTKOBPEMEHHbIN 3pPeKT (TaK HasbiBaemoe «OKHO 3PpPeKTUBHOCTM»). ITO KayecTBO
cnocobcTByeT TOMy, YTO AUNGENKM MOTYT MMETb peluatolme 3HaYeHne Npu HemealeHHOM
SMOUMOHANbHON peakumun, uam B o06CTOATENbCTBAX, KOrga WMeeT 3HayeHue Bpems,
Hanpumep, B nocneaHMn aeHb nepen Bblbopamm (Malicious Uses and Abuses, 2020).
CnepoBaTeNbHO, MPUHUMNMANABHO BaXX€H MOMEHT NOABAEHMA MNOA0OHOrO0 KOHTEHTA Mo
OTHOLIEHMIO K 3HAYMMbIM COUMANbHBIM M MOAUTUYECKMM COBbITUAM Man B cdepax, rae
CKOPOCTb PAcNpOCTPaHEeHMA TOYHOM MHPOPMALLMN MOXKET OKa3aTb CyLLECTBEHHOE BANAHME Ha
npoueccol (Kak Ha GOHA0BOM PbIHKE).

XOTA KAKYEBbIM MHCTPYMEHTOM NPOTMBOAENCTBUA 3/1IOHAMEPEHHOMY MCMO/b30BAHMIO
AMNdENKOB OCTAOTCA MEeTOoAbl MX TEXHMYECKOrO BbIABNEHMA WM PACNO3HaBaHWA, a TaKXKe
rmbkoe npasoBoe perynmpoBaHune (Meskys et al., 2019), pekomeHayeTcs yaenaTb BHUMaHNE
COLMANbHO-NCUXONOIMYECKMM acnekTam. TaK KaK ypoBeHb MHGOPMUPOBAHHOCTU HAce/ieHUA
06 yrposax Takoro poa BCe elLE OCTAaeTCA HEBbICOKMM, peLuatolme 3HaYeHNe MOXKET UMETb
aKTUBMU3ALMA YCUINIM NO NOBbLIWEHNIO OCBEAOMNEHHOCTU O AnndenKax.
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3aKkawuyeHue

MNpeacTaBneHHble AOKNaAbl U HayyHaa AUCKYCCUA B XoA4e NpoBeAeHHbIX CEMUHAPOB
BbIABUAM KOMNAEKCHOCTb npobaembl 3NN, Tpebylollyto KOMMIEKCHbIX PeLleHUn C ONOpPoiA
Ha MeXAUCUMNIMHApPHble nccneposaHmnAa. Ha ocHose usydyeHma 3UUUN Kak yrposbl UMB B
CeBepo-BocTouHOM A3nm (Kak aBTopamm A0KNAL0B COOPHMKA, TaK U Honee WMPOKMUM Kpyrom
CNeunanncToB — Koniektueom npoekta Ne21-514-92001 POOU n BAOH, mexayHapoaHoOM
rpynnon no uccaenoBaHuo yrpo3 mexkayHapoaHoit UMB nocpeactsom 3UMUU (Research
MUAI)), MOXHO BblAENUTb UEeNbln psf, HanpasAeHWM byaywmx uccnegoBaHuin. Huke —
TO/IbKO HEKOTOPbIE U3 HUX:

® OLEHKa B/AMAHMA OCODBEHHOCTEN COBPEMEHHbIX KynbTyp (B TOM uucne B
NONINTUYECKOM, AE/I0BOM acneKTax), BKyne C aKTya/lbHbIMW 3KOHOMWYECKUMM,
NOIMTUYECKMM UM COLMANIbHbIMU YC/IOBUAMMW, Ha BOCNpUATME WHOOPMaLUK
AYAUTOPUAMM B PA3HbIX CTPAHAX;

® OUEHKa NCUXO/IOTMYECKOM YA3BUMOCTU ayaUTOPUIA B PasHbiX CTpaHaxX, KOTOPbIMMU
MOTYT BOCMONb30BaThcA cydbekTbl 3UUN;

e onpegeneHne BepoATHOCTM U cueHapues 3NN Ha ocHOBe ypOBHA Pa3BUTUA U
AoctynHoctn UM B TOM MAKM MHOM CTpaHe UM PernoHe, a Takke B rnobanbHoOm
macwTtabe;

® OUEHKAa MHCTPYMEHTapUA, KOTOPbIM yKe AOCTYNeH arpecCMBHbIM NOAUTUYECKUM
aKTOopam 1 nossutca B byaywem ana ocyuwecrtsnenma 3NN npotus UMB;

e BbiABNEHWE BO3MOXKHOCTEM W cnocoboB npepoTsBpaweHna Takoro 3UUN n
NPOTUBOAENCTBUA €My, MWHUMWU3AUMMU €ro HeraTMBHOro WHPOPMaALMOHHO-
MCUXONOrMYECKOro BANAHUSA;

e pa3paboTKa pekomeHzaumm no  MNPOTUBOAEWCTBUID  Yrpo3am NMe,
obycnoBneHHbim  3UUWN, ana  rocydapCTBEHHbIX  OPraHoB,  MHCTUTYTOB
rpa*kgaHCKoro obuecrtsa, BU3HeC-CTPYKTYp.

[ns pelweHna aTUX U Apyrux 3agady HeobxoAMMo co3gaHne KPYNHbIX MeXAYHapPOAHbIX
NabopaTtopuin, B KOTOPbIX YyYUTbIBANMUCb Obl HOBeMLIME OOCTUNKEHWUS CTPaH-TNAEPOB, Kak B
chepe TeXHMYECKMX, TaK U B chepe rymaHuUTapHbIX HayK. PaboTa no co3paHuio TaKux
nabopaTopuit y:ke akTUBHO NPOBOAUTCA. YacTblo ee cTan n NPoekKT, PuHaHCcUpyemblt PODU u
BAOH, B pamKax KOTOpOro NoAroToBAeH 3TOT COOPHUK, MO/IOKMBLUMIN OCHOBY Aa/ibHelLen
COBMECTHON paboTe MOnoAbiX CNeunasnctoB M3 pasHbIX CTpaH. HayyHoe coTpyaHMYecTBo
Poccun u BbeTHama, cnocobHoe obecneynTb B3BELUEHHbIM «B3rAs4, CO CTOPOHbI» Ha
npoucxoasliee B APYrMX CTPaHax, MOMXET CcTaTb MposioroM K 6osiee WKMPOKOMY
MeXAYHapoaAHOMY coTpyaHu4YecTBy B 6opbbe ¢ yrposamm 3NN B chepe UMB.
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NHdopmauma 06 aBTopax

XaBbep AHUAC (Kyba) — cTyaeHT marnctpaTypbl, UHXeHep-nporpammucT B Jlabopatopuu
Mo N3YYEHUIO NCKYCCTBEHHOIO UHTENNIEKTa, YHMUBEPCUTET MHPOPMATUKKN, [aBaHa.

PaitHen BATUCTA (Kyb6a) — rnaBHbIM npenogasBatenb U pyKoBoauTenb HauMoOHaNbHOM
WHXXEHEepHOoM Nporpammbl No KnbepbesonacHocTH, YHUBepcHUTeT MHGOPMaTUKKM, [aBaHa.

Banepua WropesHa BYJIBA (Poccms) — 3KcnepT, NOMOLWHMK aupeKkTopa LleHTpa
MeXAYHAPOAHOM MHGOPMAUMOHHOM 6e30MacHOCTM M HAYYHO-TEXHOJIOTUYECKOM MONIUTUKN,
MOCKOBCKUI rOCYyAapCTBEHHbIA MHCTUTYT MeXKAYHapOAHbIX OTHowWweHun (yHuepcuTeT) MUL,
Poccun.

KOpwmii OpbeBuy KOJTOTAEB (Poccuna) — acnupanT, CaHKT-MeTepbyprckuii rocy4apCcTBEHHbIN
YHUBEpPCUTET.

Dapba OneroBHa MATALUOBA (Poccua) — cTyaeHTKa marnctpatypbl, CaHKT-MeTepbyprckuii
rocyapCTBeHHbIN YHUBEPCUTET.

EkatepuHa AHppeeBHa MMWUXANIEBUY (Poccus) — acnupaHTka, CaHkT-MeTepbyprckuii
rocy4apCTBEHHbIN YHUBEPCUTET.

Kannakypu PAOXAKPULLHA (MHauA) — cTygeHT  maructpatypbl, MexayHapoaHas
nabopatopuAa NpPUKNASHbIX CeTeBbIX MUCCnenoBaHWM, HauMoHanbHbIM  UcCcneaoBaTeNbCKUM
yHuBepcuTeT «BbiClwasn WKoNa IKOHOMUKN», MoCKBa.

Nuomap POAPUFEC (Kyba) — MHMKeHep-nporpammuct, LleHTp TenemaTuku, YHuBepcuteT
NHPOpPMATHKK, MaBaHa.

Cepreii AnekcanHgposuy CEBEKUH (Poccua) — KaHAMAAT WUCTOPUYECKUX  HaAYK,
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GlobalStratCom

Russia

is developing cooperation with different regions of the world. The
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studies and strategic communication. The following are currently in progress:

European — Russian Communication Management Network (EU-RU-CM Network)
Russian — Latin American Strategic Studies Association (RLASSA)

Leading scholars, heads, and responsible employees of public and private structures and
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The collection presents the papers of young researchers on the issues of the malicious use of
artificial intelligence to undermine the psychological security of society. The papers,
presented at research seminars at Saint Petersburg State University and the Diplomatic
Academy of the Russian Ministry of Foreign Affairs in the fall of 2021, contain both an analysis
of politically motivated threats to the psychological security of individual countries and
regions (paying special attention to the situation in Northeast Asia) and assessments of the
current and future threats of the malicious use of certain artificial intelligence technologies,
such as deepfakes.
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