Advanced Technologiesand Psychological Warfare Focusingon Latin
America
(Results ofconferencesyound tables and workshops of Russian researchers in
South America)August 271 September 102018

The poltical landscape in Latin Americehanges drastically and very quickly nomfter the
symptoms of decinef t he @dLekweflalnyears ago one can
right-centrist neoliberal models of the developmemhether it isin Argentina where the national
currency dropped for 25% percent only at the time of the visit of the Russian researchers or
systenic crisis in Brazil. The Left candidateonthe presidential elections in Mexico in July 2018 and
the Left have a chance to wihe preidential elections in Brazil in October (or at least to show that
they continue to be an influential force in this country). The symptompadial and unstable
stabilization of the situation one can see in Venezuela. And perhaps, that isendecrety-general
of the Organization of American States (OAS) based in Washinyi@n Luis Almagro, said recently
that a "military intervention” to "overthrow" Nicolas Maduro's government cannot be ruled out.

No need to explain thakhelocal economic and social problems are accompanied by hot politica
clashes and psychological warfare. The advanced technologies play now and much more in future
important role in social changes and in the political struggle in the region amealhe world. The
psychological warfare itself more often use new tools and instruments based on the sophistic:
technologies Some aspects of these processes were analyzed by Russian researchers at diff
academic events during their trip acr@&msithAmericain Argentina, Uruguay and Brazil.

DSc. Prof. Evgeny Pashentsdsading researcher at the Institute of Contemporary Internationa
Studies of theDiplomatic Academyof the Ministry of Foreign Affairs of the Russian Federation
director of the International Centre for Social and Political Studies and Consuligie$Q and
coordinator of the Russiain Latin American Strategic Studies AssociatidRLASSA) and Dr. Olga

Polunina,a researcher at the ICSPSC took padeareral academic events in Argentina and Uruguay
in August 2018.Konstantin Pantserev, a coordinator of African Strategic Studies at the ICSPSC a
professor at SairPetersburg State University joined them in BraZihe trip was organized and
supported by ICSPSC, RLASSA with a kind assistance of theingra in the countries of Latin
America. Prof. Darya Bazarkina and MR i e g o  Jntermi@weeé the Russian researcharsl
presented the following summary of the tapd theposttrip analysisof Russian specialists

On 27 o f August Russian researchers contrib
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relatiors established on 15June 1978 for the purposes of stimulating the study and discussion
international relations issues, political and economic anabsasultural relations.

The workshop was organized with the hel@of Carola Ramon Brjano andr. Paulo BottaThe
moderator of the workshopwasr i el Gonz 8l ez Levaggi

Prof. Pashentsedraws attention torecent reports, such as from the UN, the World Economic
Forum, the Bank of America, Merill Lynch, the McKinsey Global Institute, Oxford University on the
tendenges on the labour markets. 30% or more jobs will disappear in the corBnde2ades as a
result of processes of the robotisation of manufacturing, finance, services, and management; this
includes highpaying positionsThe optimists consider that historysome jobs disappeared and new
jobs appeared in their place, a progressdtion, nothing fundamentally new and dangerdiis
according to Evgeny Pashentseg are for the first time in history on the way towards the complete
(but far from instar@neous) extinction of uncreative activiti@fie speakegave his assessment of the
possible ways to overcome the negative aspects of the technological revolution.

Long periods of social stagnation or rapid development in the conditions of rivalry oélsever
geopolitical coalitions seem unlikelgontinued Prof. Pashentsévlong period of stagnationdue to
limited natural resources, growing environmental problems, a rise in income polarisation, internatio
tensions and other factors, is practically impossiblee mankind issimply not to survive for a long
period of time without radical progressiwchanges. Theapid development in the framework of
global rivalry will only accelerate the introduction of the latest revolutionary technologies, which i
turn will inevitably lead to qualitative changes in society. The forces of revolution and counte
revolution in such historical periods always grow together, though not uniformly and simultaneous
At the same time, it is not always easy, especially in the initial stages, to distinguish the grain from
chaff, the flowers of the revolution from theumerous voids. The new technological revolution
(including roboticsand the creation of artificial intelligence, the rapid development of genetics etc.) |
gaining strengthlt poses not only problems, but also offers their solution at a new qualitaiele le
There are excellent opportunities for a rapid breakthrough in the developntketotintriesof Latin
America but this requires appropriate global and national prerequisites. First of all, the prevention c
new, and perhaps the last in the higtof mankind, nuclear world war and the restructuring of the
system of international relations on a fair basis, which, in turn, requires radical progressive social

political changes in developed and developing countries concluded the speaker.



Prof. Pashentsev and Dr. Polunina at CARI"a7August 2018.

Dr. Polunina analyzed the role of informational impaathether it is providing information or
informational violence.

More than fifteen Argentinean specialistsinternational relationgs wellas some diplomats
from other countriesook part in the discussion during the seminar. Most important question
concerned the role of Russia and Latin America in overcoming the global threats and challenges, s
predictions about nearest communicatiorfature and any positive perspectives of digital
communications.

Also on the27" of Augustby kind invitation of Mr. Juan Battaleméhe Director of Defence
M.A. Programmeat the University of National Defence&J{IDEF) and Government Advisor on
Cybersectity Issues Prof. Pashentsev visited UNDEF. He submitted a lecture on topic
Contemporary Strategic Psychological Warfdog the paricipants of theProgramme who arfsom
different countries of Latin America, Africa and Asia.

Prof. Pashentsev markdtat psychological warfare has several levels: tactical, operational an
strategic of which each solves a specific task. The most important level is the strategic which aim
the direction of the development of a particular country or the internatigsi@ing as a whole in a for
the leading actor desirable direction. Very often the object to which the psychological impact

directed is not aware of the character and the real scope efdongperations that are modifying its
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mode of thinking and behaouir. In sociepolitical terms, strategic psychological warfare (SPW) is the
explicit and implicitlongt er m f ocused psychological | muatect
inter-state and nostate actors) attempts to inflict damage and/ or thediggion (or assignment) of

intangible assets on the other side in order to win in the material sphere.

The speaker analyzed castdies of psychological warfafeom different @untries and made
some forecasts on the prospects for a closer symbiosigWf ®ith advanced technologieBor
example some attention was given to the schemes and current practice of the psychological wa
against Venezuela&Chinaand Russian the international arerend some of their response measures.
Prof. Pashentseanalyzed usingopensourcesthe processf integration of advancettchnologies in
full spectrumSPW and some alarming consequences of this process for the international security.

e - oeooe -
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After the lectureProf. Pashentsev with the participants of Breéence M.A. Programme at UNDEF."™27
of August 2018.

Next by invitation of Dr. Paulo Bott&rof. Rashentsev submitted a lectuaeUniversidad de
Ciencias Empresariales y SocialBsienos Aires where he put an accent on the consequences of tl
psychological warfare on business and political procebtefriedinter alia to prove serious threats
SPW instrumentsbeing used against big business in geopolitical clashes. For examgetober
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2016, Russian news outlet RBC reported that there ateleast seven companies registered between
March and July 2016 in the UKith names similar to weknown Russian firms. The company names
registered in Britain were Rosneft Oil Company Ltd, PJSC Tatneft Ltd, JSC Transneft Ltd, C
Company LUKOIL Ltd,Surgutneftegas Ltd, PJSOC Bashneft Ltd, and Public Joint Stock Compar
Gazprom Neft Ltd. The companies were fakes and did not have any connection with the real Rus
companies, despite the fraudulent scheme to be registered as managed by the santbgicasotise

top managers of the real companies. The registration of limited companies with standard charte
easily done online in 24 hours and only <co
companies have won appeals and lawsuits in the ttJKave their fraudulent and unconnected
6doppel ganger s 6 removeay froet the rUK dConmpanies 2Housdy according to court
rulings. If RBC did not ring the alarm bell, there would not have been such reaction by Russi
companies, and mainstreanedim could potentially have spread disinformation connected with the
activities of secalled big Russian oil companies in the WKted the speakerThe lectureawoke an
interest of the international business MA programst@dentscoming from the countriesf Latin
America, the EU and the USAuring the trp the Russian researchers warterviewed bylocal

electronicmedia.

.. -f'.
“Mr. Mariano Corbino, founder dflente InterNazionale
interviewed Prof. Pashentsev in Buenos Aires

On 30" of August Prof. Evgenfashentsev aridr. OlgaPoluninavisited theUniversity of the

RepubliclUni ver si dad ,dometimed)ddiad pviidh Is the raost important, oldest, and
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largest university of Uruguay. It was founded on 18 July in Montevideo, where most of its buildings
and facilities are still located. Russian researctwk parttherein the research seminar with master
students specializing in international relatiohgha Faculty of Social Sciencda theinvitation and
organization of this event to@n actvep ar t t he researchers of the
Fer ng8ndez LotheraiTheitapig @& theawortkshop was about the new theatres artbdset

of contemporary warfare with special reference to the issues of psychological warfare.

According to Prof. Pashentsevthee c hnol ogiesevofufipseaadar e use
order to prevent a democraticaltyiented way out of therisis. In practice, the democracy in this case
being used as a front for advancing forces, policies, and goals which then bear little resemblanc
democracy as such. When authentic democratic forces are weak, it is possible to establish pse
democrai bodi es which | ead the frevolutionodo fo

means of communication methods.

When the government tries to defend itseltf
mass media and rumours are deployed cr easi ng active support
Aoppositiono against the fibloody regimeo bot
initially, the display of victims is carefully organized, later due to escalation, produicitenee and
chaos, massacres are inevitable as the regime loses power, and society risks to engulf in violent
In case of an open crisis, people are ready to appeal to arms, and violence becomes massive anc
and more indiscriminate. If constant myulations through mass media are further added, the boiling
pot of social discontent is no longer containable. The unleashing of such chaos and Viodgnce
regime change management by means of chaos and viélexciides and blocks the development of

genuine democracy.

Casestudies of PS©Ps sampled manipulative techniquasd instrumentspther illustrations of
contemporarypsychological warfare aroused huge interest and vivid discussion among Sttiaknt
also shared their concerns about current events, provided some interesting examples and showe

desire to learn more about strategganmunication.



‘

Prof. Pashentsev at the research semidiaiversity of the Republic30" of August 2018.

Dr. Polunina spoke abouthe phenomenon of psychologicavarfare, its global and
interdisciplinary character. She also dwelled upon global virtual space and its role in forming puk
consciousness. One the most important requiresnént successful actions inhe sphere of
psychological warfaras creating conductive inner and outer conditions for putting mechanisms c¢
concealed or latent management by nsexrnnformational expansion. It is the process of establishing
control above the strategic resource$rimational and communicational structure and national mass
media, intensifying own mass media on the informational and virtual spaces of the object interes
This topic also produced interest among the students and they continued asking questiatigitbout

communications, about recommendations how to stay alert for manipulations and so on.



At the research seminar: Dr. Polunina talks at the research sebhimatsity of the Republic.
30" of August 2018.

After the seminaProf. Pashentsewa s i nt r oduced ,the DeBrrofhe Eacuktyg o
of Social SciencesAt the meeting with him Prof. Pashentdeied to focus on the opportunitiésr
mutual collaboration on the basis ®LASSA between Russian and Uruguayan specialists
international relationdRussian researchers received as a gift a selection of monographs and collecti
of articlesfrom the faculty.

On 3 i 5" Segember 2018 Prof. Pashentsev, Prof. Pantsebev,Polunina took part in a
conference inS « o PEhe 1dbNational Meeting of theBrazilian Defere Studies Association
(ENABED) was hosted by the University & « Baulo unitedseveral hundreds adpecialists in
military studies, international securignd international relationsot only from Brazil but from other
countries of Latin AmericaWi t h 't he t heme ANati onal Defense
Crisis: Sovereignt y tha Nationd etiogwasaineydto developDagpingrame 0
to strengthen nationaecurity from a democratic perspective, when some of the country's strateg
sectors of the economy and defense sector are being under the attgeksatdnattempts are being

made to impose unusual policing functions on the armed foftesfact that among the participants
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of the meeting there was approximately equal represemtaf civil and military meansamong other
things, a existence of aufficiently powerful barrier to the use of armed forces for-dathocratic
purposes. Thecspe of issues cussed and the high professiofatd of many subject sections
reflectsthe country's great research potential in the field of security, which should be used as mucl
possible in solving acute problems of the country. fHogthatthey arereally sharpandrequiretheir
immediatesolution acknowledgé in their papersnanyENABED participants

D

At the opening session of tEENABED. 3" of September 2018.



Discussion®n the sidelines of the ABED conference.
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Coordinatorsf theRussiari Latin American Strategic Studies Associati®iLASSA)
Prof. Evgeny Pashentsev and Pidf® c t or  EPieriresAt tie ENABED.
4" of Septembe018.
At the background from the left to the right:PraAfm©nci o Jor ge Si |l va Nu
andProf. Samuel Alves Soares.

Prof. Pashentserrof. Pantserexand Dr.Polunina were invited to ENABED by ProAlcides
Costa Vaz, the President of the Brazillaaeferce Studies Associatioto takepart in the round table
ABattlefields, met hods and i nstr ume fdf Septenfber.wa
The round table was organized with the great support on behalf of Prof. Hector Lui¥ 8@t

Director of the Institute of Public Policy and International Relatianshe State University of Sao

Paulo (UNESP). The moderator of the round table Wasf. Am©nci o Jorge Silva
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