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Introduction
Latin American countries are experiencing a difficult time of stagnant economy, which has
turned into a serious downturn in the context of the coronavirus pandemic, growing sociopolitical tensions, and acute geopolitical competition for resources and influence in the region.
The use of advanced technologies can both facilitate the solution of acute problems in Latin
America and further aggravate them. This is, not least of all, the case for artificial intelligence
(AI), whose use is growing rapidly in Latin America.
In this report, we try to prove that malicious use of AI (MUAI) elevates threats to national
psychological security (NPS) and international psychological security (IPS) in Latin America to a
qualitatively new level, which can seriously damage the social, economic and political climate
in the near future, and thus requires adequate assessment and reaction.
To address this issue, the report in Part 1 briefly provides an orientation in general issues
of MUAI and IPS, defining the purpose, objectives, classifications and threats of MUAI. Next, in
Part 2, we assess the main threats of MUAI to NPS and IPS in Latin America. Finally, in Part 3,
we give a summary of personal impressions of our stay in Cuba and Mexico from the end of
January to the beginning of March 2020, in the context of research on the topic of this report.
The trip was organized and supported by the International Center for Social and Political
Studies and Consulting (ICSPSC), Russian – Latin American Strategic Studies Association
(RLASSA),1 with the kind assistance of their partners in Latin American countries. It was not the
first time that the researchers of ICSPSC and RLASSA collaborated in academic events in the
region. The previous series of presentations on strategic communication and MUAI took place
in Argentina, Uruguay and Brazil in the fall of 20182 and brought a mighty impulse to the mutual
cooperation between Latin American and Russian researchers in the strategic field.

1

RLASSA (2020) “About the Association” [online], Russian – Latin American Strategic Studies Association
(RLASSA) on Global StratCom, http://globalstratcom.ru/russian-latin-american-strutegic-studies-association/.
2
RLASSA (2018) “Advanced Technologies and Psychological Warfare: Focusing on Latin America (Results of
Conferences, Round Tables and Workshops of Russian Researchers in South America). August 27 – September
10, 2018” [online], http://globalstratcom.ru/wp-content/uploads/2017/11/RLASSA-Advanced-Technologiesand-Psychological-Warfare-копия1.pdf.

Part 1. General Issues of MUAI and IPS
The Levels of MUAI Threats to IPS
The capabilities of AI and machine learning are growing at an unprecedented rate. These
technologies can be used in many areas for public benefit, ranging from machine translations
to medical diagnostics. The next few years and decades will bring immeasurably more
opportunities for that. Investment in AI in the next two decades may reach trillions of dollars.
According to a PricewaterhouseCoopers Middle East (PwC) report released at the World
Government Summit in Dubai, 14 percent of economic growth in the world (US $15.7 trillion)
will be due to the use of AI. PwC believes that the greatest gain from AI for economic growth
will be in China (up to 26 percent of the country’s economic growth rate by 2030).3 Researchers
in various countries and leading international organizations pay a great deal of attention to
these positive aspects of using AI.
The types of MUAI are much less investigated and should be given special attention
because of the possible global catastrophic consequences. The MUAI is acquiring great
importance in the targeted psychological destabilization of political systems and the system of
international relations. This factor sets new requirements for ensuring IPS. Simultaneously, the
role of advanced technologies is also growing. Among dual-use technologies, AI systems pose
a special threat to international security in general and IPS in particular.
The notion of psychological security (PS) can be found in many studies.4 The renowned
US psychologist Abraham Maslow believed that, once basic physiological needs are met, the
need for security moves to the forefront. In more specific terms, it is the need for protection,
stability, confidence about the future, good health, etc. Apart from personal security, a person
also needs public security: s/he prefers certainty to uncertainty and wants to be confident that
his/her environment is safe and free from threats.5
NPS is understood as the protection of citizens, individual groups, social groups, large
associations of people and the country’s population as a whole from negative psychological
influences.6 PS is the state of protecting the individual, group and public psyche and,
accordingly, social subjects of different levels of community, scale and system-structural and
3

Rao, A. S. and Verweij, G. (2018) Sizing the Prize. What’s the Real Value of AI for Your Business and How Can
You Capitalise? New York: PWC. P. 3.
4
Afolabi, O. A. and Balogun, A. G. (2017) Impacts of Psychological Security, Emotional Intelligence and SelfEfficacy on Undergraduates’ Life Satisfaction, Psychological Thought, Vol. 10(2), pp. 247–261. doi:
10.5964/psyct.v10i2.226; Grachev, G. (1998) Informatsionno-psikhologicheskaya bezopasnost’ lichnosti:
sostoyanie i vozmozhnosti psikhologicheskoy zastchity [Psychological Security of the Person: the State and
Possibilities of Psychological Protection], Moscow: RAGS; Roshhin, S. and Sosnin, V. (1995) Psikhologicheskaya
bezopasnost’: noviy podhod k bezopasnosti cheloveka, obstchestva i gosudarstva [Psychological Security: a New
Approach to Human, Social and State Security], Rossiysky monitor [Russian Monitor], Vol. 64.
5
See more: Maslow, A. H., Hirsh, E., Stein, M. and Honigmann, I. (1945) A Clinical Derived Test for Measuring
Psychological Security-Insecurity, The Journal of General Psychology, Vol. 33(1), pp. 21–41.
6
Barishpolets, V. (2013) Informatsionno-psikhologicheskaya bezopasnost’: osnovnye polozheniya [Psychological
Security: Main Principles], Radioelektronika. Nanosistemy. Informatsionnye tehnologii [Radionics. Nanosystems.
Information Technology], Vol. 2, pp. 62–104. P. 63. See more: Barishpolets, V., ed. (2012) Osnovy
informatsionno-psihkologicheskoy bezopasnosti [Fundamentals of the Psychological Security], Moscow: Znanie.

MUAI and IPS in Latin America

functional organization from the influence of information factors that cause dysfunctional
social processes.7 Although there have been studies in some countries into the psychological
aspects of international security,8 we have not found studies that would define IPS.
Based on the above definitions, we consider it possible to define IPS protecting the system
of international relations from negative information and psychological influences associated
with various factors of international development. The latter include targeted efforts by various
state, non-state and supranational actors to achieve partial/complete, local/global, shortterm/long-term, and latent/open destabilization of the international situation in order to gain
competitive advantages, even though the physical elimination of the enemy. It is quite justified
to talk about psychological security at the regional level, in our case, in Latin America.
Objective and subjective negative factors and consequences of AI development may
actually threaten IPS, but in themselves they do not constitute MUAI. However, the deliberate
underestimation or overestimation of these threats, such as targeted distortion of information
(for example, “horror stories” that in a few years robots and AI will deprive people of work)
have certain political and economic goals and are not as harmless as it may seem at first glance.
Artificially created hypertrophied negative reaction to the development of AI can slow down
the introduction of this progressive, almost all-encompassing technology and cause sociopolitical tensions and conflicts; these in turn will produce a socioeconomic drag on the country.
Underestimating the negative consequences of the introduction of AI (including a progressive
reduction in the need for non-innovative labor) can turn at a certain stage. This may not
necessarily incite the rise of “new Luddites” (though that may be possible over time), but it will
cause serious socio-political tensions.
Thus, at the first level, MUAI threats to IPS are associated with deliberately distorted
interpretation of the circumstances and consequences of AI development for the benefit of
antisocial groups. AI itself in this case is not directly and purposefully involved in the
destabilization of IPS. A destructive (open or hidden) impact has a false image of AI in the minds
of people. This impact can arise for various reasons, for example as a result of erroneous
information policy by authorities or negative consequences of thoughtless implementation of
AI, but these errors and real or imaginary problems are maliciously used by certain antisocial
groups. Such use is particularly dangerous within strategic psychological warfare as it poses a
great threat to national/international development on a long-term basis. We can assume that
targeted, long-term, cross-border manipulation of the image of AI in the minds of the target
groups is in process, because at stake is potential revenue exceeding that from trade in energy
resources, and those already are in the area of acute political and psychological warfare.
7

Grachev, G. (1998) Informatsionno-psikhologicheskaya bezopasnost’ lichnosti: sostoyanie i vozmozhnosti
psikhologicheskoy zastchity [Psychological Security of the Person: the State and Possibilities of Psychological
Protection], Moscow: RAGS. P. 26.
8
Davis, J. W., ed. (2013) Psychology, Strategy and Conflict: Perceptions of Insecurity in International Relations,
London and New York: Routledge; Fettweis, C. (2018) Psychology of a Superpower: Security and Dominance in
U.S. Foreign Policy, New York: Columbia University Press; Grachev, G. (2013) Sociology of InformationPsychological Security: the Problem of Formulating the Definitions, Global Politics [Mirovaja politika], Vol. 4, pp.
61–85; Howell, A. (2011) Madness in International Relations: Psychology, Security, and the Global Governance
of Mental Health, London: Routledge; Mastors, E. (2014) Breaking Al-Qaeda: Psychological and Operational
Techniques, Boca Raton, FL: CRC Press, etc.
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Much of the concern, however, stems from the real threat posed not by AI per se, but by
MUAI. And this anxiety is quite justified. The rapidly growing introduction of AI in public life, as
well as the opportunities and the increased practice and number of ways it can be abused,
makes it difficult to keep up, whether through legal regulations in individual countries or
international law or existing control mechanisms. The field for malicious use is wide: unjustified
use of drones; threats of cyber-attacks on vulnerable infrastructure; manipulation of crypto
currencies; and much more. It is no coincidence that many studies and analytical reports on
the perception of AI by society indicate a high level of public concern about the social
consequences of its introduction. Where MUAI is aimed primarily not at controlling target
audiences in the psychological sphere but at committing other malicious actions (for example,
the destruction of critical infrastructure), we can talk about the second level of the MUAI.
Professional use of the means and methods of psychological warfare can raise the
perceptual level of threats above or below what is appropriate. Moreover, the use of AI in
psychological warfare already makes hidden (latent) campaigns of perception management
more dangerous; this will only increase in the future. Therefore, MUAI, which is aimed primarily
at causing damage in the psychological sphere, deserves independent and very close attention,
representing a special third level of threats to the IPS. The impacts of the first two levels of
threats to the IPS affect human consciousness and behavior to varying degrees. However, the
impact of the third level can at a certain stage of development facilitate the influence or control
by egoistic groups over public consciousness; this can result in sudden destabilization of the
situation in a particular country or the international situation as a whole.
What Are the Goals of MUAI in the Context of IPS?
MUAI in the context of IPS is aimed at gaining an advantage in psychological warfare due
to quantitative and qualitatively new forms of influence on individual and public consciousness.
In fact, in today’s global world we are talking about a hybrid war within the framework of the
system of international relations. We have clearly and for a long time entered into a transitional
period of development of mankind in general and the system of international relations in
particular, which is accompanied by a nonlinear increase in psychological warfare.
MUAI can allow hostile actors to be more successful than so far in:
• provoking a public reaction to a non-existent factor of national or international
development in the interests of the customer of psychological impact. The target audience sees
something that doesn't really exist.
• presenting a false interpretation of the existing factor of national or international
development and thus provoking the desired target reaction. The audience sees what exists,
but in a false light.
• significantly and dangerously strengthening (weakening) public reaction to the real
factor of national or international development. The audience sees what exists but reacts
inadequately.

7
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Some Specific Threats in the Field of MUAI
Among the possible threats of MUAI, which may be of interest and present new practical
opportunities for asocial groups (the ruling ones or may be in opposition), we highlight only
some of them:
 The growth of complex comprehensive systems with active or leading AI participation 9
increases the risk of malicious interception of control over such systems. Numerous
infrastructure objects—for example, robotic and self-learning transport systems with a
centralized AI-controlled system—can become a convenient target for high-tech terrorist
attacks. Thus, interception of the management of a centralized AI traffic control system in a
large city can lead to numerous victims and panic as a psychological result of such attack as
long term affects like depression etc.
 Fake video. Researchers are in a pitched battle against deepfakes, which are AI
algorithms that create convincing fake images. A fake video of a world leader making an
incendiary threat could, if widely believed, set off a trade war—or a conventional one. Just as
dangerous is the possibility that deepfake technology could spread to the point that people are
unwilling to trust video or audio evidence.10 For example, Israel Prime Minister Benjamin
Netanyahu or other government officials talking, for instance, about impending plans to take
over Jerusalem’s Temple Mount and Al-Aqsa Mosque could spread like wildfire in the Middle
East.11 According to Vladimir Voronkov, Under-Secretary-General of the United Nations Office
of Counter-Terrorism, “The ability to use artificial intelligence to generate high-quality fake
videos or images—so-called deepfakes—is a powerful new tool that could be used by terrorists
for misinformation and to undermine trust in governments and political figures.”12 Significant
research on this topic has already been done,13 but much more serious analysis has yet to be
done about malicious practices in this area, which are far from peaking.

9

See more: Brundage, M., Avin, Sh., Clark, J., Toner, H., Eckersley, P., Garfinkel, B., Dafoe, A., Scharre, P., Zeitzoff,
Th., Filar, B., Anderson, H., Roff, H., Allen, G. C., Steinhardt, J., Flynn, C., Ó HÉigeartaigh, S., Beard, S., Belfield, H.,
Farquhar, S., Lyle, C., Crootof, R., Evans, O., Page, M., Bryson, J., Yampolskiy, R., and Amodei, D. (2018) The
Malicious Use of Artificial Intelligence: Forecasting, Prevention, and Mitigation, Future of Humanity Institute,
University of Oxford, Oxford, AZ.
10
Waddel, K. (2018) “The Impending War over Deepfakes” [online], Axios, https://www.axios.com/theimpending-war-over-deepfakes-b3427757-2ed7-4fbc-9edb-45e461eb87ba.html.
11
The Times of Israel (2018) “‘I Never Said That!’ The High-Tech Deception of ‘Deepfake’ Videos” [online], The
Times of Israel, https://www.timesofisrael.com/i-never-said-that-the-high-tech-deception-of-deepfakevideos/.
12
United Nations (2019) Co-chairs Summary. International High-level Conference on Countering Terrorism
through Innovative Approaches and the Use of New and Emerging Technologies. Delivered by Mr. Vladimir
Voronkov, Under-Secretary-General of the UN Office of Counter-Terrorism. Minsk, 4 September. P. 2.
13
Adams, M. (2019) Deepfake Technology & 2020 U.S. Elections: A Threat to Democracy and How to Spot
Deepfakes, Goodwater Publishing, Dallas, TX; Chesney, R. and Citron, D. K. (2019) Deep Fakes: A Looming
Challenge for Privacy, Democracy, and National Security, California Law Review, Vol. 107, pp. 1753–1820; Tech,
J. (2018) Deepfakes, Social Media, and Celebrities: a Technology for the Combination of Fake and Deep Learning
Used for Swapping Faces of People in a Video, Amazon.com Services LLC (seller); Temming, M. (2018) “Algorithm
Makes Fake Videos Lifelike,” Science News, Issue 194(5), pp. 12–13; Toronto, W. D. (2018) “Fake News and KillSwitches: The U.S. Government’s Fight to Respond to and Prevent Fake News,” Air Force Law Review, Issue 79,
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 Fake audio. Criminals in March 2019 used AI-based software to impersonate a chief
executive’s voice and demand a fraudulent transfer of €220,000 ($243,000) in what cybercrime
experts described as an unusual case of AI being used in hacking. The CEO of a UK-based
German energy firm thought he was speaking on the phone with his boss, the chief executive
of the firm’s German parent company, who asked him to send the funds to a Hungarian
supplier. The caller said the request was urgent, directing the executive to pay within an hour.
Whoever was behind this incident appears to have used AI-based software to successfully
mimic the German executive’s voice. The UK CEO recognized his boss’s slight German accent
and the melody of his voice on the phone, said Rüdiger Kirsch, a fraud expert at Euler Hermes,
a subsidiary of Munich-based financial services company Allianz SE.14 This can inspire terrorists
to use fake audio, especially in critical situations where a quick response is required and a stress
factor is at work.
 Fake faces. Research scientists at NVIDIA were pushing AI to the next level in 2018. The
technology “Fake Faces” (“Fake People”)15 is able to create photorealistic images of people
who do not exist in reality, which creates new risks in the framework of psychological security.
The NVIDIA researchers propose an alternative generator architecture for generative
adversarial networks. The new architecture leads to an automatically learned, unsupervised
separation of high-level attributes (e.g., pose and identity when trained on human faces) and
stochastic variation in the generated images (e.g., freckles, hair), and it enables intuitive, scalespecific control of the synthesis.16 Terrorists can resort to the creation of “immortal” leaders
with an appearance corresponding to the expectations of a particular audience in any part of
the world.
 Targeted image transformation. In this case, deep-learning algorithms are used to turn
ordinary, everyday images into scary, sinister ones.17 With modification, this technology may
allow the fast and repeated direction of negative images to target audiences anywhere in the
world, quickly adjusting to their hidden and often unconscious expectations, increasing the
effectiveness of the impact. At the same time, the cost of such psychological operations
involving AI is incomparably less than if they had been performed by people. Again, the secrecy
of the operation is incomparably easier to ensure. A smart algorithm by itself is not “talkative,”
but a small staff of specialists to control the influence operation is much easier to control than
thousands of traditional propagandists.18

pp. 167–206; Young, N. (2019) DeepFake Technology: Complete Guide to Deepfakes, Politics and Social Media,
Amazon.com Services LLC (seller), etc.
14
Stupp, C. (2019) “Fraudsters Used AI to Mimic CEO’s Voice in Unusual Cybercrime Case” [online], The Wall
Street Journal, https://www.wsj.com/articles/fraudsters-use-ai-to-mimic-ceos-voice-in-unusual-cybercrimecase-11567157402.
15
Karras, T., Laine, S. and Aila, T. (2019) “A Style-Based Generator Architecture for Generative Adversarial
Networks” [online], arXiv of Cornell University, https://arxiv.org/abs/1812.04948.
16
Ibidem.
17
Massachusetts Institute of Technology (2019a) “Capitol Hill (Toxic)” [online], Nightmare Machine. Horror
Imagery Generated by Artificial Intelligence, http://nightmare.mit.edu/#portfolioModal22.
18
Massachusetts Institute of Technology (2019b) “Scary or Not” [online], Nightmare Machine. Horror Imagery
Generated by Artificial Intelligence. Accessed December 21, http://nightmare.mit.edu/faces
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 Poisoning the data. This can affect the virtual “personality” and direct the work of AI
against society. The effects of learning algorithms, to a large extent, depend on the data on
which the training is conducted. It may turn out that these data were incorrect and distorted,
either by accident or by someone’s malicious intent (in the latter case, this is called “poisoning”
the data), which will affect the operation of the algorithm. A Microsoft chatbot called “Tay.ai”
looked like an ordinary teenage girl and attracted teenagers to talk on social media. But less
than a day after his debut, Tay suddenly turned into a Hitler-loving, feminist-bashing troll. So
what went wrong? It turned out that the “good” Internet users quickly taught the bot to swear
and read excerpts from Mein Kampf (My Struggle) by Adolf Hitler.19
 Lie detectors. If enhanced with the use of AI, lie detectors could cause dissonance in
public opinion if used against representatives of the security services, the military, politicians,
and others.
 Amplification and agenda setting. Studies indicate that bots made up over 50 percent
of all online traffic in 2016. Entities that artificially promote content can manipulate the
“agenda setting” principle, which dictates that the more often people see certain content, the
more they think it is important.20 Terrorist groups to attract new supporters or organize killings
of politicians, for example, could use damage reputation through bot activities during political
campaigns. An unprecedented attack by bots, inviting users to infamous “death groups,”21 was
noted in 2017 in the social network Vkontakte. In January – March 2017 on the site of this social
network about 3 million messages had been generated with hashtags and poems, possibly
calling for suicide. Analysis of the accounts led to the conclusion that these mailings were
automated. Most of the mailings were detected on devices running the Android operating
system. The mailing program turned out to be a VK iHA bot, 22 designed to automatically
respond and entertain visitors to your page.
 Sentiment analysis. This provides a very accurate analysis of the overall emotion of the
text content incorporated from sources like blogs, articles, forums, and surveys. Sentiment
analysis is an opinion-mining process from the perspective of computer linguistics.23 Online
platforms are prone to abuse and manipulations from strategic parties. For example, social
media and review websites suffer from sentiment manipulations, manifested in the form of
opinion spam and fake reviews.24 This may be a very useful tool for terrorists also. The
19

Reese, H. (2016) “Why Microsoft’s ‘Tay’ AI bot went wrong” [online], TechRepublic, https://
www.techrepublic.com/article/why-microsofts-tay-ai-bot-went-wrong/.
20
Horowitz, M. C., Allen, G. C., Saravalle, E., Cho, A., Frederick, K., and Scharre, P. (2018) Artificial Intelligence
and International Security, Washington: Center for a New American Security (CNAS). P. 5–6.
21
In 2016, the Russian media published the results of a journalistic investigation of Novaya Gazeta, which found
the existence of a number of closed groups in Vkontakte, where teenagers were urged to commit suicide.
Because of psychological pressure and sinister quests, more than 130 teenagers committed suicide. Since June
7, 2017, Russia has a law on criminal liability, providing for up to 6 years in prison for the creation of “death
groups” on the Internet.
22
Sukhodolov, A. P. and Bychkova, A. B. (2018) Artificial Intelligence in Crime Counteraction, Prediction,
Prevention and Evolution, Russian Journal of Criminology, Vol. 12(6), pp. 753–766. P. 757.
23
Azizan, S. A. and Abdul Aziz, I. (2017) Terrorism Detection Based on Sentiment Analysis Using Machine
Learning, Journal of Engineering and Applied Sciences, Vol. 12, pp. 691–698. Doi: 10.36478/jeasci.2017.691.698.
24
Lee, Sh.-Y., Liangfei, Q. and Whinston, A. (2017) Sentiment Manipulation in Online Platforms: An Analysis of
MovieTweets, Production and Operations Management, Vol. 27(3), pp. 393–416. doi: 10.1111/poms.12805.
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advancement in technology, especially a micro-blogging site such as Twitter, has brought a new
era in terrorism where social media is being used as a platform of communication to incite acts
of terrorism, recruit individuals to the cause, and much more.
 Predictive analytics. This technology involves the use of data, statistical algorithms, and
machine-learning techniques to identify the likelihood of future outcomes based on historical
data. The goal is to go beyond knowing what has happened to providing a best assessment of
what will happen in the future25—the Holy Grail of the finance sector but potentially useful for
terrorists too. It is, essentially, a decision-making tool. The predictive analytics market size is
expected to grow from $4.6 billion in 2017 to $12.4 billion by 2022, at a Compound Annual
Growth Rate (CAGR) of 22.17 percent during the forecast period.26 AI takes advantage of its
great potential for analyzing and processing data from different sources quickly and accurately.
That’s why AI is very helpful of assisting cybersecurity specialists in predicting and preventing
attacks. AI programs can predict various negative situations and events in the field of public
security. For example, the Intelligence Advanced Research Project Activity (IARPA) launched
the Early Model Based Event Recognition Using Surrogates (EMBERS) program in 2012 to
forecast socially significant population-level events, such as incidents of civil unrest, disease
outbreaks, and election outcomes. For civil unrest, EMBERS produces detailed forecasts about
future events, including the date, location, type of event, and protesting population, along with
any uncertainties. The system processes a range of data, from open-source media, such as
Twitter, to higher-quality sources, such as economic indicators, processing about five million
messages a day. The system delivers more than 50 predictions about civil unrest alone for 30
days ahead.27 EMBERS proved itself to be a reliable predictor of civil unrest events in 10
different countries by ingesting data from multiple languages.28 However, various state and
non-state actors can potentially use this possibility for MUAI. Such an opportunity may be in
bad hands a kind of prognostic weapon29 that would allow, following the receipt of data about
future events, the correction of the future from the present in the interests of antisocial actors.
For example, such a correction may radically increase the effectiveness of terrorist acts.
25

SAS (2019) “Predictive Analytics. What It is and Why It Matters” [online],
https://www.sas.com/en_us/insights/analytics/predictive-analytics.html.
26
Markets and Markets (2018) “Predictive Analytics Market by Solutions (Financial Analytics, Risk Analytics,
Marketing Analytics, Sales Analytics, Web & Social Media Analytics, Network Analytics), Services, Deployment,
organization size and Vertical – Global Forecast to 2022” [online], Markets and Markets,
https://www.marketsandmarkets.com/Market-Reports/predictive-analytics-market-1181.html.
27
Doyle, A., Katz, G., Summers, K., Ackermann, Chr., Zavorin, I., Lim, Z., Muthiah, S., Butler, P., Self, N., Zhao, L.,
Lu, Ch.-T., Khandpur, R. P., Fayed, Y., and Ramakrishnan, N. (2014) Forecasting Significant Societal Events Using
the EMBERS Streaming Predicative Analytics System, Big Data, Vol. 4, pp. 185–195. doi:
https://www.liebertpub.com/doi/10.1089/big.2014.0046.
28
Muthiah, S., Butler, P., Khandpur, R. P., Saraf, P., Self, N., Rozovskaya, A, Zhao, L., Cadena, J., Lu, C.-T.,
Vullikanti, A., Marathe, A., Summers, K., Katz, G., Doyle, A., Arredondo, J., Gupta, D. K., Mares, D. and
Ramakrishnan, R. (2016) EMBERS at 4 years: Experiences operating an Open Source Indicators Forecasting
System, Proceedings of the 22nd ACM SIGKDD International Conference on Knowledge Discovery and Data
Mining (KDD ’16), New York: Association for Computing Machinery, pp. 205–214. DOI:
https://doi.org/10.1145/2939672.2939709.
29
Pashentsev, E. (2016) Prognosticheskoe oruzhie i bor’ba s terrorizmom [Prognostic Weapons and CounterTerrorism], Counter-Terrorism, Issue 2, pp. 9–13.
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 Deranking. AI can be applied to reduce the target ranking (deranking) of certain
organizations in social networks. For example, at the international level, Russia faces the
practice of deranking by American Internet companies in the field of IPS. For example, in 2017,
Google announced its intention to downgrade reports from state-run Russian publications
Russia Today (RT) and Sputnik. Eric Schmidt, the Executive Chairman of Google’s parent
company Alphabet, says the company will “engineer” specific algorithms for RT and Sputnik to
make their articles less prominent on the search engine’s news delivery services. “We are
working on detecting and de-ranking those kinds of sites – it’s basically RT and Sputnik,”
Schmidt said during a Q&A session at the Halifax International Security Forum in Canada, when
asked about whether Google facilitates “Russian propaganda.” RT has criticized the proposed
move – whose timescale has not been publicized – as arbitrary and a form of censorship.30
“Good to have Google on record as defying all logic and reason: facts aren't allowed if they
come from RT, ‘because Russia’ – even if we have Google on Congressional record saying
they’ve found no manipulation of their platform or policy violations by RT,” Sputnik and RT
editor-in-chief Margarita Simonyan said in a statement published on RT.31
 Synthetic information products. One can imagine that based on a combination of
techniques of psychological impact, complex AI systems, and big data in the coming years;
there will be synthetic information products that are similar in nature to modular malicious
software. However, they will act not on inanimate objects such as social media resources but
on humans (individuals and masses) as psychological and biophysical beings. Such a synthetic
information product could contain software modules that introduce masses of people to
depression. After the depression comes a latent period of suggestive programs. Appealing to
habits, stereotypes, and even psychophysiology, such products could encourage people to
perform strictly defined actions.32
We have highlighted only some of the threats of MUAI, which could be a great danger for
national and international psychological security. Experts from different countries warn of new
and emerging risks as technologies evolve rapidly. The list of such risks will continue to
increase, hopefully along with the ability of society to counter new threats. It is important not
to miss the moment and reduce the costs of our response to these new threats. Mistakes are
especially unacceptable because of the possible catastrophic consequences of the malicious
use of new technologies, as well as the ability and readiness of some terrorist groups to enter
a new round of confrontation with society.
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One of the Scenarios of Terrorist Attacks Using MUAI
As part of a separate study,33 we have compiled several scenarios for the development of
events during terrorist attacks using MUAI. In Latin America, we can expect similar attacks from
mercenaries in the course of unconventional military activities, as well as criminal actors (not
least the drug mafia, which can also act through political groups). Below we present one of the
scenarios of terrorist attacks using MUAI.
Combining predictive analytics and levers of influence on the agenda. If terrorists gain
possession of a predictive analytics mechanism, like EMBERS, they may stage large-scale
terrorist acts during periods of social unrest. For example, terrorists may stage mass killings
during predicted protests in countries with a high rate of religiosity. They may try to kill as many
people as possible in areas populated or attended by believers. The degree of social and
psychological tensions in a given area may be an additional criterion for choosing targets for
terrorist acts.
After the killings (or even during the killings if AI is used), a terrorist organization may
send out messages of two possible types with the help of Internet bots:


Messages from terrorists themselves (who will say they are members of a national
liberation movement) accusing the government of the killings and urging citizens to stand up
not only for their religion, but also for their life and health and those of their families.


Fake messages from government agencies, large traditional religious organizations or
other opponents of terrorists, in which these agencies or organizations will claim responsibility
for the killings. These messages may present the killings as fair retribution for those who have
rebelled against the legitimate government or against a religion denigrated by terrorists, with
emphasis put on the religious aspect in the conflict. The effect can be enhanced by using
deepfake technology, which makes it possible to fabricate videos of any politician or religious
leader saying anything, and creating fake people.
In countries with simmering sectarian tensions (particularly in those where elites and a
significant part of the population belong to different denominations) and especially in countries
facing the threat of a protracted civil conflict, such messages may cause a large part of the
population to take the side of terrorist organizations.
Both types of messages may put the blame for the killings on the government of another
state (an opponent of the terrorist organization), which may provoke social unrest in some
countries that are allies of this state, and an influx of new recruits from those countries to
terrorist groups.
Recommendations for preventive measures may be the following:
It is advisable to widely use predictive analytics mechanisms by state and supranational
agencies to prevent social unrest (through timely social, economic and political measures to
achieve social stability in the long term). Of highly importance is AI-assisted prediction of
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political and inter-religious conflicts, taking into account a wide range of factors in their
emergence.
Among measures not directly related to AI (but potentially optimized with its help),
governments should develop long-term policies towards the social integration of people of
different religions and sects into socially significant projects.
In countries and regions experiencing social and economic instability, apart from taking
measures to improve the well-being of citizens, governments should explain to the population
the economic and political goals of terrorist organizations and the essence of the ideology of
terrorism. The larger the scope of terrorist activities, the higher international agencies should
predict and take such measures.
AI mechanisms will help not only achieve quantitative prevalence of anti-terrorism
content, but also make it more attractive and sometimes (depending on expectations of the
target audience) even shocking. For example, AI will help create an attractive image of
opponents of terrorism and also show the results of terrorist atrocities in vivid sound and color,
just as terrorists themselves now distribute photos of dead bodies with fake comments.
Of course, another extreme is completely unacceptable—namely, the improvement of
perception management mechanisms in the interests of corrupt elites, where they wield
decisive economic and political power, regardless of whether they act in an open dictatorship
or, which is more dangerous to society, they hide behind a democratic facade devoid of real
democratic content.
It is important that not only national governments, supranational agencies and
international organizations, but also the scientific community resolve quite a number of tasks
in order to find new solutions in the field of IPS. The AI scope is rapidly expanding, and the list
of the aforementioned MUAI threats will only grow over time, considering increasing
possibilities for combining AI mechanisms into a single operation.
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Implementation of AI in Latin America
Latin America has almost exhausted extensive growth factors. For example, during the
growth spurt of 2001-2005, the group of five leading South American economies (South
America-5 is the unweighted average of Argentina, Brazil, Chile, Colombia, and Peru) improved
their average annual total factor productivity (TFP) by only 0.7 percent. Over the same period,
Indonesia’s TFP grew by 2.1 percent and South Korea’s by 2.0 percent. During those good times,
South American companies had the luxury of overlooking their productivity shortcomings
because soaring revenues —especially from commodity exports and domestic consumption—
ensured prosperity, even if their margins were squeezed.34 It is very important to stress the
weak results in TFP were shown under the governments of very different political orientation.
Right and left populism have exhausted themselves equally (as we have pointed out more than
once before in different books and articles), and such governments have not reflected the
requirements of the twenty-first century development for a long time.
According to Asheesh Mehra, Co-Founder and Group CEO, AntWorks, there is an urgent
need for systematic development and implementation of AI to see its real impact in the next
generation of industrial systems, namely Industry 4.0. The next step in industrial technology is
about robotics, computers and equipment becoming connected to the Internet of Things (IoT)
and enhanced by machine learning algorithms. Industry 4.0 has the potential to be a powerful
driver of economic growth, predicted to add between $500 billion – $1.5 trillion in value to the
global economy between 2018 and 2022, according to a report by Capgemini.35
Latin America cannot but be outside of this global process. The severe economic
consequences of the coronavirus pandemic will only increase the need to move to a new
technological and socio-economic paradigm, which is impossible without a cross-cutting role
for AI in this process. The process is not strictly determined—it has some variability in the ways
and methods of its realization36 — but it is already at a qualitatively new stage of social
development.
Many countries of Latin America are already taking AI very seriously. Both business
leaders and consumers exhibit a strong appetite for using AI tools and capabilities. Mining
companies are employing autonomous machines in Peru’s mines; job recruiters draw on

34

Ovanessoff, A. and Plastino, E. (2017) How Artificial Intelligence Can Drive South America’s Growth, Dublin:
Accenture. P. 4.
35
DQIndia Online (2020) “Empowering Industry 4.0 with Artificial Intelligence” [online], Data Quest India,
https://www.dqindia.com/empowering-industry-4-0-artificial-intelligence/.
36
See more on these models: Pashentsev, E. (2020) Global Shifts and Their Impact on Russia-EU Strategic
Communication, in: Pashentsev, E., ed. Strategic Communication in EU-Russia Relations: Tensions, Challenges
and Opportunities, Cham: Palgrave Macmillan. P. 259–312.

MUAI and IPS in Latin America

emotion analytics algorithms in Chile; and customers of banks, airlines and retailers all across
the region are talking to chatbots etc.37
Artificial intelligence will have exponential growth in the coming years in Latin America,
according to a study carried out by Avaya and Frost & Sullivan. By 2021, it is expected an
increase in the use of technologies such as Machine Learning, Deep Learning, intelligent agents,
cognitive computing and natural language processing in Latin American companies, according
to Juan Manuel Martinez, research director of Digital Transformation Frost & Sullivan.
Currently, a third of companies in Latin America consider it crucial or very important to invest
in the next three years in solutions that include AI.38
Accenture forecast that by 2035 AI would boost annual growth rates across South
America by about one full percentage point of GDP. For Brazil, already the largest Latin
American economy, that prediction would “boost the 2035 GVA of the Brazilian economy by
$432 billion, which represents an increase of 0.9 percentage points in comparison with the
baseline scenario.” Other Latin American countries stand to gain AI-driven boosts in annual
GVA in that same time frame — notably $78 billion in Colombia, $63 billion in Chile, and $59
billion in Argentina.39 The study – put together by the Institute for the Integration of Latin
America and the Caribbean Inter-American Development Bank (INTAL-IDB) – predicts AI could
boost regional GDP in the mid-term to 4 percent from current 3 percent projections. Brazil, for
instance, could grow 4.1 percent a year instead of 3.2 percent. Colombia’s economy could hit
4.5 percent growth instead of 3.7 percent. Overall, economic growth of countries that embrace
AI is expected to be 25 percent higher, on average, than those that do not, the report finds.40
Almost half of this increase comes from improvements in productivity, as workers spend more
time on tasks that add more value, according to Algorithmlandia: AI for Predictive and Inclusive
form of Integration in Latin America.41
Latin America’s AI efforts also include cutting-edge innovation, where some businesses
are even outpacing Silicon Valley. The Not Company, based in Chile, uses machine-learning
algorithms to analyse the molecular composition of animal proteins, connect them with the
related human sensations of taste and smell, and then create plant-based versions of normally
animal-based food products.42 Latin America’s AI pioneers are not only looking for global
solutions, they are also using AI to target region-specific issues. Take Chazki, a logistics start-up
from Peru, that realized the lack of clear postal addresses across Peru was a major problem for
37
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e-commerce firms. They partnered with the Universidad San Pablo in Arequipa to build a robot
that learns the coordinates of delivery addresses and essentially builds a new postal map,
including destinations where no formal address previously existed. 43
Climate Change has been described as the biggest challenge of the twenty-first century;
in Latin America, the UN estimates that it could cost the region between 1.5 percent and 5
percent of regional GDP by 2050. Despite the carbon emissions generated by the AI, it can be
an ally of the environment with interactive robots that teach people about recycling (IRBin,
Peru), to systems identifiers of the illegal mines through satellite imagery (University of
Rosario, Colombia), as well as systems that optimize the use of resources and production of
farmers through sensors and predictive systems and automated (KYSO Agritech, Mexico).44
AI’s ability to improve capital efficiency is crucial for the many Latin American industries
burdened with the high sunk costs of manufacturing machinery. Ubivis, a Brazilian start-up,
installs sensors and external drivers in industrial machines that generate large quantities of
data. This data feeds machine-learning processes that are able to predict problems before they
arise, saving on downtime and wastage, all without human supervision. The company helps
clients in industries as varied as agribusiness, metallurgy and cosmetics.45
The report of Accenture pays attention that the new AI-powered wave of intelligent
automation is already creating growth through a set of features unlike those of traditional
automation solutions. The first feature is its ability to automate complex physical world tasks
that require adaptability, agility and learning. Consider the difficulties and dangers people face
detecting perilous gases in a mine. Researchers from Peru’s National Engineering University
(UNI) have developed a four-wheeled robot that explores mines autonomously to detect
methane, carbon dioxide and ammonium. Whereas traditional automation technology is taskspecific, the second distinct feature of AI-powered intelligent automation is its ability to solve
problems across industries and job titles. The widespread adoption in customer service of
chatbots that help people in their native tongue develop everywhere.46 Under coronavirus
infection this second feature will be especially in demand.
According to the World Bank, Latin America and the Caribbean account for only about 9
percent of the world’s population but suffer more than 30 percent of homicides worldwide,
pointing to an urgent need to resolve a crisis and ensure a safer region. While AI cannot drive
quick systemic social change, it has great potential in the area of security. For example, in its
capacity to streamline bureaucratic processes, AI is automating processes and complaints
43
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regarding gender-based violence (Prometea, Argentina). It also helps to find missing persons
using facial recognition (Maes Da Sé, Brazil) and, based on its predictive capacity, is supporting
local police in anticipating potential crime locations (Universidad de Chile, Chile) 47. AI
technologies are rapidly developing; they expand the possibilities of fighting crime—
unfortunately, though, they also facilitate the illegal actions themselves.
The development of AI in Latin America have a lot of vulnerabilities, some of them one
can meet everywhere, others are more specific. The research done by Armen Ovanessoff and
Omar Abbosh reveals numerous structural deficiencies that hamper Latin America’s ability to
integrate new technologies into the economy. Common regional weaknesses include the
quality of education systems – from primary to university levels – and of scientific research
institutions, as well as weak research and innovation ecosystems at national, regional and
global levels. Low levels of trust and a lack of collaborative mindsets hamper the creation of
such an environment.48 Most Latin American entrepreneurs mention that the most important
challenges those facing the AI to scale in the region are two: the adoption of technology with
39 percent and lack of investment with 33 percent.49
The growth of the overall level of AI development and the corresponding infrastructure
for its further development, unfortunately makes its malicious use more likely. For example,
plans to introduce 5G technologies in the Caribbean may not only provide a high level of
communication but also create the possibility of a qualitatively new level of threats in this area.
In the Caribbean, citizenship by investment (CBI) schemes have developed in recent
decades and attracted a large number of wealthy individuals from around the world. They are
objectively interested in good and effective communication with their remote assets, which
encourages plans to implement 5G technologies. In parallel, the internal needs and market
interests of the largest companies in the development of AI in the region are also obvious. Thus,
the global computing giant Microsoft has urged Caribbean countries to leverage the power of
AI, saying that the new technology can serve as a “leveling platform” helping them compete
better with the developed world.50
Latin America and the Caribbean ended 2019 with 1,237 5G subscriptions (314 percent
Q3 to Q4) and 366 million LTE51 subscriptions (5.4 percent Q3 to Q4 growth), respectively.
According to Jose Otero, Vice President of Latin America and Caribbean, 5G Americas, “5G is
the fastest growing wireless technology to arrive in Latin America and the Caribbean and the
first generation of wireless cellular technologies to be deployed in the region during its first
year of existence. 2019 saw the arrival of commercial 5G networks in Puerto Rico, Trinidad &
47
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Tobago, Suriname, Uruguay and the US Virgin, and is expected that during 2020 more 5G
networks start operating in the region.” Looking forward, Omdia projects 5G connections will
reach 91 million globally by the end of 2020, of which Latin America and the Caribbean will
account for an additional 1.5 million subscribers by the end of the year. At the same time,
global 4G LTE connections are expected to reach 5.9 billion, of which 513 million 397 million
(8.6 percent annual growth) will come from Latin America and the Caribbean.52
In the Europol report “Do criminals dream of electric sheep: how technology shapes the
future of crime and law enforcement” draws attention to the risks of using such disruptive
technologies as AI, 5G etc. The sophisticated technologies could support cybercriminals in ways
that could make them more dangerous than ever. The report argues that 5G technology will
“complicate the use of the unique mobile phone card identifiers that allow law enforcement
to identify and locate devices,”53 making it more difficult to carry out legally permissible
technical investigation and surveillance measures of suspected criminals. This would mean
“one of the most important tactical operational and investigation tools would therefore
become obsolete.”54 The MUAI in the paradigm of the possible rapid development of 5G and
AI in the Caribbean can be used by criminals in a very dangerous way. It is better for the local
authorities to prepare in advance for the benefits as well as for the risks of advanced
technologies.
An important factor facilitating the MUAI in Latin American countries is the high level of
Internet penetration. In 2019, Latin America and the Caribbean constituted the fourth largest
regional online market, behind Asia, Europe, and Africa. As of June, there were nearly 454
million Internet users in the region, up from just over 300 million in 2013.55 That same year,
South America was the subregion that had the largest Internet penetration rate.56 On average,
more than seven out of ten South Americans were online as of January 2020. Likewise, South
America was the region within Latin America and the Caribbean with the highest mobile
Internet penetration rate,57 on average.
The Recommendation on AI – the first intergovernmental standard on AI – was adopted
by the OECD Council at Ministerial level on 22 May 2019 on the proposal of the Committee on
Digital Economy Policy (CDEP). The Recommendation aims to foster innovation and trust in AI
by promoting the responsible stewardship of trustworthy. According to this document:
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“a) AI systems should be robust, secure and safe throughout their entire lifecycle so that,
in conditions of normal use, foreseeable use or misuse, or other adverse conditions, they
function appropriately and do not pose unreasonable safety risk.
b) To this end, AI actors should ensure traceability, including in relation to datasets,
processes and decisions made during the AI system lifecycle, to enable analysis of the AI
system’s outcomes and responses to inquiry, appropriate to the context and consistent with
the state of art.
c) AI actors should, based on their roles, the context, and their ability to act, apply a
systematic risk management approach to each phase of the AI system lifecycle on a continuous
basis to address risks related to AI systems, including privacy, digital security, safety and bias.”58
First six countries in Latin America (Argentina, Brazil, Colombia, Costa Rica, Mexico and
Peru) have adopted the OECD principles.59 The goal is now to identify specific risks of safe AI
use in Latin America and establish practical cooperation in this area at the interstate level.
MUAI Threats to IPS at the First Level: Focusing Latin America
We want to show the inevitability of an escalating threat of MUAI for psychological
security in Latin America within the framework of our proposed three-level threat system. On
the first level, the growth of deliberately distorted interpretation of the circumstances and
consequences of AI development for the benefit of antisocial groups in the current
circumstances, it seems inevitable.
Economic activity in Latin America and the Caribbean stagnated in 2019, continuing with
the weak growth momentum of the previous five years and adding more urgency and new
challenges to reignite growth. Indeed, real GDP per capita in the region has declined by 0.6
percent per year on average during 2014–2019—a sharp contrast from the commodity boom’s
average increase of two percent per year during 2000–2013.60 In December 2019, the
Economist Intelligence Unit (EIU) scored 18 countries in Latin America on the seven indicators
that were the most relevant in determining the likelihood of social unrest in the region. The
EIU research proves that the roots of public frustrations across the region lie in dysfunctional
political systems and economic malaise; the problems faced by countries across the region are
structural. The special reports outline the prospects for further unrest in 2020, assessing the
stress points that might trigger fresh instability.61
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In this context, various social and professional groups may have their own concerns
related to the development and implementation of AI in Latin America. For example, large
businesses are concerned with the safety of their investments in certain sectors of the
economy, employees are concerned with their jobs, and so on. According to many recent
reports, such as from the UN, the World Economic Forum, the Bank of America, Merrill Lynch,
the McKinsey Global Institute, Oxford University and others,62 30 percent of jobs or more will
disappear in the coming two to three decades as a result of the robotization of manufacturing,
finance, services and management; this also includes high-paying positions.
A report from the Inter-American Development Bank (BID) noted that between 36
percent and 43 percent of jobs in Latin America are at risk because of the effect of automation
that allows AI and stressed that countries with lower GDP per capita and greater inequality
have a higher risk of losing jobs due to technologies. The study, prepared by the INTAL-IDB,
also predicted that AI can bring “broad benefits” to the region, although it urged governments
to take steps to control the consequences of the “technological transition”. INTAL-IDB Director
Gustavo Beliz said “for governments, it is essential to design public policies and strategic plans
for artificial intelligence, to carefully manage the technological transition of displaced workers
to new jobs.” “A ‘rebellion’ of AI may sound like something remote, from science fiction, but
we need to anticipate the ethical risks of data management, analysis and production. AI can
bring us prosperity, but we have to make sure that it does so in an inclusive and safe manner,”
Beliz added.63 The research done by Accenture64 focuses attention on the fact “…that a
widespread and legitimate concern of many commentators is that AI will eliminate jobs,
worsen inequality and erode incomes. In a region where, where 10 percent of the population
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already controls 70 percent of the wealth, this risk must be taken extremely seriously and
prepared for.”65
Some specialists consider such risks do not exist or consider negative scenarios unlikely
to be realized. But we are for the first time in history on the way toward the complete (but far
from instantaneous) extinction of uncreative activities. However, the system of mass education
is far from being ready to provide mass training for specialists in innovative technology
development. Many questions arise in this respect. Would it be possible at all to provide such
training? Are all equally gifted with abilities for this kind of activity? Even the vast majority of
“white-collar” activities are by no means related to innovation. The growth of unemployment
can be held by administrative measures (temporary limit the use of robots in important areas
but this will only delay the solution of the problem and may result in the stagnation of the
economy) or the creation of “simulation work” (i.e. activities of no serious importance that
could be better performed by smart robots but done by people with the aim to give them
something to do). However, these measures would not save the humans from the degradation
of public consciousness (it has already begun earlier, in the era of mass automation of the
industry).66
When faced with a crisis, it is easier to provoke distrust and anger in people, not only in
response to real risks such as the overestimation of how long it will take for advanced
technologies to be fully integrated in society (e.g., robots will replace half of the employees
“tomorrow”), but also in response to positive opportunities that technological progress can
provide. This is aided by the use of professional tools to influence the psyche that can provoke
a certain action (or inaction) in people depending on the interests of the user of the
corresponding psychological operation. To ensure the appropriate reaction by the public,
appropriate expert assessments can be used (which may express the author's sincere points of
view but are also convenient for the user of the psychological operation, although other
options are available). These assessments can then be divulged widely, for example through
social networks of celebrities (artists, famous athletes, etc.). Without excluding the deliberate
bias of individual celebrities, some of them can be uncritical of certain assessments in a crisis,
allowing rash statements to spread through social networks. These statements will not be
ignored by the mainstream media, and they will ultimately have an impact on broad sections
of the public.
Individual panic becomes part of the psychological operation, which, in turn, can be an
element of a long-term psychological campaign within the framework of strategic psychological
warfare. The latter is an integral part of strategic confrontation between states (including in
the latent stage of such a confrontation), especially in the case of clashes on fundamental issues
and long-term antagonisms, the resolution of which is not expected in the medium term.
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The Role of Geopolitics at the First Level of MUAI for National and Regional PS in Latin
America
In just ten years, China has become the second trading partner and investor in Latin
America. Although Asia receives the majority (66 percent) of Chinese investment, Latin America
is second at 12 percent, followed by Europe (7 percent), the US (5 percent) and Africa (3.5
percent).67 In Latin America, China is the largest trading partner of Argentina, Brazil, Chile, Peru
and Uruguay. From 2006 to 2016, trade between China and Latin America grew by 200 percent,
while the region’s trade with the United States grew by only 38 percent. In 2016, the World
Bank estimated that 10 percent of the region’s exports went to China, while the Asian giant
was the source of 18 percent of imports to Latin America. Trading volume peaked at $83 billion
in 2013. Then it fell along with commodity prices, but the 2017 trading figures were 25 percent
higher than in 2016.68 Since 2009, the US has restricted trade with Latin America. For example,
in 2017, the United States actually increased tariffs on iron and steel products originating in
Brazil, and in January 2018 introduced additional accounting and reporting tools for seafood
imports, which affected imports from Argentina. While the US took an average of 422
protectionist measures against Latin America (which negatively affected the region) each year,
China took an average of only 44 such measures per year.69 The scale of trade between the
Latin American region and Russia is almost an order of magnitude smaller, but Russia has
significantly pushed the US in the Latin American arms market and in the energy sector.70 These
processes are reflected in a number of studies.71
Americas Quarterly cites a number of examples of Chinese companies investing in the
Latin American technology sector. Thus, Tencent invested $180 million in Latin America’s top
unicorn company, Brazilian fintech firm Nubank. “Large Chinese companies have acquired local
startups, such as Didi Chuxing purchasing Brazil’s 99 Taxis and initiatives such as Chinnovation,
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which pairs up Latin American and Chinese tech investors, signal this trend will only increase.”72
Baidu left Brazil in 2018 saying they intended to continue to invest but directly from China. On
the contrary, Huawei and ZTE have largely integrated into Latin American region. A Shenzhenbased company created Noticias Águila, Mexico’s most downloaded news app. “Huawei is one
of the top contenders to build a fiber-optic cable connecting Chile to Asia, is already building
one connecting Sinaloa to Baja California Sur in Mexico for $14 million, and like Alibaba will be
competing with Amazon by setting up data centers in Chile.”73
Ren Zhengfei, CEO and founder of Huawei, gave December 11, 2019 his first press
conference to Ibero-American Media. During this interview, the chief executive of the Chinese
telecommunications giant talked about the growth of his company, highlighted its
strengthening globally, and noted that Latin America will greatly benefit from advances in AI,
something in which the Chinese company is making large investments for the development of
solutions. Asked about his perspective on Latin America, Ren Zhengfei replied that, in terms of
natural resources, Latin America is the richest region. “Latin America has vast expanses of
fertile land, forests, variety of animals for activities such as livestock, and mining. If they could
adopt artificial intelligence they would have explosive development. I have a lot of confidence
in this technology because it is a very effective tool for improving productivity. In addition to
the 5G networks, it will allow, for example, autonomous farms and mines.”74
In the period of the coronavirus pandemic, the AI technologies from China are widely used
in Latin America. COVID-19’s auxiliary diagnostic system, based on Huawei Cloud in
combination with AI, is being applied in the Central Hospital of the North of Guayaquil Los
Ceibos, Ecuador’s largest city. The same system is being used in the Central Hospital of the
South of Quito, so Ecuador has the latest technology from Huawei to combat the pandemic. In
Argentina, Huawei has implemented AI thermal cameras at Ezeiza International Airport,
identifying the temperature of people and issuing an alert of potential medical implications,
speeding up the virus detection process. In addition to this, Huawei has also made available to
the Argentine government, a platform to provide maps of epidemics, through the Huawei
Cloud etc.75 China ride-hailing giant Didi Chuxing announced in May 2020 that it will start using
AI technologies to verify if drivers in its Latin American markets wear masks and disinfect cars
to keep rides safe amid the coronavirus pandemic. Didi, which is in eight countries across Latin
America, Australia and Japan, has introduced the use of such technologies in China since
January, when the country started taking measures to stop the spread of the virus. 76
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The intense geopolitical rivalry for influence and resources in Latin American mentioned
in many studies77 creates a psychological aura of anxiety and an atmosphere of mutual distrust
which, unfortunately, can be effectively used in psychological campaigns, including attacks on
competitors who are successfully developing and strengthening their positions in the field of
AI in Latin America. Next we shall give some examples of that.
As is often the case, each technology will re-enforce the other. 5G by rather many reasons
is a very important tool to develop the efficiency of AI. Chinese companies are already leading
the way in the next generation of 5G mobile networks in Latin America — and its cyber-warfare
capacity is fully on par with the US. The US government is on the warpath against Huawei. For
months, the Trump administration has pressured its allies in Europe to exclude the Chinese
technology firm from their 5G telecom systems, insisting that Huawei’s products may pose a
security threat to Western countries. So far, these warnings have fallen on deaf ears. Now the
campaign against Huawei has reached a new frontier: Latin America. Mexico and Argentina
plan to initiate the region’s first 5G networks in 2020; Brazil is expected to follow in 2020 but
it remains unclear whether Brazilian President Jair Bolsonaro, an admirer of US President
Donald Trump, will follow the American president’s example and ban Huawei technology in
Brazil due to concerns about Chinese espionage.78 As in Europe, the Trump administration is
working hard to convince the states in Latin America not to rely on 5G equipment made in
China. However, as in Europe, Washington risks overplaying its hand.79 For reasons of
commercial competition and geopolitical rivalry, the US opposes the development of Huawei’s
5G mobile networks in Latin America, although this technology contributes a great deal to the
region’s economy and implies the creation of infrastructure for the rapid development of
artificial intelligence.
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An example of how quickly and effectively the psychological aura of threat from 5G
technology can be formed using the latest most disturbing news is, of course, the coronavirus
pandemic. We will give a case from the current practice of South Africa and the UK, but it may
well take place in Latin America.
Dr. Thomas Cowan from the USA hypothesized that the coronavirus may be caused by 5G
at the Health and Human Rights Summit in Tucson, Arizona, on March 12.80 Dr. Cowan started
his career while teaching gardening as a Peace Corps volunteer in Swaziland, South Africa and
later he has served as vice president of the Physicians Association for Anthroposophical
Medicine and is a founding board member of the Weston A. Price Foundation. Before that the
South Africa’s Rain announced that it has cooperated with Huawei to build a 5G transport
network using Huawei’s optical cross-connect (OXC) and 200G solution, to build a metro optical
transport network. Rain is focused on bringing mobile broadband (MBB) networks to South
Africa and becoming the first operator to deploy 5G networks in the country.81 During his
presentation Cowan claims that Africa was not as affected by the coronavirus outbreak because
it is “not a 5G region.” However, since the video was published the World Health Organization
has confirmed many thousands of COVID-19 cases in Africa. In this case, we do not go into the
essence of Dr. Cowan’s argument. However, the fact that his approaches and statements about
the connection between coronavirus and 5G technologies have become, regardless of his
intentions, a tool of competition against Huawei is hardly in doubt. Especially considering that
this Chinese company is the undisputed leader in the market of South Africa and Africa as a
whole. Certain circles used these statements to provoke unrest not only in South Africa but in
other countries.
In Britain the government in January 2020 announced that it will allow “high risk vendors”
such as Chinese telecoms giant Huawei a limited role in building its 5G networks. Social
networks became full of people highlighting that the 5G theory is spreading via a lengthy
WhatsApp voice note. Celebs have been slammed for sharing the conspiracy theory, including
Jason Gardiner82 and Callum Best,83 who posted similar claims that 5G can impact the immune
system.84 Boxer Amir Khan also released a series of bizarre videos where he blames the
coronavirus on the building of “5G towers.”85 A music producer Teddy Riley claimed that the
virus was being spread through cellular towers in an Instagram Live chat with Charlamagne Tha
God. Other celebrities, including rapper M.I.A. and actor Woody Harrelson, have also been
80
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sharing false information on their platforms. The 5G conspiracy theory has been spreading
rapidly.86 In the beginning of April 2020 British Cabinet Officer Minister Michael Gove spoke at
a digital news conference on the coronavirus disease outbreak, in 10 Downing Street in London.
When asked by a reporter about the so called “theory” that 5G telecommunications masts
could play a role in the spread of the disease, Michael Gove said: “That is just nonsense,
dangerous nonsense as well.”87 At least 20 mobile phone masts across the UK are believed to
have been torched or otherwise vandalized for several days in the beginning of April 2020.88
How spontaneous these actions are, who is their true organizer, that is the question.
Another example of a disinformation campaign against China’s economic presence in
Latin America is the claim that the Chinese are decimating the region and depriving Latin
Americans of jobs, in particular because China is actively implementing AI instead of people.
Thus, China’s advantage in the important area of scientific and technological progress is
transformed into a social threat to the region. However, in 2017, the ILO presented the first
study on the impact of economic relations between China and Latin America and the Caribbean
on jobs in the region. The study found that, between 1990 and 2016, at least 1.8 million net
jobs were created. Nearly two-thirds of these were created through trade, while 20 percent of
jobs were created through infrastructure projects and 15 percent through Outward Foreign
Direct Investment (OFDI).89 That amounts to almost 4% of the employment created in the
region over that period and is probably an underestimation. The majority of Chinese projects
are based on high technologies, including AI solutions.
The installation of Chinese surveillance systems, acquired through PRC government
donations or commercial contracts, is a growing phenomenon in Latin America and
elsewhere.90 According to Dr. Evan Ellis91 the risks arising from spreading use of Chinese
surveillance equipment and architectures are multiple and significant, involving the sensitivity
of the data collected on specific persons and activities, particularly when processed through
technologies such as facial recognition, integrated with other data, and analyzed through AI
and other sophisticated algorithms… “It includes the ability to potentially track key political and
business elites, dissidents, or other persons of interest, flagging possible meetings between
two or more, and the associated implications involving political or business meetings and the
86
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events that they may produce. Flows of goods or other activities around government buildings,
factories, or other sites of interest may provide other types of information for political or
commercial advantage, from winning bids to blackmailing compromised persons.”92
Thus, Dr. Ellis directly indicates the danger of China’s MUAI on the national and regional
security of Latin America. He continues in his article: “While some may take assurance that the
cameras and other components are safely guarded by benevolent governments or companies,
the dispersed nature of the architecture, passing information, instructions, and analysis across
great distances, means that the greatest risk is not physical access to the cameras, but the
diversion of information throughout the process, particularly by those who built the
components, databases, and communication systems, and by those who wrote the algorithms
(increasingly Chinese across the board).”93
There is potential for China to do this. For example, according to yearly independent
research data from IHS Markit, Hikvision94 accounted for 19.5% of the market share in global
video surveillance industry in 2015, up from 4.6% in 2010, and has been ranked the No.1
market share leader globally for video surveillance equipment for five consecutive years. In
2015 was ranked second in Americas market with 7.3 percent market share.95 Some other
countries also export surveillance systems and potentially can go by the road of MUAI.
However, is it worth believing more to the US producers of such equipment and their ethical
procedures in this field with all US global mass surveillance96 system exposed many times? Alas,
the growth of deliberately distorted interpretation of the circumstances and consequences of
AI development in the framework of unfair completion on markets and geopolitical
contradictions is a current reality in Latin America.
The Difference in the Assessment of the AI Social Risks by the State and Business Elites
of the United States and China, and How This May Affect the Capabilities of
Neutralization/Damage Minimization of MUAI at the First Level of Threats to IPS
The differences (in spite of many similar or identical assessments) are of a very serious
nature. It is hardly possible to give a balanced assessment without taking into account the
opinions of specialists and statistics.
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PwC used its annual survey97 of some 1,400 global CEOs – released every year here at
Davos – to ask business executives whether they thought AI or the Internet would have the
greater long-term impact. Some 84 percent of Chinese executives laid their bets on AI, while
only 38 percent of their US colleagues agreed. That was reflected as well in how those polled
by PwC said they had already deployed AI in their companies. A full 25 percent of Chinese
executives reported they had utilized AI broadly compared to just 5 percent of American
executives. “It’s rare you get that big of a difference between two superpowers,” Tim Ryan, US
chair of PwC told The Washington Post. “It tells us we (Americans) probably need to make sure
we’re thinking about it in the right way.” 98 Frederick Kempe notes: “Most troubling for the
American business leaders in Davos in January 2019, “who had grown accustomed to being
atop the global technological heap, was that they heard time and again how quickly they were
falling behind their Chinese peers. Though it is a tech race most Western executives feel is only
on its first laps, they heard how President Xi had declared a sort of space race or Manhattan
Project around AI that is already delivering measurable results.”99
Apparently, due to underestimating of the potential of AI in the PwC survey, estimates of
the risks of unemployment from its implementation vary greatly. 88 percent of China’s CEOs
believe AI will displace more jobs than it creates in the long run. CEOs in Western Europe and
North America are more inclined to believe the workforce will weather the storm.100 PwC’s
recent analysis of OECD data covering 200,000 jobs in 29 countries breaks AI’s job displacement
effect into three waves: algorithmic (until early 2020s), augmentation (to late 2020s), and
autonomy (to mid-2030s). The first wave will impact relatively few jobs — perhaps 3 percent.
By the mid-2030s, however, up to 30 percent of jobs could be automated —mostly those
involving clerical and manual task.101
Another example of the fundamental difference in the approaches of Chinese and North
American researchers is the question of terms of creating of human-equivalent AI—General AI
(or the same Artificial General Intelligence (AGI), others call it “Real” AI, “True,” or “Strong” or
“Full” AI), and consequently the almost inevitable and very rapid arrival of Artificial Super
Intelligence (ASI) and potential singularity, that will inevitably introduce fundamentally
different realities.102
It is curious to see rapid and drastic changes in the awareness of potential threats of AI
use by the public authorities and security community of the United States. In a White House
document regarding the outgoing administration of Barack Obama in 2016, the experts’
assessments were given: General AI will not be created in the coming decades, if it will be
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possible at all.103 Two years later, in the US national security bodies, there was a clear
reassessment of the possible threat from General AI. The GAO 2018 report104 focuses on longrange emerging threats—those that may occur in approximately five or more years, as
identified by various respondents at the Department of Defense (DOD), Department of State
(State), Department of Homeland Security (DHS) and the Office of the Director of National
Intelligence (ODNI). Among dual-use technologies, the first in the list in the GAO report is AI.
The only two examples of AI threats given are deeply interrelated: (1) Nation State and
Nonstate Development of AI; (2) Intelligent Systems with General AI.105 It is no coincidence that
all these changes in the approaches to the General AI capabilities appeared in the last two
years.
In 2018, researchers at Oxford and Yale Universities and AI Impacts polled AI experts,
asking them “When will AI – High Level Machine Intelligence (HLMI) – exceed human
performance?”106 The survey involved researchers with publications at NIPS and ICML, top
machine learning conferences, in 2015. A total of 352 researchers participated in the survey
(21 percent of the 1634 NIPS and ICML authors). Each respondent estimated the probability of
HLMI arriving in future years. Taking the mean over each individual, the aggregate forecast
gave a 50 percent chance of HLMI occurring within 45 years and a 10 percent chance of it
occurring within nine years. The survey displays the probabilistic predictions for a random
subset of individuals, as well as the mean predictions. There is large inter-subject variation: the
figures of the survey show that Asian respondents expect HLMI in 30 years, whereas North
Americans expect it in 74 years. The survey displays a similar gap between the two countries
with the most respondents in the survey: China (median 28 years) and the United States
(median 76 years).107 This seems to be the key to understanding the concerns of security
professionals in the United States who have both open and closed information on the issue.
Most researchers, at least in countries with a high level of AI development, today believe that
General AI is a real task, and not for centuries, but for decades, and a minority that it is a task
for less than ten years.
However, such a large discrepancy between Chinese and North American specialists
hardly indicates a complete separation from the reality of specialists from China. The country
is quickly catching up with the United States in AI, and in some areas is clearly ahead. The mass
evidence of the best Chinese experts in favor of a much earlier appearance of General AI seems
to be based on something real, which explains the serious concerns of the United States.
Some experts believe that the creation of General AI—human-equivalent AI—in a matter
of years will lead to its self-improvement, the emergence of Super AI (which would by far
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exceed human intelligence) and the coming of a period of singularity. This is neither a given
nor a guarantee, but a real possibility. Many experts see no chance for human civilization in
this case; others are highly optimistic about the possibility of creating Super AI in the context
of human development.108 The Chinese think and act best strategically today. Underestimating
the threats to employment by Western business and political elites will naturally generate a
belated reaction to large-scale job cuts. This, in turn, will eventually increase social and political
tensions, and not only in the United States. This underestimation may have a much stronger
impact on less developed countries, including Latin America. Here, the living standards of the
population are lower, and the ruling elites tend to focus primarily on the United States. The
mass replacement of labor here with AI and, more broadly, the totality of all the consequences
of the fourth industrial revolution can cause much faster and stronger political destabilization
than in wealthier countries. This means that it will be easier and more effective to use AI in
various psychological operations to destabilize the situation in a particular country. And
without interference from outside or from within (for example, from an ambitious non-state
actor who wants to play on the mistakes of the authorities or the asocial aspects of the
technological revolution in a particular country), a serious threat to national and regional
psychological security can objectively arise. Similarly, underestimating the potential for AGI
development may provoke different speculations about the risks of its creation in incompetent
broad audiences today.
MUAI Threats to IPS at the Second Level
In recent years, the growth of social and property differentiation in Latin American
countries, the growth of political contradictions, and manifestations of geopolitical rivalry
between the ruling elites of leading countries have been expressed in the aggravation of
psychological warfare. At the expense of various means of influence, it is possible both to
strengthen and to weaken objective manifestations of instability of social systems, and it is
equally possible to provoke additional artificial indignations. Strategic psychological warfare
(SPW) allows achievement of this on a long-term basis, in the most important areas of social
development. As SPW is conducted with different degrees of professionalism, by various state
and non-state actors, there is an overlay (interference) of various control schemes.
Consequently, the efficiency of SPW decreases. The role of AI in overcoming this problem is
great, because it radically increases the ability of the human mind to calculate the options for
social development; in addition, it increasingly makes it possible to foresee the specific
parameters of individual events and allows for identification of the effectiveness of influencing
operations much faster and more effectively. Thus, AI takes one of the leading places among
other means and methods of offensive high-tech strategic psychological warfare (HTSPW).
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However, it creates new adequate capabilities of defensive HTSPW, which is typical for the
dynamic unstable balance of all offensive and defensive weapons.
The destruction of critical infrastructure, using drones for physical attacks, and some
other activities where MUAI usually are aimed primarily not at controlling target audiences in
the psychological sphere but at committing other malicious actions though psychological
aspect in these actions presents too. First of all, there is an element of confusion and panic as
a result of a successful attack. It can already be used by applying a wide range of tools, including
high-tech psychological warfare using MUAI, for controlling the conscience and behavior of
people. There are quite a few examples of MUAI threats at the second level.
In August 2018, Black Hat USA (one of the world’s leading information security events,
providing attendees with the very latest in research, development, and trends) saw the
introduction of DeepLocker, a novel class of highly targeted and evasive attacks powered by AI.
DeepLocker was developed as a proof of concept by IBM Research in order to understand how
several AI and malware techniques already being seen in the wild could be combined to create
a highly evasive new breed of malware, which conceals its malicious intent until it has reached
a specific victim. It achieves this by using a deep neural network (DNN) AI model to hide its
attack payload in benign carrier applications, while the payload will only be unlocked if—and
only if—the intended target is reached. DeepLocker leverages several attributes for target
identification, including visual, audio, geolocation, and system-level features.109 According to
Marc Ph. Stoecklin, principal research staff member and manager at Cognitive Cybersecurity
Intelligence (CCSI), a class of malware “like DeepLocker has not been seen in the wild to date;
these AI tools are publicly available, as are the malware techniques being employed—so it’s
only a matter of time before we start seeing these tools combined by adversarial actors and
cybercriminals. In fact, we would not be surprised if this type of attack were already being
deployed.”110
Attacks of this kind can be very dangerous in Latin America. The region has a fairly high
level of critical infrastructure development, and the level of protection these objects have from
possible attacks is low. It can be assumed that with the deterioration of the overall political and
economic situation in the region, such attacks will become more frequent and dangerous. In
addition to direct economic pressure on the country, they will have an increased psychological
impact potential in a crisis situation.111
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Latin America boasts some of the most sophisticated hackers and organized crime groups
in the world.112 The marriage of violent drug gangs and the underground hacking community
in the region is a significant emerging threat as we move into 2020. The two worlds are
combining their influence, skills, and experience to achieve common goals, primarily of the
financial variety. In 2019, a criminal gang called “Bandidos Revolution Team” and their leader,
Héctor Ortiz Solares – known as “El H-1” or “Bandido Boss” – was apprehended by law
enforcement in León, Mexico. Solares was known for recruiting technically skilled hackers who
could write malware code to infect banks and ATMs. His hackers wrote malware that extracts
money from banks using the Interbanking Electronic Payment System (SPEI) system and then
deposits it to third-party accounts. Once the money is deposited, the gang then withdraws cash
and makes large purchases, such as real estate and luxury cars.113
Petróleos Mexicanos, or Pemex for short, was in November 2019 of a cyber-attack using
a ransomware. The attackers have demanded 565 Bitcoin (approx. 4.52 million Euro) to decrypt
the data. However, Pemex has already announced that, as a serious company, it will not finance
gangsters and therefore will not pay anything. Important affected data was backed up and
recoverable after the systems had been cleaned. The DoublePaymer ransomware used in the
Pemex attack was used for the first time in 2019. It is probably a further development of the
Bitpaymer Ransomware. Its developer, the Bitpaymer Group, is notorious for targeted
ransomware attacks and the adjusted decryption prices.114
Santiago Pontiroli, an analyst at Kaspersky, noted that in 2019 there were 42 malware
attacks per second in Latin America, with a 13 percent year-on-year growth. Likewise, he
explained that the company detected 6.4 mobile malware per minute in the last 12 months,
where Argentina appears behind the main markets in the region in terms of the number of
attacks.115 Another widely discussed tactic on Spanish-language dark web sites is BINero fraud,
which allows cybercriminals to use misconfigured bank identification numbers to make
fraudulent online purchases through online retail sites like MercadoLibre, Amazon, B2W
Digital, and Alibaba.116
AI can be applied in hedge funds and cryptocurrency trading which requires predictions
and crypto mining. It can help reduce energy consumption in mining, improve blockchain
scalability problems, improve security and privacy, improve network efficiency and help open
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many “data gates” such as data trading avenues.117 Such platforms have great potential but
can be vulnerable under criminal MUAI.
“2019 has confirmed the indispensability of cybersecurity, especially in corporate
environments, by registering several significant data leaks, following attacks on businesses,
vulnerabilities in instant messaging applications, and ransomware infections in municipal
governments and critical entities,” said Dmitry Bestuzhev, director of the Research and Analysis
Team for Latin America at Kaspersky, in a statement. “By 2020, we predict an increase in these
types of attacks in the region, especially those with the potential for a greater impact on the
reputation of the victim entity, as well as on the number of people affected. This will also fuel
the expansion of crimes that have not been deployed throughout the region, such as SIM
swapping and certain types of financial attacks, carried out not only by local cybercriminals,
but international attackers targeting Latin America.”118
Thus, the AI capabilities that can be used in these criminal operations are not directly
related to controlling the minds of individuals or target groups. However, the results of using
AI (for example, leaking important information) can create conditions for damage to reputation
or blackmail, which is already in the sphere of psychological security, not only nationally, but
also internationally: criminal groups often operate on a cross-border basis.
It would be misleading to assume that MUAI are only associated with high-level specialists
in the criminal world. Criminals can use AI almost with impunity, and with minimal effort, in an
electronic environment that is comfortable for them. Thus, criminals in Latin America
communicate in open-source platforms and often do not put work into hiding their true
identities, unless they are tied to cartels or gangs. IntSights undercover intelligence analysts
engage with threat actors in their preferred communication method – usually WhatsApp and
Facebook Messenger. They find that threat actors are very comfortable in these platforms
because they are allowed by their local governments and are free to use. Facebook Messenger,
in particular, offers an easy way for them to pivot from a Facebook group to chatting in
Messenger within the same browser window. Facebook Messenger now offers an encrypted
chat called “secret” mode. It is simple for criminals to use this platform to switch between
unencrypted casual conversations to full-encrypted end-to-end messages so they can discuss
more clandestine business deals.119
It should be emphasized that AI is actively used against all kinds of criminals, including
those who resort to MUAI. For example, AI used in payment systems helped prevent fraud
amounting to about two billion US dollars in Latin America and the Caribbean in 2019 alone.
This figure comes from a report published on the results of Visa Advanced Authorization (VAA),
one of the tools of this global payments technology company which has used AI since the 1990s
in its mission to make payments safer and easier.
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We can conclude that at the second level, the threats of MUAI against national PS and IPS
are growing rapidly, especially in the context of the coronavirus pandemic, but so far have not
received a proper response from public and private structures in Latin America. There are no
special studies of this problem.
The Third Level: Rising Risks
High risks at the third level are directly related to economic, social, and political problems
in Latin America. The conflict of geopolitical interests in the region is also obvious. The severity
of local problems with the active participation of external actors naturally leads to an acute
psychological warfare, in which the MUAI will play an increasing role.
According to Kaspersky, in 2020, we will see even more examples of the use of social
networks for the propagation of campaigns with the purpose of misinforming and manipulating
popular opinion in Latin America. Although Kaspersky has already registered cases related to
this issue, there is still no research that shows the main actors and the way they use mass media
to spread “news.” The level of orchestration of such attacks will reach a prominent
sophistication.120
Dawn Meyerriecks, the deputy director for technology development with the CIA, points
out that the agency currently has 137 different AI projects underway. However, emerging and
developing capabilities in AI do not just allow the CIA more access to data and a greater ability
to sift through it. These AI programs have taken to social media, combing through countless
public records. The CIA is no stranger to collecting data from social media but with AI the
situation is a little bit different. Joseph Gartin, head of the CIA’s Kent School, stated that “what
is new is the volume and velocity of collecting social media data.” In addition, according to Chris
Hurst, the chief operating officer of Stabilitas, stated at the Intelligence Summit, “Human
behavior is data and AI is a data model.”121 The actors involved with the MUAI can piece
together each scrap of information to create a complete dossier that can be used for spearfishing campaigns, predictive analytics, etc. It can be assumed that this work is already being
carried out by various antisocial actors in Latin America.
In a social engineering attack, an attacker uses human interaction (social skills) to obtain
or compromise information about an organization or its computer systems. Phishing is a form
of social engineering. Phishing attacks use email or malicious websites to solicit personal
information by posing as a trustworthy organization.122 In a 2018 survey of InfoSec
professionals, it was found that 45 percent of respondents had experienced phishing via phone
calls (vishing) and SMS/text messaging (smishing) in 2017.123
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Vishing goes beyond campuses and into the boardroom, as AI-assisted vishing campaigns
have successful breached businesses. Independent, Nairobi-based AI and cybersecurity expert
Kange Ken warns the problem will get worse. “Use of pre-trained AI models that can mimic an
individual’s voice by hackers could become a huge problem in the coming years,” cautions Ken.
For instance, all a skilled hacker has to do is find a video of a CEO speaking at an event or leading
a seminar, grab it off of social media, and then use the voice snippet as material to mold into a
“key” that will work across voice-activated platforms. “This could be a potent spear phishing
tool. A hacker just needs to send a voice message to their prospective target mimicking the
company’s CEO,” details Ken,124 The current situation in Latin America makes the development
of advanced phishing in the region more than possible. Upgrade of phishing will more and more
based on MUAI, though phishing is not but itself automatically a MUAI.
The phishing attacks have been rising in the region accounted for 192,000 attacks per day
in 2017, which grew by 115 percent from the previous year. In 2018, more than 2,000 mobile
banking users in Brazil downloaded Android-based malware, which breached the confidential
data from the device. Moreover, in May 2018, Mexico central bank announced that a cyberattack in April 2018 cost undisclosed five financial institutions around $15.2 million was owing
to several fraudulent transfers. In Latin America, Brazil is the most targeted country for cyberattacks. It registered over 28 percent of the phishing attacks occurred in the region and the
country is followed by Guatemala with 20.34 percent.125
In mid-2019, IntSights analysts discovered a large-scale phishing campaign being
launched against several major banks in North America and Latin America. The threat actor had
created several websites to mimic the official bank website. IntSights issued takedown notices
to the registrars. The threat actor was persistent and pivoted to new registrars and new
infrastructure. IntSights researchers started digging into the domain registrations and chatter
around these URLs. They discovered that customers were being directed to the phishing sites
via fake Google and Bing adwords. These fake advertisements appear as links at the top of the
page when the victim does a Google search. When the victim clicks on the link, it opens a
phishing website that appears to be identical to the bank’s real website.126
According to the report by Deeptrace Labs, there have been no actual occurrences of
deepfakes used in disinformation campaigns or in ways that could affect enterprises, but that
isn’t to say there won’t be in time. Deeptrace’s Henry Ajder commented, “Deepfakes do pose
a risk to politics in terms of fake media appearing to be real, but right now the more tangible
threat is how the idea of deepfakes can be invoked to make the real appear fake. The hype and
rather sensational coverage speculating on deepfakes’ political impact has overshadowed the
real cases where deepfakes have had an impact.” There are predictions that deepfakes could
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end up costing businesses as much as $250 million in 2020.127 Seems it is only the beginning of
the process and several years later MUAI based on deepfakes might be a much bigger problem
for politics and business including the countries of Latin America.
How could deepfakes potentially damage the corporate image? As AI develops further,
convincing chatbots may elicit human trust by engaging people in longer dialogues, and
perhaps eventually masquerade visually as another person in a video chat.128 At a basic level,
hacktivists could be using deepfake tech to make false claims and statements about your
company in order to undermine and destabilize it. At a more sinister level, malicious agents
could target senior executives in your company and put together a deepfake video in which the
exec confesses to financial crimes or other offenses. Examples like these could have major
consequences for a company’s brand, reputation and share price. Not to mention that they can
be difficult for you to disprove and consume time and money attempting to do so.129
Undermining trust in the media can have deep repercussions, particularly in fragile
political environments. Sam Gregory, the program director of Witness, a nonprofit that helps
people document human rights abuses, offers an example. In Brazil, which has suffered a
history of police violence, citizens and activists now worry that any video they film of an officer
killing a civilian will no longer be sufficient grounds for investigation. This fear that real evidence
can plausibly be dismissed as fake, says Gregory, has become a recurring theme in workshops
he hosts around the world.130 The problem is not only to expose the practice of deepfakes, to
conduct effective detection of deepfakes. Unfortunately, there is another serious problem:
authorities can try to declare any fair criticism based on photos, videos, audio, and written
evidence a deepfake. The more sophisticated deepfakes are, the more anti-democratic the
state is, and the more politically inert and illiterate the population is, the more dangerous the
practice of using deepfakes will be. To neutralize deepfakes (and fakes in general), it is
necessary to have a stable and non-selective desire of the authorities to find out in each
individual socially significant case where deepfake is, and where only the desire to label
deepfake the facts representing the objective truth. Without the conscious desire and ability
of citizens (where and as far as they actually exist and operate) the authorities are unlikely to
take this position and be able to effectively counter the malicious use of deepfakes. Proving
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the real is real and the fake is fake will be almost extremely difficult to implement without such
real political prerequisites.
The digital transformation that banks are facing goes directly through chatbots and AI in
Latin America. Banco Galicia Argentina, BBVA or Banco de Credito del Peru have already opted
for the introduction of chatbots in different channels such as Facebook Messenger or
WhatsApp, as well as working with voice environments such as Alexa or Google Assistant to
include their services on these platforms. In E-Commerce the potential of chatbots is great. Luis
Flores, Managing Partner of Chatbot Chocolate in Chile and Peru claims that the experts in the
development of chatbots in WhatsApp see that many companies are already preparing for
when this context is real and can interact with their customers through their favorite messaging
app.131 Chatbot in Guatemala that is currently generating a great competitive advantage in that
country, is the case of Farmacias Cruz Verde. The chatbot that this company uses comes from
a company called Fogata Bots (https://fogatagroup.com/bot.php). It is currently working on
Facebook, Website and Whatsapp. Users use these digital communication channels to: know
the locations of pharmacies, request medicine prices and talk to advisors.
The more chatbots are used, the better they become, and thus, the more likely the risks
of MUAI in the psychological area are. This, of course, does not negate the extremely
progressive nature of this technology itself, but it necessitates timely consideration of the risks.
Technology can become a tool not only for abuse in marketing campaigns, but also for latent
political control.
Political bots are very actively used in Latin America, including both the usual practice of
political struggle, and psychological operations with the use of MUAI. This is an increasingly
common occurrence in conflicts, as groups attempt to control the narrative on the new online
battlefront. In November 2019, during the midst of a US-backed coup against President Evo
Morales, thousands of newly created bots boosted a Spanish-language hashtag
#BoliviaNoHayGolpe – in English meaning “there is no coup in Bolivia” – attempting to
legitimize the ouster of a democratically-elected leader. In Venezuela, too, the local USsupported opposition attempted to increase their popularity and reach through manipulation
of Twitter. In October, a senior Twitter executive, Gordon MacMillan, who was the editor for
the Platform for the Middle East and North Africa (including Iran), was unmasked as an officer
in the British Army’s 77th Brigade, a unit dedicated to psychological operations, propaganda
and online warfare. These incidents are some of many that underline how governments and
other powerful organizations increasingly see the Internet as a battlefield for public opinion.132
The 2017 study “Troops, Trolls and Trouble-Makers: A Global Inventory of Organised
Social Media Manipulation” detected bots in 28 countries, including Argentina, Brazil, Ecuador,
Mexico and Venezuela. The report, prepared by two researchers from the Computational
Propaganda Research Project (COMPROP) of the University of Oxford Internet Institute in
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Britain, considers that governments and political parties promote these digital hosts, through
official institutions or private providers. Another 2017 analysis, “Computational Propaganda
Worldwide,” also published at Oxford, found that bots and other forms of computer
propaganda have been present in Brazil. In Mexico, another report identified in 2016 the
presence of bots in 2014 to block criticism of the government of conservative President Enrique
Peña Nieto, in power since 2012.133
A group of researchers working in the United States analyzed the use of bots in the
political life of Venezuela. They identified 11 platforms in Venezuela and found that
approximately 38 percent of the retweets were generated by web browsers, and 62 percent
were generated by mobile phone based apps. The majority of the politicians’ content was
retweeted by mobile phone applications, such as “Twitter for Android”, “Twitter for
Blackberry”, or “Twitter for iPhone” because the country has one of the highest rates of mobile
phone diffusion in Latin America. The people in Venezuela also used bot platforms, such as
Botize or MasterFollow, to retweet. These are particular services define themselves has
popular free services which can execute actions automatically. Many of the bots that present
themselves as official political candidates do so for specifically for a more radical opposition
party (VP) rather than the dominant party (PSUV) or the more mainstream opposition party
(MUD). In other countries it is the governing party that uses bots most aggressively, but in
Venezuela the opposite is true. There has been relatively little bot activity, relative to the PSUV
and VP, from the coalition of opposition Democratic Unity Party led by Capriles, the candidate
who gave Maduro a serious run for his money in the 2013 election.134 The activity of radical
opposition bots is subordinated to the task of socio-political and economic destabilization of
Venezuela and very often reproduces calls for violence.135
However, it would be premature to link the greater activity of political bots to MUAI. This
is enough, clearly follows from the research of Dr. Samuel Woolley, 136 who while directed the
research team at the Computational Propaganda Project at the Oxford Internet Institute looked
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into how and whether Twitter bots were used during the Brexit campaign. His team found that
a lot of political bots were being used to spread messages about the Leave campaign. The vast
majority of the automated accounts they found were very simple, made to retweet content or
generate noise, not to be functionally conversational—they did not harness AI. In the Institute
for the Future’s Digital Intelligence Lab’s examination of political bot usage during events in
places like Turkey, Venezuela, and Ecuador, they saw bots programmed to target journalists
and civil society leaders with repetitive harassment. The automated social media accounts
were not artificially intelligent. They simply overwhelmed their victims with cascades of
repetitive automated hate.137
Nearly all of the computational propaganda campaigns Samuel Woolley studied over the
years have been wielded quite bluntly. During events in which, researchers now believe,
political bots and disinformation played a key role—the Brexit referendum, the Trump–Clinton
contest in 2016, the Crimea crisis—smart AI tools have played little to no role in manipulating
political conversation; not even marginally conversational AI tools have been employed. Online
communication during these events was altered by rudimentary bots that had been built
simply to boost likes and follows, to spread links, to game trends, or to troll opposition. It was
gamed by small groups of human users who understood the magic of memes and virality, of
seeding conspiracy ideas online and watching them grow. Conversations were blocked by basic
bot-generated spam and noise, purposefully attached to particular hashtags in order to
demobilize conversations. Links to news articles that showed a politician in a particular light
were hyped by fake or proxy accounts made to post and repost the same junk over and over
and over.138
This is not to suggest that the people using these simple bot armies or other inorganic
information operation tactics were not successful in their efforts. In fact, these individuals and
groups realized that they did not need sophisticated conversational AI to hack public opinion.
AI software tools are not only expensive but, until recently, hard to come by. The propagandists
in question could game the truth by using very rudimentary political bots to overwhelm the
trending algorithms on social media sites.139 In the near future, however, we should expect
more complex techniques related to both the promotion of smart bots and their integration
into complex perception management systems with the possible participation of AI.
Every day, we hear about the new “innovative” ways that hackers use to infiltrate devices
to inject ransomware or steal invaluable data. But manipulation with data is in progress now.
Last year, a group of security researchers in Israel revealed that they managed to trick doctors
into misdiagnosing patients by hacking into and tweaking the scans produced by a hospital’s Xray machine. This type of data manipulation can cause misdiagnosis and mislead patients of
their true health conditions. These data manipulation attacks can be further simplified through
the use of bots, making it even easier for hackers to launch such attacks. For instance, there
have been past instances of hackers using metadata to create “disinformation” bots that are
highly adept at impersonating human behavior and creating disinformation campaigns on
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social platforms. With a myriad of bots at their disposal, hackers can easily tweak a
“disinformation” bot to insert it in any system and puppeteer the data to their advantage.140
Major Anna Fields, programming manager for intellectual systems to the US Army Research
Office, thinks that countering backdoor poisoning is an issue of high priority. “The fact that you
are using a large database is a two-way street. It is an opportunity for the adversary to inject
poison into the database.”141
It is very disturbing, but quite trivial, that the US is trying to link the growth of political
protests in the region with the “hand of Moscow,” namely, the active use of bots to provoke
conflicts, according to experts of the State Department. The State Department analysts found
that Russian-linked Twitter accounts sought to sow confusion in South American nations that
oppose the Moscow-backed government in Venezuela.142 The US has reportedly tied Russian
bots to increased protest movements across Latin America 143 but it did not provide any
convincing evidence for its claims. The claims we can find in media that “In Chile, nearly 10
percent of all tweets supporting protests in late October originated with Twitter accounts that
had a high certainty of being linked to Russia,” they are even less convincing than the claims of
Colin Powell, the former US Secretary of State, about the presence of weapons of mass
destruction in Iraq. It was Powell who told the United Nations and the world that Saddam
Hussein had weapons of mass destruction and posed an imminent threat. Later that he feels
“terrible” about the claims he made in that now-infamous address – assertions that later
proved to be false. On that February 5, 2003 in front of the U.N. Security Council Colin Powell
declared: “My colleagues, every statement I make today is backed up by sources, solid sources.
These are not assertions. What we’re giving you are facts and conclusions based on solid
intelligence.”144 When later asked if he feels it has tarnished his reputation, he said, “Of course
it will. It’s a blot. I’m the one who presented it on behalf of the United States to the world, and
[it] will always be a part of my record. It was painful. It’s painful now.”145
Especially dubious are the US accusations of high-tech subversive activities of Russia in
Latin America against the backdrop of another failed attempt to overthrow the government of
Nicolas Maduro in early May 2020. Among the members of the group of mercenaries were two
US citizens, employees of Florida-based security firm, Silvercorp. They have been detained by
Venezuelan forces in connection with the failed invasion. Venezuelan state television
140
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broadcasted on May 6 a video of captured Luke Denman, in which he said he was instructed to
seize control of Caracas’s airport and kidnapping Venezuelan President Nicolas Maduro and
bringing him to the US.146 Venezuela’s Attorney General Tarek William Saab said that
opposition leader Juan Guaido, who is backed by the US, had signed a $212 million contract
with “hired mercenaries” using funds seized by the United States from the state oil company
PDVSA.147 Members of Venezuela’s opposition in October 2019 negotiated a $213 million deal
with a Florida security company to invade the country and overthrow President Nicolas
Maduro, according to a document published by the Washington Post on May 6. 148 The
Washington Post said the general services agreement, signed by Guaido, had been provided by
SilverCorp CEO Jordan Goudreau, who has publicly described leading the operation. It said the
detailed attachment had been provided by Venezuelan opposition officials.149 “There was no
U.S. government direct involvement in this operation,” US Secretary of State Mike Pompeo told
reporters, echoing President Donald Trump’s remarks a day earlier. He added: “(If) we’d have
been involved, it would have gone differently.”150 However, the “direct involvement” clause
itself implies recognition of indirect involvement.
Thus, the United States making unproven accusations against Russia not only aggregates
the already poor relations between the two countries, not only seek to distract attention from
their use but also adds an additional impetus to tensions in Latin America.
Coronavirus Pandemics and the MUAI Threats for National and Regional PS in Latin
America
We arrived in Havana at the end of January, when the epidemic (not yet a pandemic) had
reached its peak in China but still had little impact elsewhere. We returned from Havana on
March 1, when the center of the epidemic began to shift to Europe, primarily to Italy. When
we left Cuba, no patients with a coronavirus infection had been registered there yet. However,
tourists continued to arrive on the island, mainly from Europe, Latin America and Canada. In
particular, there were many Italians and other Europeans, among whom there could have been
asymptomatic carriers of infection. When we were in Mexico (February 6–13), the interest in
146
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the coronavirus epidemic there was already more significant. One of the local taxi drivers (not
to mention the researchers) asked about the impact of the epidemic on the balance of power
in world politics. However, in official reports in Mexico, even in local media, the topic of
coronavirus was not the main one, although it should be understood that both Mexico and, in
particular, Cuba did not want to lose an important part of their income—tourism. Moreover,
for Cuba, in the context of continuing US sanctions and the high role of international tourism
in the country’s economy, the loss of income in foreign currency as a result of the closure of
the country was a very sensitive issue. Venezuela, in the current situation, cannot, for obvious
reasons (the collapse of oil prices, US sanctions, acute domestic political problems), provide
significant assistance to Cuba.
By the beginning of May 2020, coronavirus cases in Latin America accelerated much faster
than in other parts of the world. The region surpassed a grim milestone on April 29: 10,000
deaths and 200,000 confirmed coronavirus cases.151
By the end of May, the situation in the region was noticeably worse. “There can be no
doubt our region has become the epicenter of the COVID-19 pandemic,” Dr Carissa Etienne,
director of the WHO’s regional office, the Pan-American Health Organization (PAHO), told a
virtual press conference on May 26. The region has confirmed just under 700,000 cases and
33,000 deaths. However, grim reports of cities resorting to mass graves and low testing rates
in the majority of countries have led to concerns that these figures are a significant
underestimate. There have been repeated warnings that the outbreak could be exacerbated
by underfunded hospitals and stagnating economies, as Latin American governments have far
fewer resources to throw at the virus than many of those in Europe or North America. Brazil is
experiencing Latin America’s most severe outbreak, with 23,473 deaths and close to 375,000
infections reported – a total second only to the US. The PAHO, however, pointed out that Brazil,
home to 200 million people, does not have the highest incidence rate in the region. That
undesirable title goes to Chile, which has a rate of 3,800 cases per million people and Peru,
with 3,600 per million – compared to a rate of roughly 1,700 per million in Brazil.152 Many
experts believe Cuba has managed to control the outbreak better than many countries in the
region due to its well-staffed preventive healthcare system, mobilization of activists through
mass organizations to track cases, a centralized system that allows a better focus, and
willingness to quarantine large numbers of people.153
The game of the ruling elites in Latin America is not only based on two false
interpretations of the coronavirus infection. Some say that the coronavirus is a mild infection
and the mass of low-paid workers can work safely with a huge lack of affordable and highquality medical care. Measures of distancing and even basic hygiene are still not available to
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them, and without work they will face imminent poverty and possibly death. With this
approach from the authorities, even the most dangerous infections, such as coronavirus, can
acquire the features of a mass disaster, as, for example, in Guayaquil. This cynical approach
reflects both the calamitous realities of Latin America and the positions of those ruling circles
that do not want to give up a portion of their profits, are afraid of radical political upheavals,
or are justifiably afraid of their ruin in the event of a long-term shutdown of production as a
result of the pandemic.
Another part of the ruling circles, mainly associated with transnational businesses or local
organized crime, relies on intimidating the population with the terrible long-term
consequences of the crisis to intercept devalued assets. Both the former and the latter protect
their narrow corporate interests but in very different ways. Both the former and the latter
appeal to the interests of the grassroots, disorienting the people with their extreme positions
(“without work, you will starve,” “without a long-term lockdown before the creation and
implementation of the vaccine, you will die of infection”). This is not unique to Latin America.
Both the former and the latter are silent about the fact that when hundreds of millions of
people in the world have already lost or may lose their livelihood, the super-rich, in the context
of a pandemic, are multiplying their fortunes. Thus, these two dominant approaches divert
public attention away from the dangerous conclusion that the existing social system itself has
unnecessarily created many thousands of victims.
Andreas Kluth154 points out that social unrest had already been increasing around the
world before COVID-19 began its journey. There have been about 100 large anti-government
protests since 2017, many of them were in Latin America. About twenty of these uprisings
toppled leaders, while several were suppressed by brutal crackdowns and many others went
back to simmering until the next outbreak. The immediate effect of COVID-19 is to dampen
most forms of unrest, as both democratic and authoritarian governments force their
populations into lockdowns, which keep people from taking to the streets or gathering in
groups. But generally the less money you make, the less likely you are to be able to work
remotely. The differences between nations are even bigger. To those living in a shantytown in
India or South Africa, there’s no such thing as “social distancing,” because the whole family
sleeps in one room. More hand-washing is good advice, unless there’s no running water.155
The International Labor Organization (ILO) considers the current crisis to be the most
severe one since the Second World War. Full or partial lockdown measures are now affecting
almost 2.7 billion workers, representing around 81 percent of the world’s workforce. The ILO
estimates that 1.25 billion workers, representing almost 38 percent of the global workforce,
are employed in sectors that are now facing a severe decline in output and a high risk of
workforce displacement.156 An increase of 10 percentage points in the unemployment rate in
a neighborhood translated to a loss of roughly a year and a half of life expectancy, the AP
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found.157 According to a study by Columbia’s Till von Wachter and the Chicago Federal
Reserve’s Daniel Sullivan, long-term unemployment can knock up to 18 months off of life
expectancy: mortality rates in the year after displacement are 50–100 percent higher than
would otherwise have been expected. The effect on mortality hazards declines sharply over
time, but even twenty years after displacement.158
The coronavirus pandemic will cause negative economic growth in Latin America and the
Caribbean of 4.6 percent this year, with the steepest falls in Ecuador and Mexico that will see
their economies contract by 6 percent, according to World Bank (WB) forecasts.159 Goldman
Sachs expects the region’s economy to shrink by 3.8 percent this year, the biggest decline since
Second World War. Economists at Morgan Stanley think it will be even worse, and pencil in a
4.6 percent GDP crash. Bank of America Merrill Lynch expects Mexico’s economy, also
clobbered by the collapse in oil prices, to contract by 8 percent this year, while Goldman sees
the primary budget deficits in Brazil and Peru widening to as much as 9 percent of GDP.160
According to the International Monetary Fund Latin America will be hard hit and the economy
of Latin America and the Caribbean contracts by 5.2 percent.161 The biggest economies will be
the worst hit: Mexico, with its reliance on US exports, oil, and remittances, faces a contraction
of 6.6 percent; oil-dependent Brazil will contract by 5.3 percent and Argentina by 5.7 percent,
while facing the further challenge of having to renegotiate $98 billion in debts. Colombia was
forecast to be Latin America’s top-performing major economy for the second year running.
Now it appears headed for its deepest slump since records began in 1905.162 As trade enters
an unprecedented decline, corporations go into bankruptcy, currencies are devalued,
households default on debts, and unemployment soars, Latin American economies are bracing
for a deep and prolonged depression.163 The Economic Commission for Latin America and the
Caribbean expects the region’s economy to be impacted on several fronts: exports, tourism,
supplies, product prices and investment. This will lead to an increase of up to 10 percent in
unemployment. Poverty in the region could reach 220 million people.164
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The neoliberal onslaught against public health does not just exacerbate inequalities: it
also blocks public authorities from mounting a coordinated and comprehensive response to
the crisis. While rich people in major cities enjoy access to world-class hospitals, with online
consultations and home delivery of medicines through apps, everyone else is left scrambling
for beds in public hospitals that have been stripped to the bone. In Brazil, the private sector
monopolizes half the country’s ventilators and intensive care beds. Cuba has been the shining
exception to this trend. With its long experience of dealing with crises, Cuba enacted a plan to
shut down the tourist industry, shift production priorities to necessary supplies, and protect
key workers before any cases had been announced. While Europe and the United States
scrambled over supplies of masks and ventilators, Cuba’s program of “medical
internationalism” sent out medical brigades to more than a dozen countries.165
From Mexico City to Port-au-Prince, Haiti, and Santiago, Chile, the coronavirus is taking
root in the world’s most unequal region, where many of Latin America’s first cases arrived with
members of the elite returning from vacations or work trips to Europe and the United States.166
Coronavirus infection will dramatically increase the risks of political confrontation in most
countries due to extreme social inequality, weak social insurance systems and public health
services. Especially in countries where state leaders take a highly controversial position on
COVID-19. In an interview with CNN Brasil, Jair Messias Bolsonaro dismissed with derision any
measures to prevent the spread of the coronavirus, stating that “many catch it, regardless of
the care they take” and characterizing decisions to cancel mass sporting and entertainment
events, as based on “neuroses” and “hysteria.”167
In one of the most controversial statements on the pandemic made by any head of state
in the world, Jair Bolsonaro argued that the only options for workers were to keep working and
accept that they will be infected, or die of hunger. “Unemployment leads people who no longer
feed themselves very well to feed themselves even worse, then they will become more
sensitive, once you are infected, it will lead to death,” he said. Meanwhile, Brazilians believed
that health care was the country’s main problem in 2019. A preliminary study by Oxford
University in England, released by Intercept Brasil, calculated that the coronavirus could lead
to 478,000 deaths in Brazil. This estimate is based on a possible contamination of 40 percent
of the population, which would be a “moderate” outcome; the research done by Harvard, upon
which the British scientists based their conclusions, states that this percentage can vary from
40 to 70 percent.168 This preliminary study has been widely disseminated among the Brazilian
public, often with panicked comments in the media. Thus, a theoretical possibility becomes an
instrument of panic, which puts pressure on the authorities, prompting them to enact an
excessive number of prohibitive measures that bring down the economy. Speculative capital is
purchasing ruined enterprises for a song. On the other hand, the ruling classes in most Latin
165
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American countries are partly unwilling (not willing to redistribute income in favor of the poor)
and partly unable (due to the general backwardness of the social insurance system) to provide
decent unemployment benefits to the millions of people who lose their jobs during the
pandemic. There are also no resources to provide proper medical care in the event of mass
infections (public health systems leave much to be desired, and private clinics are not
affordable for the absolute majority of citizens). There is no doubt that all the consequences of
excessive measures will then be attributed to the magnitude of the threat from the
coronavirus, and the loss of life will be declared minimal compared to the situation if such
measures were taken in a smaller volume.
According to Michael Albertus, an associate professor of Political Science at the University
of Chicago, regardless of ideological bent, most political leaders throughout Latin America
operate within—or on top of—disorganized and splintered party systems. This informs the
likely political consequences of the unfolding pandemic crisis. Voters are unlikely to simply
throw their weight back toward the weakened leftist parties of the previous decade. The more
likely outcome is continued political splintering as leaders scramble to repair their countries
after economic collapse.169 The crisis in Latin America due to the coronavirus pandemic is just
getting started, but it is going to play out for years. Even if the region doesn’t suffer the worst
of the pandemic, it will suffer the brunt of the economic and political consequences. 170
Based on mass discontent, the growth of radical protest movements is very possible over
time. However, without a positive agenda that meets the new realities and opportunities of
the twenty-first century, such a protest will turn into anarchy or unpromising dictatorships of
various orientations that are also unstable. Such variants are really possible in Latin America.
In the context of a pandemic, it is necessary to minimize personal contacts between
people. Entire sectors of the economy are experiencing a deep crisis because of this. At the
same time, people tend to adapt to difficult situations. The current crisis has already created a
strong impetus for the development of distance education systems involving AI. In medicine,
there is an incentive to accelerate the use of AI for the treatment and care of patients. Remote
work with clients is even more widespread in banks. However, in the context of a deep social
crisis, a weak social security system, unavailability of high-quality medical care, and corruption,
not everyone will benefit from the positive results of the development and implementation of
AI. In these circumstances, attempts to shift the responsibility for the rapid growth of
unemployment and other economic misery from the irresponsible and self-serving
“intelligence of elites” to “unresponsive” AI are quite likely. This is an effective way to distract
the population from the true causes of their plight, resolve corporate contradictions at the
expense of the population (determine who and how much will go to the impoverished financial
flows of support in a crisis, redistribute assets, etc.), and achieve a slowdown in the innovative
development of competing countries. It may also happen that measures for strict compliance
with the quarantine regime using smart surveillance systems will cross the border of what is
necessary, which will give rise to a negative attitude to AI. The appropriate interpretation of
169
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the AI will be extended to be a threat to national PS and IPS. In addition to the obvious problems
at the first level of threats related to the interpretation of AI development and use, MUAI
should be expected at the second and third levels.
The experts say that cyber threat under coronavirus pandemic is already growing in the
region. Charity Wright, an analyst with global cyber threats firm IntSights Cyber Intelligence,
said that countries with the largest economies — Brazil, Mexico, Colombia and Argentina —
are the most likely to be targeted by hackers. “They have the money, a huge population and
are adopting new technology quickly, but at the same time these countries are very much
behind the rest of the world in implementing cyber defense mechanisms, regulation and
compliance policies across the board,” Wright told InSight Crime.171 Throughout the first
quarter of 2020, as the COVID-19 pandemic progressed, nearly three million cyber-attacks took
place in Latin America and the Caribbean. In March 2020 alone, the incidence of computer
viruses in the region increased by 131 percent compared to March 2019. Later on, in April 2020,
the web traffic increased in multiple Latin American countries.172
The colonel Luis Fernando Atuesta, head of the National Police Cyber Center in Colombia,
told RCN Radio that the pandemic has been an opportunity for cybercrime to arrive through
false messages or emails, in which important data have been stolen from Colombians. “The
crime that occurs most is theft through computer media, that is, people are victims of money
being stolen from their banks through the internet. What has increased most is the use of
malicious software and there is an impressive spread of viruses over the internet, which makes
them seize the banking keys.”173 During this season of mandatory isolation, malicious activity
on the internet has increased by more than 150 percent and around 200 pages have been
detected with malicious content. The colonel confirmed that given the number of malicious
pages, the authorities are pursuing legal proceedings against some individuals for
cybercrime.174 Criminals in Puerto Rico, Guatemala and Mexico have also been exploiting fears
of the health and economic crises to perpetrate phishing scams aimed at collecting sensitive
information that allows them to commit insurance and identity fraud. The emails lure people
with promises of government stimulus money, or COVID-19 tests and vaccines. The links that
are then clicked solicit personal information or introduce malware.175
In the foreseeable future, we expect the growth of MUAI threats for national and regional
psychological security in Latin America. The nature and the level of these threats will be
determined firstly by the dynamics of AI technology development in the world in general and
the practical implementation of AI in Latin America in particular. Second factor is the dynamics
171
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of further growth of socio-political tensions in Latin America, both for reasons of internal order,
and due to the growing global crisis and geopolitical rivalry. Thirdly, it is the practical readiness
of state and non-state actors for MUAI in Latin America. Here we are talking about both the
practical ability to MUAI of asocial actors, and the ability to resist it within the framework of
progressive transformations.
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Part 3. Personal Impressions from the Trip to Cuba and Mexico
in the Context of the Current Report
Latest Developments in the Field of AI in Cuba
In October 2019, Cuba’s National Assembly appointed Miguel Díaz-Canel as president
under the new constitution. In December 2019, Díaz-Canel appointed tourism minister Manuel
Marrero Cruz as prime minister. Cuba’s new president has promised to modernize the
country’s economy and make the government more responsive to its people, at the same time
he pledged to uphold the values of the country’s socialist revolution. The Cuban economy is
being hard-hit by both Venezuela’s economic crisis, which has reduced Venezuela’s support for
Cuba and increased US economic sanctions, and the economic shutdown in response to the
COVID-19 pandemic. In June 2019, the US Treasury Department eliminated people-to-people
educational travel altogether and the Commerce Department generally prohibited cruise ships,
private and corporate aircraft, sailboats, and fishing boats from going to Cuba.176 Cuban
officials reported that 4.3 million tourists visited Cuba in 2019, down from 4.7 million in 2018.
Cuba’s economy also is being severely affected by the COVID-19 pandemic. As of April 15,
2020, Cuba had 21 deaths and over 700 confirmed cases. In spite of that, Cuba is providing
international assistance to respond to the pandemic by sending more than 1,200 medical
professionals to assist 18 countries including, for the first time, Italy and Andorra.177 In 2020,
the Cuban authorities expected the arrival of 4.5 million tourists, about 200 thousand more
than achieved in 2019.178 However, the reduction in tourism due to the coronavirus pandemic
and US sanctions in 2020 will be much greater.
Under such circumstances, AI is considered as one of the important tools in the
modernization of the country.
During our stay in Cuba, we were able to watch several programs on the topic of AI on
local TV channels, which shows the obvious interest of Cubans in this problem. Of course, this
interest is not least shaped by the efforts of the Cuban leadership, which seeks to create
prerequisites for Cuba’s transition to a qualitatively different level of socio-economic
development. However, there are also “bottom-up” initiatives, and the most unexpected ones.
For example, in Havana, we acquainted with perhaps one of the first restaurants in Cuba that
offers customers a wide range of services using an electronic assistant. 179 (Amazon is rolling
out multilingual mode to Alexa, which is able to respond to requests in Spanish). This is in the
very mainstream of the restaurant business in the world. According to Greg Creed, CEO of Yum
Brands, AI, robots and automation could replace humans in the food services industry by the
mid-2020s. Restaurateurs are already benefiting from technology, including AI, to streamline
176
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their business. This trend is set to continue as AI becomes cheaper and more accessible.180
According to Kristin Eriksen, content marketing specialist, using AI in restaurants reduces the
expense and stress associated with hiring and managing humans (savings). AI in the form of
robots could result in a consistent experience for customers. “Smart” robots will make the
meals to specification every time (efficiency). AI can be used to automate processes to
eliminate human error. Robots will not feel under pressure during peak times (fewer mistakes).
AI can be used in restaurants to do monotonous and repetitive jobs like prep work. They are
likely to carry out these tasks faster than humans and also have the ability to multi-task without
making mistakes (repetition).181 AI often lets customers control the flow. They can order and
customize to their needs (empower customers). AI helps upsell and suggest to customers in
automated ways you couldn’t. It enables you to reach them outside of your restaurant to stay
top-of-mind (Increase marketing reach).182There are some risks in this area too: most types of
AI are expensive to develop and implement, the replacement of humans with AI can result in
high unemployment, less emotional attitude to the customer (some people will be unhappy
from that but in the near future emotional AI will be available at the restaurant service) etc.

Havana, Cuba. Source: Ministry of Tourism of the Republic of Cuba.
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Havana, Cuba. Photo: ICSPSC.

Some specialists in Cuba gained real successes in AI research and got international
rewards. For example the Doctor of Technical Sciences, Yailé Caballero Mota, researcher at the
University of Camagüey “Ignacio Agramonte Loynaz” (UC), was awarded the prize of the World
Academy of Sciences (TWAS) in the category of Computer Sciences. Yailé, who is currently the
director of International Relations at UC, developed in the field of Computer Science,
specifically in topics of AI, to predict events in areas such as meteorology, civil engineering,
biotechnology, telecommunications and tourism.183
Cuba is actively developing international cooperation with many countries in the field of
AI, including the European Union and Russia. The closest contacts are established and
developed with China. During our stay in Havana, the University of Havana and the University
of International Studies in Hebei signed the cooperation framework that aims to create the
basis for the creation of an International Institute for Research in AI. The Сhinese delegation,
headed by Dr. Sun Jianzhong, vice-chancellor and president of the University of International
Studies in Hebei, also signed agreements of collaboration with the Technological University of
Havana and several other universities.184 The move to create a joint Institute has provoked
183
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critical comments in the West, including from a well-known right-wing website Breitbart.com,
who saw this as another sign of the US lagging behind China in an important technological
area.185
Very soon, Cubans will have the opportunity to pursue an engineering career in
cybersecurity. The rectorate of the University of Information Sciences (Universidad de las
Ciencias Informáticas, UCI) announced that in September 2020, the university will open an
engineering program in cybersecurity, aimed at redoubling the protection of the island’s
cyberspace. “Computer systems are constantly exposed to multiple threats and cybersecurity
is a dimension of Cuba’s national security,” Raydel Montesinos, first vice-rector, said at a press
conference.
The program will last for four years and is aimed at training professionals with the mission
of managing cybersecurity for organizations, including the establishment, implementation,
operation, monitoring, review and maintenance of systems. They will also be responsible for
the protection of important infrastructure objects. The engineer will be able to design
cybersecurity systems based on risk analysis, configure, and manage technical controls as
intrusion detection systems. The systems will also ensure protection against malware, trace
analysis, cryptographic systems, vulnerability and patch management, and data backup
software, among others. Raydel Montesinos assured that there is availability of textbooks and
scholarly literature on the subject in digital and printed format, and the campus has a virtual
learning platform to facilitate the teaching process. This university also has numerous
information resources available to students, through the digital library, access to specialized
databases, an institutional repository, the intranet and the Internet. The program will open
with 200 places and the student must pass the higher education entrance exams. 186 The
cybersecurity engineering is opening in the process of the computerization process that
develops in the Caribbean. Without a doubt, anyone pursuing an engineering career in
cybersecurity will need to explore the increasingly close relationship between both AI-based
cybersecurity defenses and MUAI that threatens cybersecurity.
Plans to modernize the country, the further general deterioration of the international
situation, and the active anti-Cuban position of the Trump administration make the
development of a training system for specialists in the field of cybersecurity extremely
important. AI-powered cyber-attacks are not a hypothetical future concept. All the required
building blocks for the use of offensive AI already exist: highly sophisticated malware,
financially motivated—and ruthless—criminals willing to use any means possible to increase
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their return on investment, and open-source AI research projects which make highly valuable
information available in the public domain.187
Critical attacks and massive breaches escalated dramatically in 2019, and it is predicted
that by the year 2020, costs related to damage caused by cybersecurity breaches may reach $5
trillion.188There are a lot of forecasts, and, of course, there is a certain desire to generate
maximum threats for maximum profit. AI is also actively involved in predicting threats in the
field of cybersecurity. Kelly Shortridge, vice-president of Product Strategy at Capsule8, “ran”
more than a thousand forecasts in the field of information security for 2020 through the
company’s AI. The material is fully generated by AI and edited by SecureNews for easy reading,
available to readers.189 As attacks increase cybersecurity teams are overworked, understaffed,
and are grasping for solutions to solve an increasing amount of problems. Hackers have started
equipping themselves with their own Machine Learning algorithms that help them attack users
in a way that escapes detection. In order to square up to these advances on the adversarial
side, cybersecurity teams need to be armed with the best defensive tools possible.190 As Ido
Safruti, co-founder and CTO at PerimeterX, puts it, “AI and machine learning is now a widely
understood technology. Most of the best tools used by researchers and security teams for AI
are open source and can be easily co-opted by the Black Hats to try to recognize security
measures and subvert them.” Todd Carroll, CISO/VP of operations NA at CybelAngel says, “Bad
actors are increasingly utilizing automated and smart tools to find vulnerabilities in systems,
access to storage devices, and open data on the internet.” 191 Everywhere the threats for
cybersecurity are in progress: advanced malware,192 insider threats,193 transaction frauds,194
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encrypted attacks,195 data exfiltration,196 the exploitation of run-time application, phishing
attacks,197 lateral movement,198 etc. It is necessary to take into account the increasing threats
of MUAI and the possibilities of using AI as a means of strengthening of cybersecurity.
Training of specialists involved in the engineering aspects of MUAI in the event of an
attack on an infrastructure object is necessary and sufficient for its protection (taking into
account, of course, interaction with representatives of other structures and departments).
Additionally, the response to an attack against human consciousness using AI technologies is
not only the responsibility of cybersecurity specialists. Such a specialist may underestimate or
even simply not notice it. Approximate and simplified schemes of attacks against an
infrastructure object and against a target group will differ as follows.
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Apparently, we need to be prepared for combined attacks: MUAI against infrastructure
objects can be combined with MUAI for psychological impact on target groups. Accordingly,
the training of cybersecurity specialists should include aspects of preparation for practical
interaction with specialists in the field of PS. Conversely, the latter must understand the
essence of MUAI’s rapidly changing capabilities, which is impossible without direct contact and
interaction with experts in AI and cybersecurity. This should also be reflected in the relevant
educational programs.
Until now, no country in the world has a national system of training specialists to deal
with the threats coming from the complex MUAI against national and international PS,
although different countries are moving in this direction, including Latin American ones. For
example, Dr. Pedro Santander Molina, lecturer at the Pontificia Universidad Católica de
Valparaíso, drew attention to the practice of cooperation between specialists in the field of
social and technical sciences on counteracting malicious misinformation at the forum
“Articulation of Political Communication as a Regional Strategy,” held at the Congress of
Deputies of Mexico City on May 6, 2019, under the auspices of Movimiento Mueve América
Latina. Dr. Molina works in Chile and leads a team made up of linguists and engineers. He thinks
that with certain detection algorithms, you can control the other algorithms involved in the
dissemination and circulation of fakes.199 It is very important that high-tech testing of Internet
sources does not remain the domain of largely ideologized tools such as Facebook.
199
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Lectures in Havana and Meetings with Cuban Researchers
First of all February 3 we visited Higher Institute of International Relations Raúl Roa García
(Instituto Superior de Relaciones Internacionales (ISRI) Raúl Roa García). In 1976 the Higher
Institute of Foreign Service (ISSE) was established under the Ministry of Foreign Affairs and got
its current name in 1981. ISRI offers courses and programs leading to officially recognized
higher education degrees. The main tasks of the educational process there:
 Provide specialized training in international relations to future diplomats and specialists
of the Central State Administration involved in the international activity.
 Contribute to the ongoing and specialized training of the staff of the Ministry of Foreign
Affairs and other governmental and non-governmental agencies.
 Develop scientific activity in the field of international relations and participate actively
in the short-term and prospective analysis of international dynamics.200

Workshop at the ISRI. February 3, 2020. Photo: ICSPSC.
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From the left to the right: Prof. Darya Bazarkina, Prof. Manuel Carbonell Vidal,
Prof. Evgeny Pashentsev. February 3, 2020. Photo: ICSPSC.

During our stay at ISRI, we met with Doctor of Technical Sciences Manuel Carbonell Vidal,
Vice-Rector of ISRI. Dr. Carbonell Vidal is fluent in Russian, studied Engineering at the Higher
Military Technical School of the Armed Forces of the USSR in 1980s, held responsible positions
in the Revolutionary Armed Forces, and served as vice-president of the Center for Defense
Information Studies in 2006–2010. Therefore, the issues of MUAI and IPS, in our opinion, were
professionally interesting to him. During the main report (Evgeny Pashentsev) and the
following discussion, among the issues that attracted the most audience attention were
assessment of current and future forms and methods of influence on target audiences in the
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course of psychological warfare using AI, threats to MUAI for international security, and the
possibility of developing international academic cooperation in a new area of research.
On February 4, we met with UCI (University of Informatics Sciences – Universidad de las
Ciencias Informáticas) specialists who conduct research and training in the field of information
security and AI. Born in 2002 as a project of the Cuban Revolution called the “Future Project,”
UCI has two objectives: to computerize the country and develop the software industry to
contribute to economic development the same. It is the first Cuban university to be established
under the purposes of the Battle of Ideas.
It is interesting to note, that in 1964–2002 on the territory where is now was a radioelectronic exploration and listening center, known as “Base Lourdes”, based on a request from
the top leadership of the USSR to its Cuban counterpart.201 The Lourdes SIGINT (Signals
Intelligence) facility, located near Havana, was the largest facility of its kind operated by Soviet
then Russian foreign intelligence service outside of Russia. 1962.

“Base Lourdes.” Source: University of Informatics Sciences.

The station closed in August 2002.202 The complex was capable of monitoring a wide array
of commercial and government communications throughout the southeastern United States,
and between the United States and Europe. Lourdes intercepts transmissions from microwave
towers in the United States, communication satellite downlinks, and a wide range of shortwave
and high-frequency radio transmissions. It also served as a mission ground station and
analytical facility supporting Russian SIGINT satellites. In 2001, Vladimir Putin closed the station
as a gesture of good will towards the United States.203 The declining intelligence significance of
201
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the center,204 its high cost (the estimated lease of $200 million year), and its impact on RussianUS relations were reported to have factored in the decision to close “Base Lourdes”.
Now UCI is an advanced technological city, with an infrastructure of more than 150
buildings distributed in 268 hectares, with spacious and modern facilities to serve the university
community. During 15 years UCI has graduated 14 461 Engineers in Computer Science with a
high level of specialization in the work with the Information and communication technologies.
More than 3 000 students are studying at the university. 600 professors make the teaching
staff and more than 700 specialists to support the software development. UCI publishes La
Revista Cubana de Ciencias Informáticas (RCCI),205 a specialized scientific publication, which
accepts contributions in Spanish and English related to Computer Science.

University of Informatics Sciences. Source: Ministry of Higher Education of the Republic of Cuba.

The format of our event, which lasted about four hours, included a meeting with
specialists and heads of departments related to cybersecurity issues. Then there were two of
our lectures: one focused on the general problems of MUAI and IPS (Evgeny Pashentsev), the
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other on issues of minimizing damage from MUAI in the information and psychological sphere
during the fight against terrorist organizations (Daria Bazarkina).
As a result of a multidimensional analysis of the current open data, Evgeny Pashentsev
considers the following tasks to be important in future research on the role of AI in the
adequate counteraction of the MUAI threats in the framework of broader tasks for maintaining
public security, democratic values, and institutions:
 identification of a list of current and future threats to the public consciousness through
AI;
 analysis of national practices in the application of AI by asocial state actors in terms of
direct or indirect effects on national and international psychological security;
 establishing of international cooperation to neutralize MUAI against IPS;
 development of national and international legal norms to prevent MUAI against IPS;
 analysis of the possible ways and risks of legal and illegal arms trade by double-use AI
systems from the point of risks to IPS;
 enhancing security systems through AI: an ethical dimension;
 designing ways to neutralize the targeted psychological destabilization of social systems
using AI.
Each of these tasks requires an integrated approach and interdisciplinary research by
specialists in different fields. So far, state and supranational structures are only beginning to
respond adequately to the scale of the new challenges. The UN is incorporating the topic of AI
and other emerging technologies into discussions across the board, including talks on policing.
However, the fast-changing landscape of these technologies poses a challenge for a
bureaucratic system that is not famous for the swiftness of its response or adaptability. 206 It
would be desirable that successful asocial actions not be the cause for the acceleration of the
process of adaptation to the rapidly growing and ambiguous role of AI in society within national
and supranational structures. It is necessary to work ahead of the curve and offer today those
solutions that minimize the damage from the MUAI of tomorrow.
Darya Bazarkina noted that the experience of using AI in the “war on terror” can be used
on Latin American soil in the fight against drug mafia, mercenaries, and far-right groups that
disseminate various kinds of propaganda and resort to provocations in social networks.
Unfortunately, the documented use of social media monitoring tools, cryptography programs
and drones by terrorists suggests that once new technologies become widely available to the
consumer, terrorists will also be able to use them. Other products using AI will almost certainly
have the same future: it is already used in a variety of applications, from virtual assistants to
the extremist content detection systems. Terrorists are experimenting with crypto currencies
that allow transferring funds across borders, avoiding bank control. The analysis of big data
based on the contents of social media already was used by North African IS fighters in the attack
206

Beridze, I. and Walker, S. (2018) “Artificial Intelligence in Policing” [online], Global Initiative against
Transnational Organized Crime, https://globalinitiative.net/artificial-intelligence-in-policing/.
61

MUAI and IPS in Latin America

on the Tunisian city of Ben Gardane in March 2016. Available evidence, including effective
means of killing key members of the security service, showed that the terrorists had prestudied the habits and schedules of the victims. 207 The use of advanced technologies’ images
in terrorist propaganda creates new risks.
However, by carefully studying them and having (in most cases) much greater technical
capabilities, as well as cooperating with each other, state authorities, intelligence agencies,
public institutions and the private sector can greatly anticipate the effect of terrorist
propaganda and at least prevent recruitment. When more people are using darknet, there is a
task for the technical experts to develop the tools for monitoring the hidden part of the
Internet (ideally—predictive analysis tools that can work in the darknet). While the
technological equipment of terrorist organizations is still overestimated, forecasting the
threats associated with the increasingly widespread advanced technologies in a world where
the eradication of terrorism is still far away is a matter of international security. Today, more
than ever before, we have no right to prepare to fight the last war.

Workshop at the UCI. February 3, 2020. Photo: Juan Félix Hernández Rodríguez.

Big social media companies already carry out use of AI in the fight against terrorist
propaganda, although the possibilities in this direction are limited and are becoming the
subject of discussion. “The recent debate between the Associated Press and Facebook about
207
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the success of removing content posted by terrorist organizations should be a wake-up call
concerning content moderation capabilities on these kinds of platforms. Facebook data
indicates the removal of 99% of terrorism content, while AP contends that Facebook’s success
is only 38%.”208 The machine learning “adds a limited capability to human content
mediation;”209 however, today all the actors interested in fighting terrorism should pose
practical questions on counter-propaganda with advanced technologies, including AI.
Russian and Cuban specialists discussed the possibilities of conducting joint research,
publications, implementing grant projects, speaking at international conferences, and other
topics, including interaction through the Russian-Latin American Strategic Studies Association
(RLASSA).210 From the Cuban side, the meeting was led by Dr. C. Omar Correa Madrigal, Director
of Science, Technology and Innovation at the UCI. Oscar Julián Villar Barroso, Professor of the
University of Havana and the University of Gzhel, provided great assistance in organizing
meetings at ISRI and UCI.

Workshop at the UCI. February 3, 2020. Photo: Juan Félix Hernández Rodríguez.
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Twenty-ninth International Book Fair (IBF) in Havana: Opportunities for Presentation of
Books on Strategic Communication and Issues of MUAI and IPS
Our interest in this forum was practical, as we hope to translate our collective
monographs on strategic communication into Spanish. They were prepared by international
author groups and released, in English only, in 2020. With the participation of RLASSA
specialists, two books on strategic communication have been prepared, which also address the
problems of MUAI and IPS.
We hope that over time we shall be able to prepare a book on MUAI challenges for Latin
America. Therefore, the international book fair in Havana is one of the good exhibition venues
for this edition. It was May 1937 when Cuba’s International Book Fair was celebrated.
Organized by de Emilio Roig de Leuchsenring and José Luciano Franco, it included the most
important book shops of the epoch (Minerva, La Moderna Poesía, La Casa Belga, La Divulgación
Literaria) and stands of important journals and offices . This initiative became a huge
movement of national and international figures interested in promoting literature and reading
in people from all ages.
Authorities of Vietnam211 and Cuba opened the twenty-ninth International Book Fair that
took place until February 16 in Havana, and then it was extended to the rest of the country.
Upon opening the fair in the presence of Cuban President Miguel Diaz-Canel, Juan Rodriguez,
top executive of the fair’s organizing committee, confirmed that more than 4,000 titles and
more than four million books will be on sale during the event. About 300 publishers and guests
from more than 40 countries are participating this year in the Havana fair, one of the most
important literary events organized in Cuba.212 The most famous seats of the International
Book Fair are the Fortress of San Carlos de La Cabaña and the Pabellón Cuba. Finished in 1774,
La Cabaña is a formidable fortification situated at the Northeast region of Havana. Its
construction was ordered by the Spanish crown with the objective of guarding the entrance of
Havana’s Bay and keep the old city protected from enemies. Nowadays, the ancient fortress is
Book Fair’s headquarter. Instead of guns and death, it shows books, children running around,
several museums and breathtaking views of the Havana’s sunset. International Book Fair takes
place in Havana City for 10 days before continuing on to the other cities for two more weeks.
The festival consists of book vendors, poetry readings, children’s activities, art exhibitions, and
concerts in the evenings. The 30th International Book Fair will take place in Havana from
February 4 to February 14, 2021, and then it will spread east and west of the capital to all
provinces of the country.
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Fort of Saint Charles, colloquially known as La Cabaña, Havana. Photo: ICSPSC.

International Book Fair (IBF) in Havana. Source: Escambray (http://en.escambray.cu/2017/over-40-nations-toattend-havana-international-book-fair/).
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Mexico is Searching Its Way for Future in AI
The left-centrist Andrés Manuel López Obrador (commonly referred to by his initials
AMLO) won the presidential elections in 2018 with 53 percent of the popular vote–the first
candidate to win an outright majority since 1988,213 and the first candidate not from the PRI or
its predecessors to do so since the Mexican Revolution. In his first year, AMLO did not have to
contend with any major new issues. His approval ratings were high, approximately the same as
previous administrations at the same point in their terms. Despite that, there has appeared to
be little progress on issues on which he campaigned, which critics have pointed out.214
However, we should note the severe economic and social problems that the new President
inherited from previous center-right governments. AMLO’s government has been slow to
respond to the COVID-19 pandemic as of mid-March 2020. The president has continued to hold
rallies and be tactile with crowds, and his political opponents, WHO representatives, and some
international human rights organizations, such as Human Rights Watch,215 have not been slow
to point out that he downplays the threat that the coronavirus poses to Mexicans’ health and
to the Mexican economy.
When COVID-19 arrived in Mexico, the government has taken few steps to ramp up
preparedness. The healthcare system is undergoing reforms to lessen the possibility of
corruption and to shift the existing insurance system to a universal one. Mexico’s largest
trading partner, the US, is expected to be in recession or depression due to the pandemic,
which will have an impact on Mexico. The rates of crime remain high in Mexico and conflict
and violence of drug mafias has not been stemmed. The number of murders nationwide in
2019 was over 35,000.216
The COVID-19 crisis will prompt a much sharper economic downturn than the crisis in
2008-2009. Social distancing will hit private consumption hard; investment is poised to suffer
amid deteriorated sentiment; and exports look set to sink on muted global demand. The
collapse of global oil prices and spillovers from the halt in activity in the US pose additional risks
ahead. FocusEconomics panelists project the Mexican economy to contract 5.1 percent in 2020
and grow 2.4 percent in 2021.217
In this difficult social and political environment, the AI industry is emerging in Mexico. The
document titled Towards an AI Strategy in Mexico: Harnessing the AI Revolution was
213
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commissioned by The British Embassy of Mexico in 2018. This study by Oxford Insights and C
Minds addressed the growing AI market and benefits it could provide if applied to the public
sector. The same year Mexico released its National AI Strategy. With this, it was the tenth
country in the world to formalize its approach, not to mention the first in Latin America. All the
same, the people of Mexico also wanted a say in how this technology was going to be rolled
out. Consequently, citizens, experts, startups and government agencies came together at the
beginning of 2018 to form the AI2030 Coalition. As its name may suggest, the purpose of this
partnership is to build an agenda for 2030 that promotes AI and its development throughout
Mexico.218
A study conducted by the consulting firm DuckerFrontier and commissioned by Microsoft
Latin America, in a simulation of maximum adoption of AI technology in the next 10 years,
reveals that Mexico could increase its GDP growth rate from current projections of 2.4 percent
average annual growth until 2030, to levels ranging from 4.6 percent to 6.4 percent. This
momentum could be accompanied by an increase in productivity and demand for more skilled
workers. According to this scheme, the business services industry would be the most benefited,
with 9.4 million new jobs or the equivalent of new working hours (109 percent of additional
jobs in 2030).219
To define whether Mexico can achieve this additional annual growth by developing AI and
maximizing the cascade of effects, DuckerFrontier developed the so-called AI Readiness Index,
which is a measure that crosses the AI Development and Dissemination variables, and unites
all factors related to implementation and its conditions (e.g., related policies, innovation
environment, technology ecosystem and cybersecurity, human capital) with another equally
important axis, called IA Benefit Sharing. According to the AI Readiness Index, Mexico is in a
strong position to accelerate the adoption of AI and to meet human capital needs. However, it
also runs the risk of not making these benefits equitable for all of society because of its
relatively weaker position with respect to its ability to guarantee equal access to higher
education and new technologies for all population groups, regardless of income, gender or
location.220
Throughout Mexico, there are numerous organizations and institutions studying AI, its
applications, working on talent training and developing technological solutions for the market.
From an academic perspective, the Mexican Society of AI (la Sociedad Mexicana de Inteligencia
Artificial, SMIA) has existed for thirty years as a scientific community that seeks to promote the
dissemination of research projects, teaching and linking the discipline.
SMIA is the organizer of the Mexican International Conference on Artificial Intelligence
(MICAI) MICAI is the high-level peer-reviewed international conference covering all areas of AI,
held in Mexico. The first MICAI conference was held in 2000. MICAI was characterized by
218
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Springer as premier conference in AI. The scientific program includes keynote lectures, paper
presentations, tutorials, panels, and workshops. At past MICAI events, extended versions of a
considerable number of the LNAI papers were invited to special issues of journals, including ISI
JCR-indexed journals; see for example a special issue on MICAI of Expert Systems with
Applications. Recent MICAI events received over 300–400 submissions from over 40 countries
each, with acceptance rate around 25 percent for the main session.221
SMIA is accompanied by the Mexican Academy of Computing (Academia Mexicana de
Computación – Amexcomp), which since 2015 has been established as a central reference of
computer science and technology in Mexico, and communities of practice, such as The Data
Pub, which focus on education and market awareness about data science and machine
learning.222 In 2019, the Ministry of Economy launched the Data Mexico initiative, which has
the potential to become an important source of Public Administration open data for training
AI-driven models for all sectors. For its part, the Ministry of Foreign Affairs has had contacts
with the academy and the entrepreneurial sector to explore the development of tools such as
chatbots, which can help in the protection and care of Mexican communities abroad.223
Vigilante is the first app that used AI in electoral processes in Mexico, presented the
results of the citizen exercise that it conducted during the presidential election last July 1. This
app recorded 5,964 downloads, 4,979 on Android and 985 on IOS, and received 3,251
photographs of 2,100 electoral blankets to count the votes and compare them with the rapid
counting of the National Electoral Institute. According to Synthia, the startup creator of this
app, the count made by Vigilante reflected the following differences with the results of the
presidential elections July 2018 in Mexico reported by the National Electoral Institute (Instituto
Nacional Electoral, INE) on the three main presidential candidates: 0.29 percent Ricardo Anaya,
0.43 percent José Antonio Meade and 1.4 percent Andrés Manuel Lopez Obrador.224 In this
way, Vigilante is already a precedent in the use of AI in electoral processes in Mexico, not only
for the accounting of an election but in the supervision of an electoral process.
However, not everything is going well for AI development in Mexico, even by Latin
American standards. Companies that base their business on AI techniques are lagging behind.
While sales of this type of companies in 2017 in Argentina, Brazil and Peru ranged between
$1.75 million and $3.33 million, Mexican companies barely exceeded one million in revenue,
according to the report225 and to Eduardo Henrique, CEO of the Brazilian company Wavy, who
found that Mexico was the second largest market in Latin America after Brazil. 226
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The Government and private companies have an interest to use AI to counteract MUAI in
different ways. For example, the Tax Administration Service has been trialing AI algorithms to
detect companies that are conducting fraudulent operations, by identifying pattern disruptions
in data analyzed using R Studio, Python Language, and DBs in-memory Redis. Within three
months of a six-month pilot scheme, 1200 fraudulent companies were detected and 3500
fraudulent transactions identified. The identification and analysis of these irregular activities
would have taken an estimated 18 months of work without the use of AI.227 Last year, Mexican
businessperson Ariel Picker put the first satellite into orbit that will offer video surveillance
services. It was the first time Mexico entered a recent global phenomenon called the “satellite
constellation,” which involves technological innovation in the use of small satellites capable of
capturing images and interpreting them with AI.228
The direct attacks against PS using AI tools have been typical for Mexico for a rather long
period. Alberto Escorcia, founder of the blog Lo Que Sigue (“What's Next”), says that although
the use of bots for political purposes has been detected in Mexico since at least 2010, this type
of activity has intensified in recent years. He points to a 2017 governorship race in the central
state of Mexico – the country’s most populous state – as a prime example. Escorcia describes
the use of bots in that election as “brutal” but points out that it also raised public awareness
about the issue.229 As a response, more than sixty Mexican media outlets, universities and
NGOs formed an anti-fake news initiative called Verificado 2018. AI-powered search tool was
being used to monitor fake news and polling station problems in Mexico's elections. Krzana
was being used by the Verificado 2018. This tool has been taught to scan and analyze text,
video and stills on social media to spot items and messages that relate to candidates and the
election. It can do this faster and more comprehensively than a human could, said Toby Abel,
Krzana co-founder, but the machine will not be left to decide on whether what it captures is
fake or not. “Working out if something is false or not is something that a good journalist can
do very quickly,” said T. Abel. “It's unbelievably difficult to teach a computer to do the same
thing.”230
The justified concern of the Mexican authorities is related to the fact that in the context
of the coronavirus pandemic, calls for looting are growing through social networks. The
President Lopez Obrador said at the press conference in May 2020 that the dialogue with
Twitter will continue to see if, on the part of Twitter, a mechanism is proposed that does not
“allow corruption, violence, everything that does not help to have a better society.” In this
regard, the President presented at his press conference a report by the government on calls
for looting that are distributed on the social network. According to the data, 89 calls have been
made in 22 states, the majority concentrated in the state of Mexico (16), Mexico City (14) and
227
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Nuevo Leon (7). Lopez Obrador said that he will demand transparency from Facebook and
Twitter about its customers, arguing that these companies should make this information public
in other countries and that Mexico has a high incidence of ‘bots’. “They are ‘bots’, that is a
topic that we will deal with here because we will ask transparency to Facebook, to Twitter, to
inform about who their customers are, who buys them, in other countries they have to inform,
why in Mexico not”, he said. In this regard, Twitter responded that it has sophisticated
technological tools to eliminate malicious ‘bots’ on a scale and proactively before they are seen
in the search or timeline.231 Of course, it is necessary to distinguish between calls for looting
and calls for protest actions against growing social injustice, which can be discredited in various
ways, including those that rely on AI technologies. There is a wide field of activity for
democratic forces to put AI in the service of people. According to Constanza Gómez Mont, the
founder, and Cristina Martínez Pinto, CEO of C Minds, how Mexico benefits from the AI
revolution will largely depend on the existence of an action plan that is crosscutting, visionary,
inclusive, and pragmatic; one that maximizes the benefits of AI, minimizes risks, and prioritizes
AI becoming a core tool for ensuring social well-being. An inclusive plan that can be
implemented by the different orders of government and by the relevant actors in each
sector.232

View of Pyramid of the Sun and the Avenue of the Dead from the Pyramid of the Moon. Photo: ICSPSC.
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Mexico City. Photo: ICSPSC.

It is interesting, that language is one of the variables that can offer some advantage to
the country. With 437 million speakers, Spanish is the second most spoken native language in
the world, behind Mandarin Chinese with 1.284 million, and above English, with 372 million. In
this regard, Mexico is the country with the highest number of people who speak Spanish,
which, combined with other Spanish-speaking countries, may favor its assumption of a
leadership in the collection, communication and use of data. 233 The more data you have, the
more Internet users you have, the easier is the process of self-learning of AI.
On the other hand, Mexico has had a poor (compared with global leaders) development
in AI, so it would have to implement a hybrid strategy soon, where it would have to catch up
with global advances through technology transfer to shortly, develop its own capabilities and
work intensively with Latin American countries to exercise an integrator role.
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Mexico City. Photo: ICSPSC.

Studies of AI at the Universities in Mexico and Puebla and Possible Collaboration in
MUAI Research
In Mexico City, our interest was aroused by the National Autonomous National University
of Mexico (Universidad Nacional Autónoma de México, UNAM). It is a public research university
in Mexico. It ranks highly in world rankings based on the university’s extensive research and
innovation. It is the largest university in Latin America and has one of the biggest campuses in
the world. UNAM was founded, in its modern form, on 22 September 1910 but its history goes
back to 1551, when Carlos I, King of Spain (Charles V, Emperor of the Holy Roman Empire)
decreed the foundation of the University of Mexico.
As part of their commitment to democratize AI, Microsoft, in partnership with the UNAM,
recently inaugurated an AI laboratory within the facilities of that Mexican university to create
an educational space where students can learn about the basics of AI, including automatic
problem solving, programming, automatic learning, systems management, cybernetics, and
neural networks, among others. The firm has programs aimed at students and teachers for the

72

Part 3. Personal Impressions from the Trip to Cuba and Mexico in the Context of the Current Report

development of skills and preparation for future jobs, as well as for professionals who want to
take courses to strengthen their knowledge of technology.234
With AI, students and academics from the UNAM developed an algorithm applied to the
autonomous management of a greenhouse in such aspects as climate, lighting and fertigation.
Integrated into the “Deep Greens” team, they developed the winning design in the
international competition Autonomous Greenhouses Challenge livestreams 24-hour
hackathon held at the Wageningen University and Research in the Netherlands. 235

The mural “For a national neo-humanist culture of universal depth (the people to the university, the
university to the people).” 1952–1956. By David Alfaro Siqueiros, at the Rectorate tower of the UNAM.
Source: Kiddle (https://kids.kiddle.co/National_Autonomous_University_of_Mexico).

While in Puebla, we were interested in the multidimensional activities in the field of AI
research conducted by the Meritorious Autonomous University of Puebla (Benemérita
Universidad Autónoma de Puebla, BUAP) which is the oldest and largest university in the city.
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Founded on 15 April 1578 as Colegio del Espíritu Santo, the school was sponsored by the Society
of Jesus during most of the Spanish colonial era before turning into a public college in 1825 and
eventually into a public university in 1937. The religious origins can be seen in many of BUAP’s
buildings in Puebla city center, which were once colonial-era churches. The flagship campus is
located in the city of Puebla, although more than nine facilities are distributed across the state.
Due to its scientific output and academic prestige, among other indicators, BUAP ranked
among the 50 best institutions of higher education in Latin America and as the best of the socalled macrouniversities in the country, according to the recent results of The Times Higher
Education (THE) international ranking.

Directorate of Libraries for BUAP in the historic center of Puebla. Photo: ICSPSC.

At the BUAP Faculty of Psychology, a research group called “Cognitive Processes and
Mathematical Psychology” was organized which employs computational and statistical tools in
research of individual and mass behavior. The group is led by Dr. Alfonso Diaz Furlong and
includes more than 15 students and two lecturers, who apply psychology, statistics, data
science and AI, among other disciplines. “The idea that there is no mathematics in psychology
is false because we do statistical models all the time when we do a regression or a T-test,” says
Diaz Furlong, who holds a Ph.D. in Physics from the Faculty of Mathematical Physics Sciences
74
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and is a member of the Level 1 national system of researchers. For this reason, and given the
increase in data that can be analyzed on the Internet, in 2015 Furlong founded the team that
last year brought together three researchers who won the L’Oréal-UNESCO scholarship in the
workshop “Statistical Methods and Research in Cognitive Sciences.” The group members have
trained with tools such as Python, Maxima and Geogebra—content that is not within their
curriculum—to investigate fields such as behavioral economics, text mining and discourse
analysis. In this sense, one of his ongoing areas of research is the application of network
analysis in psychological tests. By creating a matrix with vertices and nodes—in the same way
as they would when analyzing Facebook data, for example—they seek to identify whether
certain depression reagents are related to stress and anxiety factors and thus determine their
interrelationship. Likewise, the results of a study are to be published in which, through the
analysis of political discourse and data mining, the media phenomena of the 2018 World Cup
and the Mexican presidential elections are linked. In 2019, a trend in research was to take
advantage of social networks, big data and AI to study social phenomena. 236
For its outstanding research on AI and the development of computational algorithms,
BUAP is positioned at the forefront in this area of study, at the same time as having state-ofthe-art tools, such as humanoid robots, so it is an institution of interest to researchers and
students from different parts of the world. This is demonstrated by the wide participation in
the 5th International Symposium on Language & Knowledge Engineering, organized by the
Faculty of Computer Science (FCC), in particular of stakeholders from Slovakia, Russia, Spain,
Germany, and India, who meet in University City to discuss artificial intelligence, machine
learning among other topics. Out of 165 proposed works, 30 percent were selected.
Some scholars at different faculties working in or associated with the UNAM and BUAP
have, or may have, an interest in topics in the area of MUAI and IPS. We submitted the panel
proposal “Artificial Intelligence and Challenges to Political Stability and International
Psychological Security” for the International Association for Media and Communication
Research (IAMCR) 2020 Congress in the framework of the Political Communication Research
Section. The co-chair of the section is Julio Juárez Gámiz 237 (UNAM) and one of the vice-chairs
is Martín Echeverría238 (Benemerite Autonomous University of Puebla). The unfortunate and
difficult situation resulting from the COVID-19 virus has led IAMCR and its partners in China,
Tsinghua University in Beijing and XJTLU in Suzhou, to agree not to hold IAMCR 2020 in Beijing.
The decision was to hold the Congress in Tampere, Finland, on the same dates (12–16 July
2020), but because of the coronavirus pandemic, it is going to be realized through online
sessions instead.
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Dr. Julio Vicente Juárez Gámiz is a researcher at the Center for Interdisciplinary Research in Sciences and
Humanities (CEIICH) of the UBAM. See: Humanindex (2020) “Dr. Julio Vicente Juárez Gámiz” [online],
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Experts in the field of political communication and social psychology are interested in
mastering new tools for controlling the course and results of elections, the political preferences
of target groups, malicious use of deepfakes and bots in political struggle, and other
phenomena and processes associated with positive or negative use of AI. Working contacts
with Mexican experts in this field will eventually allow us to establish practical cooperation in
the study of MUAI, NPS and IPS issues.
One of the Best Remedies from MUAI – Good Results in Positive Application of AI:
Focusing on the Cancun and Varadero Prospects
In our opinion, AI is still very insufficiently used here. At least, from what we saw and
learned in the comfortable hotels in which we stayed, and the recreation areas of Cancun and
Varadero, the most interesting developments in terms of mass and visible use of AI for tourists
are still ahead. The lack of proper progress in the implementation of socially oriented AI
capabilities not only deprives people of basically accessible amenities, but also creates a more
favorable ground for conservative or even reactionary denial of the role of AI in society.
This is not to say that AI here is not a source of interest or not in use. There are even direct
historical precedents for its development in Cancun. Under the regional historical context of
the lands populated by the Mayan civilization in the precolonial times, AI was conceived, as
recorded in Popol Vuh, where it is said to create an artificial crab to kill a monster in the shape
of a crocodile.239 More seriously, in Cancun, courses are conducted on AI, 240 and specialized
international conferences are held.241 The use of AI to monitor changes in the flora and fauna
of the surrounding sea, traffic control, the use of AI in the banking sector, and other projects
(under development or planning) indicate that AI is gaining some significance in Cancun.
However, from the point of view of the main customer base, tourists, AI is almost invisible
(unless you look at your smartphone more often).
Tourism is one of the areas of public life that can clearly demonstrate the capabilities of
AI. The potential for AI to improve the service aspect of hospitality is unlimited. The examples
(according to SiteMinder) include:


“Front desk. If an AI can instantly synchronize with your mobile phone or use facial
recognition there’s no need for formal identification or check-in. With a mobile room key as
well, travellers will have no need to delay between entering the hotel and settling into their
room.
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Room service. No need to call or wait for someone to accept your order, AI will be allow
a guest to communicate instantly. The food or beverages could even be delivered automatically
by AI bots.
 Valet. Hotels will no longer need valets and doormen if cars can drive and park
themselves.


Cleaning and maintenance. AI systems will be extremely efficient in sticking to schedules
and maintaining standards when it comes to cleaning and preparing for the arrival of guests.


Power management. Smart technology will raise the bottom line of hotels by sensing
what lights and appliances are being used and turning off those that aren’t to save power.”242


AI driven restaurant services will help you to avoid the carelessness of some waiters.243

Cancun, Mexico. Source: VisitMexico (https://www.visitmexico.com/en/destino/cancun/).

Hotels and other companies operating in the tourism industry can make use of AI to
accurately and continuously sort through data. It will be able to draw conclusions about
business performance or trends associated with customer satisfaction, and even intelligently
manage inventories. All that is nor science fiction any more. Situated in Nagasaki, Japan, Hennna Hotel became the first one in the world to be entirely staffed by robots. Throughout the
hotel, robots are deployed to provide information, front desk services, storage services, as well
as check in and check out services, with technology including voice and facial recognition. The
242

SiteMinder (2020) “AI in the Hotel Industry: A snapshot of the potential impacts” [online], SiteMinder,
https://www.siteminder.com/r/trends-advice/hotel-travel-industry-trends/ai-hotel-industry-potentialimpacts/.
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Concierge Connie is employed by Hilton and can give guests a range of tips on what attractions,
restaurants, or activities to investigate. Ivy is a program used by many major hotel brands that
basically automates all guest interaction. Rose is similar to Connie, but is boosted by the
presence of a distinct personality. Guests at The Cosmopolitan in Las Vegas are first made
aware of this by a calling card, which they receive at check-in. It reads, “Know my secrets. Text
me” and “I am the answer to the question that you never asked.”244
Increased implementation of AI and robots could increase unemployment rates. Narrow
AI is unable to act outside of its programmed parameters, meaning they cannot adapt to
unanticipated situations (but chatbot is also able to continuously learn from interactions with
customers). Some hotel guests will prefer to communicate with people rather than with AI. The
task will be to find the optimal ratio in the number of living and non-living personnel, in
determining the role responsibility of humans and AI.

Varadero, Cuba. Source: Collections, Yandex.ua.
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Cuba is on the eve of a large-scale modernization of its economy. The tasks here are
complex and multifaceted, and they have to be solved in a difficult environment. There are
grassroots initiatives there, which is very important. At the XII International Congress University
2020, held at the Convention Palace of Havana in February 2020, a very interesting initiative
was born from the collaboration between the universities of Cienfuegos and the Technology of
Havana “José Antonio Echeverría” (Cujae), and the Directorate of Science and Technological
Innovation of the Ministry of Higher Education. The initiative focuses on Cuba’s first steps
toward a policy for the introduction of electric vehicles. The proposal, which has been agreed
upon by educational entities and the Ministries of Transport and Industries, is an alternative
that would lead the country to greater security and energy independence. The company Aguas
de la Habana, which has 22 electric vehicles in its fleet, has made the first strides. Although the
initial cost of these cars is more expensive, the operating ones are much lower. Widespread
use of electric cars would not only save fuel but would also improve the quality of public
transport in a country where the average age of vehicles is 35 years and 77 percent of them
have more than 20 years of operation. For this purpose, electric charging stations, which would
accept magnetic payment cards, would be installed every 100 kilometers for the state and
private sector. By 2025, a quarter of the cars in the world will be electric. Concern about climate
change, air quality, and the need to reduce emissions force us to find these paths. The Council
of Ministers of Cuba also has this topic on their agenda.245
How is this initiative linked with AI and Varadero? Very easily. Varadero is one of the
largest resort areas in the Caribbean. In 1992, Varadero Beach was recognized by UNESCO as
one of the cleanest beaches in the world. On the other hand, Cuba is in a difficult economic
situation. The severe economic consequences of the coronavirus pandemic will be added to
Washington’s sanctions. Replacing a fleet of old cars quickly and across the whole country is
unrealistic without serious investment, and they are given on the terms of a refund, which is
far from easy in a crisis. Clearly, it will not be possible to find the means to make the necessary
changes. Multiple examples that are visible, go beyond the island, and promise a fairly quick
refund are needed.
However, in the beautiful tourist area of Varadero, such a refund will come quickly once
tourism resumes. The pandemic will not last forever; the tourists will return. You can travel all
of Varadero by taxi for 10–20 CUCs,246 depending on the time of day and arrangements with
the driver. There are buses, regular taxis, vintage US-origin taxis and horse-drawn carriages
available for tourists. There are many customers, but even more drivers/charioteers. And if
they are replaced by an electric car (hardly North American or even from the EU–given modern
realities, rather from China)? Other vintage cars are much more expensive than cheap brands
of electric cars. In addition, in a car in different languages, passengers will be entertained by
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the equivalent of the popular Russian chatbot Alice.247 This issue is not only economic, but also
political.
In Varadero, retromobiles can only cause associations with the times of Batista, and
beautiful horses carry you away to the gray old days. Unfortunately, the air on Varadero, in
contrast to the white beaches and clear water, is not the best, because of the ancient cars.
Retro impurities in the air are felt on a walk along Varadero Main Avenue. In addition,
revolutions tend to look to the future. Coronavirus pandemic, with all its tragic consequences,
encourages the process of technological change, including in the field of “intellectualization”
and automation of transport. In February 2020, the Chinese government issued a blueprint for
the development of intelligent vehicles, to speed up the mass production of high-level
autonomous cars by 2025. One of the leading players AutoX is rolling out 100 autonomous
vehicles in Shanghai by June. The start-up is one of several Chinese companies quickly moving
to offer self-driving taxi services to the public. “The pandemic has made our society realise that
we need self-driving cars for situations like this,” said a spokesman for AutoX, which is backed
by Chinese internet giant Alibaba. “RoboTaxi with its self-disinfecting capabilities and driverless
logistics could save lots of lives.”248 Thus, for a potential experiment in Varadero with the use
of electric vehicles, moreover intelligent vehicles, there are favorable prerequisites.
Rebuilding not only the image of the resort, but also the real quality of recreation and
work of local residents, will be an ongoing and rather expensive endeavor. Virtual assistants
and other forms of AI should be in different places: from the hotel to the store, the service staff
will retrain and move into the twenty-first century. The tourist will also change (today there
are too many smokers there—Cuban tobacco is fine, but smoking is unlikely to improve health).
Some very smart students of the University of Matanzas on the territory of hotels in their spare
time earn money-selling souvenirs in local shops, but in the future could help set up virtual
assistants, manage AI services in the hotels, and more. In addition, as part of their professional
training, these young people would be invaluable for the future of all Cuba, as the experiment
could spread over the island.
A more serious and long-term investment could be the creation of small but modern
science cities in a number of areas that do not require large investments in the technological
base249 because of the involvement of foreign researchers and investors. The specific form of
such scientific settlements is smart cities. The unique climate conditions, the overall high level
247

Yandex, often referred to as the “Google of Russia,” first unveiled the voice smart assistant Alice back in 2017
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of education, the highly developed (despite the blockade) health care system, the extremely
low crime rate—these are just some of the indisputable starting advantages of Cuba in the
Caribbean region. This is not our subjective assessment. For example, according to UNESCO,
Cuba spends 10 percent of its central budget on education, compared with 4 percent in the UK
and just 2 percent in the US. The result is that three out of five Cubans over the age of 16 are
in some type of formal, higher education. Wherever you travel in Cuba, just about, everyone
can read and write, and many have one or more academic qualifications. 250 In this case, the AI
sphere will also have more opportunities for development. Potentially, Cuba can become the
engine of AI in the Caribbean, one of the places in the world where AI, 5G, and other
technologies can get a fairly rapid development if humanity still manages to make a risky leap
into the future—per aspera ad astra.

Popular mean of transportation among tourists in Varadero. Photo: ICSPSC.
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Typical vintage car on the streets of Varadero (photo: ICSPSC) and Chinese electric car (source:
BestSellingCarsBlog,
https://bestsellingcarsblog.com/2018/12/china-october-2018-new-energy-byd-leadsagain-teases-toyota-year-to-date/).
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Conclusion
The increasing risks of MUAI in Latin America are determined by negative factors of
socioeconomic and political development in recent years: economic stagnation; increasing
material and social stratification of the population, high levels of corruption and crime,
bureaucracy and inertia of the state apparatus in decision-making; the dangerous growth of
populist parties, steeped in outdated concepts and thus unable to offer effective political
solutions; and regional geopolitical rivalries, which also increases economic instability and
sociopolitical tensions.
The rapid growth in the use of AI technologies and related infrastructure also creates
favorable conditions for MUAI growth in the region. In particular, an important factor
facilitating MUAI in Latin America is the high level of internet penetration. In 2019, Latin
America and the Caribbean represented the fourth largest regional online market, behind Asia,
Europe, and Africa. On average, more than seven of ten South Americans were online as of
January 2020.
The coronavirus pandemic and its severe economic, social, and political consequences
also increase the risks of MUAI. It should be noted that, like any large-scale and sudden crisis,
pandemics require an urgent response in high-risk conditions, which is often accompanied by
panic moods, which are ready to play a wide range of state and non-state actors. These actors
put their own interests above public ones: government officials who are concerned with their
own success rather than fighting the coronavirus, trading companies that inflate the price of
personal protective equipment, political parties that use fear in their agitation, and outright
criminals who try to use the volatile environment to enrich themselves—all of them are
interested in using social engineering to achieve their goals. The sharp narrowing of personal
communication opportunities and the extremely rapid transition to remote forms of work for
significant segments of the population also create new opportunities for MUAI. More precisely,
the role of MUAI in the context of the growing negative effects of the coronavirus pandemic
has yet to be assessed based on a broader database of empirical data and relevant case studies.
At all three threat levels of MUAI for national and international psychological security PS,
we should expect both quantitative and qualitative deterioration of the situation due to the
above-mentioned factors. We need both quantitative and qualitative research and monitoring
of the situation in the region. International cooperation is needed both at the level of individual
specialists and entire research teams. This can provide a basis for balanced decision making for
those who are determined to find the optimal model of socially oriented development.
Without radical reform/change of existing development paradigms, the crisis in the region’s
countries will increase, the opportunities for socially-oriented AI applications will narrow, and
the threat of MUAI will increase.
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